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1. Introduction

IT departments and their managers face a challenging issue in the rapidly evolving
field of information technology: satisfying rising expectations with limiting budgets.
Organizations seek for success in a competitive market by shifting multiple processes
to IT, with the goal of improving speed, precision, and -ebfctiveness. While
investments in technological infrastructure continue to be approved, the need for
more human resources sometimes falls on deaf ears. This shortage necessitates more
ingenuity, which leads to what is frequently viewed as an outstanding solution:
automation.

Automation, unquestionably recognized for its ability to save time and money,
becomes a significant concern. However, the pressing question remains: how could
automation be implemented successfully in the face of time and money constraints?
The urgency othe issue frequently encourages the selection of the simplest and
quickest choices, including new features via software products, @oeince code, in
house development, or customized systems with restricted capability. Unfortunately,
the quickest solutions not always the best. Although shderm savings may be
realized, negative lonterm consequences are more likely to arise.

To avoid falling into the automation trap attaining shortterm goals at the price
of longterm issuest a fundamental change toward centralization is required.
Sustainable automation is based on centralizing all processes within a dedicated
system, whichprovides a variety of benefits such as process simplification, easy
definition of interdependencies, cogfffective development and maintenance,
integrated error handling with logging functionality, comprehensive monitoring at a
central point, and unpar&éled flexibility through scalability.

Enter Zagreus, a cuttirgdge process platform precisely created for businesses of
all sizes and types. Zagreus, with its extensive library of capability, enables the quick
mapping of all digitally controllable business processes. This platform is dishiegu
by many significant advantages:

1 Low-codeplatform
Zagreus avoids the need for heavy programming by utilizing & aleplatform
that allows users to develop and alter processes without considerable coding
skills.



1 Utilization ofexistingsystemcomponents
Zagreus readily interfaces with diverse data storage and operating systems,
improving compatibility and lowering implementation hurdles.

1 Centralizedadministration
By streamlining administrative activities, Zagreus enables businesses to manage
and monitor their automated operations from a single location, improving control
and efficiency.

Zagreus stands out astandard software solution with great flexibility, recognizing
the individuality of each enterprise. Zagreus is a fdng-play solution with rapid
installation and quick utilization, avoiding the need for lengthy, costly projects. Old
procedures are quidk changed, and new ones are flawlessly incorporated, showcasing
Zagreus's expertise in this area.

Zagreus's flexible REST API interface expands its possibilities even further, allowing
for smooth connectivity with a variety of systems. This versatility distinguishes Zagreus
as a dynamic and futureeady solution that meets the changing demands of moder
organizations.

In essence, Zagreus is more than a software soluttda a strategic enabler that
allows organizations to navigate automation issues with exceptional efficiency and
agility. As more is learned about Zagreus, its disruptive impact on business process
automation becomes clear, bringing in a new era of IT solutions.



2. Zagreus as a whole system

Zagreus is a modular systegonsisting ofseveral main parts that are constantly
communicating with each other. This design has the following advantages:

1 different modules are responsible for their own processes only

9 the modules can be installed on different hgasts

1 the whole system contains indirdgtinterferingasynchronousasks. The proper
implementation for this needs separate main execution processes (Java Virtual
Machines). Therefore, all Zagreus modules are implemented as Java applications
running on separate JVMs.

Embedded database handling |« Managing Zagreus Workers

v

Resource storage Sending worker monitoring info
z

Job queue

Schedule management

4 A A
Zagreus Worker 1 Zagreus Worker 2
Executing job Executing job
Worker filesystem Worker filesystem
\ 4 v
Zagreus Client Other Zagreus Clients
Main user interface Command-line tools
Resource editing HTML Application
General monitoring
\ 4

Zagreus Monitor

Timeline monitoring

Figure 1¢ The main structure of the Zagreus modules

In Figure 1, the main modules are showrin the following chapters, these modules
are introducedand described in details



2.1 Zagreus Server

The Zagreus Server is the main module of the Zagsgstem. The Server module
installation is neccessary in order to have a minimal working systemaintains an

A Y o~ oA

AYTF2NXIE GADgropéries S T
The Zagreus Servergsrformingthe following tasks:

1 embedded database management

web server management

user authentication and authorization

resource management in database and in local filesystem
job queue management

maintaining connection for Zagreus Workers

storing jobklogfiles, results

running time schedule events and subscriptions
managing watcher and trigger type resource events

=4 =4 4 4 A4 -5 4 -

2.1.1 Communication

The Zagreus Servasestwo differentcommunicationprotocols

1 The Zagreus Client modules communicate with #egreusServer via HTTP /
HTTPS webservice protoc®herefore the clients and the Server can be installed
anywhere throughout the Internet.

1 The Zagreus Workers and Zagreus Worker Controller communicate with the
server by Java RMI proto¢gebthese modules need to be installed on the same
intranet, or preferably on the same machine.

The Zagreus Server is the central module to which all other modules connect.
Therefore, it is recommended to start the Zagreus Server first , right before all other
modules.

2.1.2 Logging

The Zagreus Server modgeneratedog-ilesas it is running. They contain events
and possible error messages as well as information about job execution and user



interaction. This is crucial for monitoring system performance, diagnosing issues, and
ensuring security.
There are two different types of lefjes:

1 server logfile
The server logile contains information about the server module: starting up and
shutting down, events in the jefueue, user logins and logouts.is located in
the <zagreus_home> / server /log folder, under the file namerv .
The lodfile is maintained by thdog4j system,and it is archived regularly by
rolling file appender featurewhen the size of the lofjle exceeds 10 megabytes,
or a full day has passed, a nege ip archive is automatically generated from
the actual logfile. The content of the lodjle will be stored in the archive, and a
log-file itself will be reset to emptyThe name of the archivg zip file uses the
format of srv_ <yyyyMMdd>.log.gz , where the timestamp in the filename
follows the creation date of the archive. Archived-fdgs older than 30 days are
deleted automatically.

1 job-log files
For each job executed in the Zagreus System, a sep@atateg file is generated.
The file name is the ID of the job, and the file is located under
<zagreus_home> /server flogliob dzyf Saa AG Aa &&dral2 i KSN
properties. For more information about job 2 3 & > jord§ §le.

2.1.3 Components

There are several larger parts of the Zagreus Server that can be categorized as
system components.

2.1.3.1 Job queue

The job queue is the main component in the Zagreus Server. It stores and manages
the tasks (the s@alledjobs) (12 ©6S SESOdzi SR o6& iakSus 1ol 3 NB
Workerd C2 NJ FdzNI K&MIeRSGIFAfasx asSS

2.1.3.2 Quartz scheduler

Quartz Scheduler the component which manages the execution of recurring, time
based tasks. The Scheduler component registeositimed 8 SR RSTFAYAGA2Y



Time schedulpand triggers events at the specified time points. These events can
SESOdzi S | 1l 3 NEdianbydE@NWaeiesodréeobehddk out a mail
2NJ RFGFolasS ¢l ORSNIc2 WROidH &y TaickeSS M

Zagreus System uses the Quartz Scheduler, whiehr@bust, opersource job
scheduling library for Java applications, enabling flexible scheduling of jobs with
simple, intervalbased, or crodike expressions.

The scheduler can be temporaliry switched N2 Y G KS %I INSaza /[ £ A
[ start server components YR FNRBY (KS %IAGINS@zaptioa2 y A G 2 N
applications.

2.1.3.3 Embedded MySQL database

The Zagreus Server stores its resources and metadata information in an embedded
MySQL database, which is starting and shutting down together with the Zagreus
{ SNIBSNIP C2NJ YEeNBddR Siskiebimse aSS I

2.1.3.4 Local filesystem

Another important component of the Zagreus Server is the connection with the local
filesystem that allowsmanaging files and folders on the logadtallationmachine For
more detailg & $cSalfildpystemin the Zagreus Server



2.2 Zagreus Worker

The Zagreus Worker is responsible for executing a Zagreus script type resource, see
MScripts Multiple Zagreus Worker instances can run at the same time, at least one is
needed to allow script executiofeach Worker instance runs as a separate JVM (Java
Virtual Machine), so they are independent processes on the OS Tewelnumber of
Yl ANBdza 22NJ SN Ayadl yoSa RS LWISydjante (KS
O2y ¥ A I dzNJ Coafdwatiod.a SS M

The Zagreus Worker module is designed to be a constantly running process which is
O2yySOuGAY3a (2 GKS %I 3 NEdgandwaithg®riinegvdod |j dzS
to execute. When there is no such job, it stays in idle mode and keeps waiting for a
task.

The Zagreus Worker contains an execution processor called the Zagreus Execution
Engine which provides the main functionality for executing Zagreus scripts.

The Zagreus Worker is performing the following tasks:

1 Inidle mode, it is constantly connéag)to the Zagreus Server, waiting for a new
job to execute.

9 If there is a job to execute, it passes the scaphtentof the job to the Zagreus
Execution Engine.

1 The Zagreus Execution Engine processes the script content.

1 After the executionhas been finishedr failed the statusand the resultof the
job aresent to the Zagreus Seryeand the Zagreus Worker switches back to idle
mode, waiting for the next job to execute.

2.2.1 Communication

The Zagreus Worker communicatesth with the Serverand the Zagreus Worker
Contoller and uses the Java RMI protocol:

1 The Zagreus Worker as a client connecting to the Zagreus Server
¢CKS 22NJ SNJ A& O2yadlryidate O2yySOGSR G2
Queue) via the Java RMI protocdlhis RMI port is defined in server configuration
0 a S Sagidys Serveronfiguratior), but the same port has to be set in the
Zagreug 2 NJ SNJ O2 y T A HAalpNdakiokker yonfEe8®& in Brder to
Worker could connect to the Server properly.



1 The Zagreus Worker behaves as a server when the Zagreus Workeoller is
connecting to a Worker instance
The WorkefrController also maintains a communication to tAagreus Worker
instances to be able to monitor and manage thérhe WorkefController is using
Java RMI communication. The RMI port is different for each worker instance and
it is derived from the specified server RMI partd theWorker ID soif the pre-
defined Zagreus Server RMI port is 666@&n the RMI port is 6667 for Worker
(ID: 1), 6668 for Worker (ID:,2gspectively.

Eachjob isassigned to the Zagreus Worker instances with round robin assignment,
except wher specifiZagreus Workegroup is selected & S Suelly groupk

2.2.2 1D of the Zagreus Worker

Each Zagreus Worker has an ID which is an numeric integer value starting from 1.
When the Zagreus Workér2 Yy G NBR € f SNJ & NI & G KSartitgl 3 NB dz
Zagreus Worke)sthe Worker IDs are consecutive numbers, sucinas H\Eher&XN b
Is the the maximum number of the allowed Workers defined in the Zagreus Licence,

& S SLicBycing

Yl ANBdza 2 2N] SNA Oly 0SS &aWeksliSREtomB a i NI ¢
so the Worker IDs might not be consecutive any more. However, when the user
manually starts a new Zagreus Worker, its ID needs to be unique and in the range of
[1, NJwhereNis the maximum number of allowed Workers.

In some cases.fally qualified Worker I neccessary which is specified in the form

of:
<Worker - Controller ID>.<Worker ID>

This formatcan unambigouslydentify the given Workersven if they belong to
different WorkerControllers.

2.2.3 Logging

Eachzagreus Worker modulastancegeneratesalog-ile as it is runnindt contairns
events and possible error messages as well as information about job exedltiens
crucial for monitoring system performance, diagnosing issues, and ensuring security.

The module lodile contains information about thactualWorkerinstance starting
up and shutting downinitiating and finishing job execution, as well as stacktraces of
modulerelated errors It is located in the <zagreus_home> /worker -



controller/ worker/ log folder, under the file nameworker <worker -
id>_<yyyyMMdd>.log , where the timestamp in the filename follows the creation
date of the logfile.

2.2.4 Statuses

The Zagreus Workamdergoes a lifeycle with distinct statuses. These statuses are
the following:

1 Initializing
The Zagreus Worker is starting up. It lasts only for a few seconds.

1 Idle
The Zagreus Worker has successfully started and is waiting for a job to execute.

1 Busy
The Zagreus Worker is currently executing a job.

9 Shutting down
The Zagreus Worker is shutting down.

For most of the time, the Zagreus Worker switches betwiemand Busystatuses.

The status of the Zagreus Workers can be seen irEftezution enginesindow in
0KS %l ANBdza /[t A SyoieustClidhaf A OF GA2Yy S &SS Tbh

Aside from these statuses, there is another property which defines the availability
of the particular Zagreus WorkefrheEnabledoroperty tells if the Worker can receive
any job. By default, th&nabledproperty is true, but the user can manually set it to
FILHtasS Ay G§KS ®BIVANS d@rmdidnikld.ynithe attelScase e
Zagreus Worker is ildle status, but will not accept any job for execution.

2.2.5 Memory handling

The Zagreus Worker has a few settings in terms of memory hanéao Worker
instance manages its memory independently.

Because of the fact that a Zagreus Worker is a JVM nthmory settings are
specified as standard Java options in the Zagreus Worker configuatich $/Srkefh
startup properties



There might be a need for restarting a Zagreus Workerhh#exceeded a pre
defined memory consumptiorafter a job execution.For such cases, a special
O2Yy TAIdzNI G A2y LINEWSANEeoukoyertiasS aSGx asSS T
The actual memory consumption of each Zagreus Worker can be monitored in the
Execution EngingsA Y R2 g Ay (KS ¥%bE@NBdedgintstwh@paid 6 4SS
Ay GKS %I ANBdza a2 yRdcgiNg Ehddkdindo®) G A2y a4 064SS



2.3 Zagreus Worker-Controller

The Zagreus Work&Zontrollermoduleis responsible for managing the instances of
Zagreus Worker modules. Although the execution of a Zagreus script is perfosmed
a Zagreus Worker module, the Zagreus Workentroller module installation is
neccessaryo start and manage the Zagreus Worker instances themselves

The ZagreugVorker-Controlleris performingthe followingmaintasks:

i starting and managing Zagreus Workers

1 canceling a running job on a Zagreus Worker

1 collecting reakime information about Zagreus Workers and sending them to the
Zagreus Server module

. SaARSa (KSasSz Al Ffaz2z KFIYyRtSa YAy2N
Manage certificatesand testing the integrity oboth the configuration files of itself
andof the Zagreus Worked & S Sonfityuration testin)y

@ Info: When the Zagreus Work&ontroller module startsp, it starts the
number of worker instances set in the configuration. When the Wer
Controller is shut down, it first stops all worker instances.

2.3.1 Communication

The Zagreus Worke&Zontroller communicatelsoth with the Serveland the Zagreus
Workersviathe Java RMI protocollhe RMI port of the Zagreus Server can be defined
Ay GKS O2y T A JdeNdralphopeyiiesF At ST aSS I

2.3.2 Logging

The Zagreus WorkeZontroller module generatea logHile as it is runninglt
contairs events and possible error messages as well as information about job
execution and user interactionlhis is crucial for monitoring system performance,
diagnosing issues, and ensuring security.

The module lodile contains information about the Worke&Zontroller module:
starting up and shutting down, commands from the Zagreus Server andfhe



commands which start theZagreus Workerprocesses It is located in the
<zagreus_home> / worker - controller  /log folder, under the file namevc.

The logdfile ismaintained by thdog4j system, and it is archived regularly by rolling
file appender featurewhen the size of the lo§jle exceeds 10 megabytes, or a full day
has passed, a newz ip archive is automatically generated from the actual-fie.
The content of the logile will be stored in the archive, and a b itself will be reset
to empty. The name of the archivegzip file uses the format of
wc_<yyyyMMdd>.log.gz , where the timestamp in the filename follows the creation
date of thearchive. Archived legles older than 30 days are deleted automatically.

2.3.3 Statuses

The Zagreus WorkeZontroller undergoes a lifeycle with distinct statuses. These
statuses are the following:

i Starting
The Zagreus Worke&Zontrolleris starting up. It lasts only for a few seconds.

1 Running
The Zagreus WorkeéZontrollerhas successfully started andisning.

91 Suspended
The Zagreus WorkeZontroller can not establish an active connection to the
Yl ANB dza { ShZESNEM0deS S M

1 Shutting down
The Zagreus WorkeZontrolleris shutting down.

The status of the Zagreus WorkEpntrollercan be seen in th&xecution engines
GAYR26 AY GKS %I 3NB dzaxechiibrieSoynds windadJt A OF G A 2 y 3

2.3.4 Starting Zagreus Workers

A Zagreus Worker is started by the Zagreus We€kantroller module via a
commandline commandas a separate Javehild process The structure of this
command is:



<Java executable> - cp <classpath> <Java options> <Worker class name>
<Worker ID> <Worker - Controller ID> <Server address> [<parameters>]

All of this is performed automatically by the Work@ontroller However, it is useful
for the enduser to know about this command structure in cabere is a needo
configureor add parameterdor the starting Zagreus Workershich can be done by
SRAGAY 3T (GKS | LILINRE LINR I G SWORysFErRAEmzNGrt@Rh 2y  LINE
The elements of this command are the following:

1 <Java executable>
The OS path of the Java executable, shipped with Zagreus.

1 <classpathk»
TheJava classpath of the Zagreus Worker.

1 <Javeoptions>
The various Java options passed to the Zagreus Worker. Besides the user
O2Y FAIdzNB R @Forkedz&&up préns &) fiigher parameters are
added:
- Dworking.folder
- Djava.folder
- Dworker.id
- Dworker.date
- Dworker.timestamp

1 <Worker class name
Thefully qualified name of the main Java class of the Zagreus Worker

1 <Worker ID>
The ID othe actual Zagreus Worker.

1 <WorkerController 1B
The ID of the Zagreus Work€ontroller.

1 <Server address
The address of the Zagreus Server.



@ Info: The actual commantine command used to start the Zagre
Worker instances can be seen in the log file of the WeGkentroller
module.

2.3.4.1 Number of Zagreus Workers

The Zagreus WorkeZontroller is a standalone module, thussistarting up in itself,
and it tries to connect to th&agreus Servers soon as possibl€éhe number of possibly
running Zagreud 2 NJ SNJ Ayaidl yoSa Aa f AYALicSRN)o & {KS
which is installed in the Zagreus Server module datald3stare reaching the Zagreus
Server, the WorkeController module is not aware of the maximum number of Zagreus
Workers allowed However, the Zagreus Work@ontroller can start the Zagreus
Worker instances before connecting to the Server moddlee number of started
instances can bseetin the Worker-Controller configuratiord & S Sagi@ys/Norker
Controller configuratior) with theworkercontroller.defaultworkercourgroperty.

When the connection between the Zagreus Workamntroller and the Zagreus
Server is finally established, the limitation of the Zagreus Licence is automatically
applied if the number of started Zagreus Workestances is greater than the allowed
number (it can only happen by misconfiguration), so some of the Workers are stopped
by the WorkerController.

Setting the default number of starting Zagreus Worker instances, howeaarbe
practical in the following cases:

1 The user can manually configure the proper ldamlance settings when multiple
Worker-Controller instances are installed. In this case,ttital countof Zagreus
Worker instances managed by each Workiamntrollers cannot exceed the limit
set in the Zagreus licence

1 When there is one Worke€ontroller instance in the Zagreus ecosystehis
setting can manually be matched to the allowed number of Zagreus Worker
instances defined in the Zagreus licence. In this case, all Worker instances are
already running when the WorkeZontroller establishes the connection to the
Zagreus Server



2.3.5 Managing Zagreus Workers

The WorkerController module is responsible for managing the worker instabges
receivingcommands from the Zagreus Server.
These command can be one of the following:

Start startsa newworker instance.

Stop stopsan already runningvorker instance.

Restart aworker instancestopsthe worker instanceand then starts it again.
Disable a worker instancéhe worker instance is kept running, bdbes not
accept any job from the Zagreus Server

Enable avorker instanceenables thedisabled Zagreus Worker

Cancel a jobcancelsa job running on a worker instance.
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The WorkefrController is also checking the availability of the worker instances:

1 When a worker instanceis not available (the connection is lost between the
WorkerController and thewvorker instancg, the WorkerControllerrestarts the
particular workerinstance

1 Whenany worker instancléas been exceeding a configurable maximum memory
consumptionlimit for its lastly executed job, the Work&ontroller restarts tht
Worker in order to avoid any memory issues forfuture jobs

2.3.6 Collecting and sending worker information

The WorketController module collectghe actual statusand further information
about the worker instancegi.e. worker informatior), and forwards them to the
Zagreus Server. The following information are collected:

1 the ID of the worker instance

whether the workerinstance is enabled

the status of the worker instance 4 $SusEh

the ID of the currently executed job (if any)

the status of the currently executed jdfif anyE & S& lifdtycle
the ID of the currently executed script (if any)

the full path of the currently executed script (if any)

the number of log linegproduced bythe currently executegob (if any)

=2 =4 4 =4 4 - 4



1 thetime whenthe worker instancevas started

1 the actual time when the worker information was sent
1 the maximum allowed memory of the worker instance
1 the total memory of the worker instance

i the free memory of the worker instance

1 the number of available processors

Furthermore, theWorker-Controller sendenformation about itself to the Server as
well, consisting of:

the ID of the WorkeController

the status of the WorkeController

the time when the WorkeController was started

the actual time when the WorkeController information was sent
the maximum allowed memory of the Work@&ontroller

the total memory of the Worke€ontroller

the free memory of the Worke€ontroller

=4 =4 4 =4 4 A 4

This information can be viewed in the Execution Engines oféle Zagreus Client,
seelhExecution engines windaw

The frequency of collecting and forwarding this information can be defined in the
O2 y T A IdzNI G X&yyeusForkérSomtrol®iS&figitation

2.3.7 Suspended mode

When the WorkeiController is unable to send the worker information to the
Zagreus Server multiple times in a row, it switches siiepended modé~Nhen in
suspended mode, the Work&Zontroller module suspends all forms of communication
with the Server: it does not send the worker and workentroller information, does
not accept (and forward) commands related to the Workers, doés not accept
commandscontrolling its own behavior (e.g. shut downlhe suspended Worker
Controller is trying to establishhé lost connection regularly, and when @¢an be
repaired,all suspended services arevoked

The propertiesfor timeouts and polling frequencies in suspended maale
configut © £ S = Wé&l&Selafylproperties



2.4 Zagreus Client

The Zagreus Cliemd the main user interface in the Zagre8stem. TheZagreus
Client is implemented only for Windows operating system

The enduser or administrator cansethe following functiorality with the Zagreus
Client:

i creatingand maintaimng Zagreus Server connections

M browsngi KS SYO6SRRSR RIGFolF&aS |y Restuz®©lF f hj
storaging) and perfomingfile operations (e.g. copy, move, create folder)

viewingand ediing Zagreus resources

mtylFr3Ay3a YR oNRgaAy3I Stin§hydebnsiOBe/ y SOG A
Zagreus browsér

creating, editing and debugging Zagreus scripts

monitoring the active and finished jobs

monitoring the Zagreus WorkeZontroller and Zagreus Worker instances

doing administrative task§ A {1 S dzaASNJ I yR 3INPRdzLBerYl yI 3
managemeny

= =4
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2.4.1 Communication

The Zagreus Client communicateigh the Zagreusservetby using theHTTP /HTTPS
webservice protocol



2.5 Zagreus Monitor

The Zagreus Monitois a standalone client applicatiofor monitoring script
execution including finished and active jobs as well as schedzgéohations.The
Zagreus Monitor is the secondary user interface in thagreus Systenand is
implemented for Windows operating systems only.

The enduser or administrator canheckthe followingin the Zagreus Monitor:

1 the job executions on the timeline with usdefined filters
TG0KS Fdzidz2NB SaildAYlI GA2ya 2F &dzo@i@N#Kao SR & (
TOKS &1 ALIISR 220 a SRppediioksSn the XaYjiSis Mgh®E aSS |
{ the properties of jobs including stadzLJ @ N& | &fr8a EriadeS8 S

{ the monitoring variablesi S SMadjoring variables

q thejobf 234 2F | yeé& TFdoyhf@eKSR 22062 &85

(0p))

b

2.5.1 Communication

The Zagreus Monitor communicatesth the ZagreusServerby using theHTTP /
HTTPS webservigeotocol.



2.6 Other Zagreus clients

Apart from the Zagreus Client and Zagreus Monitor modules, there are a few other
client applications in Zagreus. Due to the fact that there aeweral common
functionalities of the Zagreus Server which are used quite often (initiairsgript
execution, firing an event, efcthese functionalities can be accessed via multiple client
applications.

2.6.1 Communication

All other client applications communicatéth the ZagreusServerby using theHTTP
[ HTTPS webservice protocol

2.6.2 Command-line tools

The Zagreus commaruhe tools consist of a collection of simple executable files. To
support both Windows and Unix platforms, there isbat and an.sh script file
available for every functionality supported. There are batch files and shell scripts for
administrative tasks as well as for running scripts and firing events. For further details,
& S SCofmnandine tools

2.6.3 Zagreus HTML Application

The Zagreus HTML Application is a seelsed user interface for initiating script
execution, triggering event schedules and get information about jobs. It is hosted by

0KS %l ANBdza { SNISNWZa@2NITHdzNE SN RSGIF Af &z



2.7 Security

Securing online communications is essential to protect sensitive information from
cyber threats. Thishapterfocuses on the critical role of SSL certificates in ensuring
secure connections over the internet. SSL certificates encrypt data transmitted
between users and websites, establishing a trusted and secure environment for online
transactions.

Zagreus uses several connection typeswmssn its modules as well as external
connections from the system. Besides that, there is always a user who is using the
connection. There are the followinmpints where any security risk can emergeéerms
of connections and users for the Zagreus System:

1 HTTP /HTTPS connections among modules
¢tKS O2yySOUA2y 0S0sSSy GKS {SNBSNI I yR
Communicationp which needs to be secured, specially if the client modules are
installed on different hosts over the internet.
The goal here is to protect the transmitted data by using a gds$Sbprotocol.

1 HTTP / HTTR&ternal connections
In the Zagreus System, the user has the possibility to use external connections,
ddzOK & La!tI tIonoekto@¢t s SGO0OPT asSS I
In most of the cases, these external connections require an installed certificate
on the client (Zagreus) side order to open a secure connectibn & $&curéh
connections

9 Security on the user levehuthentication and authorization
On a finetuned system, there are multiple usersach of themperforming
specific tasks. Users need to authenticate by their user name and password. The
administrator user needs to authorize common resources (i.e. groups) for them
0 & S Sroufp inthe Zagreus Systéras well as applying password policy.
The goal is to findune the system properly and maintain user accessibility.

2.7.1 SSL Certificates

SSL is a protocol used to encrypt data transmitted over the internet, providing
security and privacy. When SSL is combined with HTTP, it forms HTTPS (HyperText
Transfer Protocol Secure). HTTPS is the secure version of HTTP, ensuring that all data



exchanged between a usertdient applicationand a web server is encrypted and
secure from eavesdropping or tampering.

Each module has a specific file location for stotimg SSL certificates. These files
are calledruststores

9 for Zagreus Server
<zagreus_home> \ server \service \ conf \ssl \ client.trustedservers

In this truststore, both the Zagreus Server s#ifned certificate(public and

private keyl) YR GKS OSNIATAOIG15&a F@EMica&EGSNY I f
external connectiongare installed.

The truststore filename can be changed in the Zagreus Server configuration, see
MSSL properties

9 for ZagreusNorkers

<zagreus_home> \ worker - controller  \ worker \ conf \ ssl \ client.trustedservers

In this truststore, both the Zagreus Server saffned certificate (public key) and
G§KS OSNIAFTAOIFIGSa F2N S&EilGNY forfextedaly y SO
connectiony are installed.

The truststore filename can be changed in the ZagWoskerconfiguration, see
MMiscellaneous properties

i for Zagreulient
<zagreus_home> \ gui \ conf iguration \ client.trustedservers

In this truststore, the Zagreus Server sajned certificate (public key) is
installed.

9 for ZagreusMonitor:
<zagreus_home> \ monitor \ conf \ client.trustedservers

In this truststore, the Zagreus Server sajned certificate (public key) is
installed.

i for Zagreuxommandline tools
<zagreus_home> \ command line \ keystore \ client.trustedservers



In this truststore, the Zagreus Server saffjned certificate (public key) is
installed.

9 for Zagreus HTML application:
. @ dzaAy3d GKS NBO2YYSYRSR I ¢¢t{ 'w[ F2NJI
Zagreus HTML applicatiythe connection is already trusted.

2.7.1.1 Certificates for communication between modules

There is a preonfigured SSL certification installed for the connection between the
Zagreus Server and the client applications. This&faignedcertificate,meaningthat
it is signed by the same entity whose identity it certifidgereforethe issuer and the
subject of the certificate are the same. Sgljned certificatesin generalcan safely be
employedfor internal use.

If the Zagreus Systeis installed in a way that the client applications are not on the
same host asf the Zagreus Serves installedon, there is the possibility to install an
official CAsigned certificateln order to do this, the system administrator needs to
perform the following steps:

1 obtain the official CA certificate (public apdvate keys)

i connect to the Zagreus Server with the Zagreus Client, and opeM#mage
certificatesRA | f 2 3  oV&iiade cert@Sieslbis process can be done with
the keytool commandline application as well

1 delete the preinstalled selsigned Zagreus Server certificate (with the alias
zagreus_servegr

1 install the official public and private key Zagreus Server truststore fith a
selected alias

1 using thekeytool commandline application, the user needs to install the
official CA certificate (public key) into the truststore file of each client module

2.7.1.2 Certificates for external connections

Only the Zagreus Server and the Zagreus Worker modules use external connections.
Therefore, the certificates for external connections need to be installed for these two
modules.The most straightforward way to do thisvimthe Manage certificateslialog
02 EX &&80e Myrificates This process can be done with theytool
commandline application as wellthe locations of the truststore files were already
listed above in this chapter.



2.7.2 Encrypted passwords, cpassword

Just like in any system, passwords are considered as sensitive data in the Zagreus
System. User passwords are stored in the following locations:

1 in the embedded MySQL databa@ncrypted in AE356)

1 in the connections.dat files for the Zagreus Client and Zagreus Monitor
applications (encrypted agpasswordps

1 in the Zagreus script connections (can be encrypted@ssswordp

The user needs to take care about the last occurences only. There is a way to hide
the password values declarared in a Zagreus script by encrypting thepaasword
seelhusername passwordand cpasswordattributes.

2.7.3 Users and password policy

It is the responsibility of the administrator user to create and manage the non
F RYA YA aldNI O 2 drdeSNEusysieS) $r thg system. The password
LJ2 f A O éPags&o&iSolidiis an important aspect of the security. Besides their own
home folder, each user has authorization for the groups they are the member of, see
MGroups inthe Zagreus System



3. Installation

In this chapter the installation and configuration of specific Zagreus modules, the
Zagreus ServeZagreus Client and Zagreus Mongoe described.

The Zagreus Server and the Zagreus We@anmtroller module can be ruimoth on
Windows and Linux platforms, while the Zagreus Client and the Zagreus Monitor
modules are available only for the Windows operation system.



3.1 Downloading Zagreus

The installation packages and instructions can be downloaded from the following
web addresshttps://support.etixpert.com/zagreus/download..5.php, seeFigure 1
To obtain a username / password pair for accessing the page content, please contact
support@etixpert.com

Figure 1¢ The download page of the Zagreus Support site as of the writing of the documentation

On this site, the following archive types cha downloaded (the link title also
contains the name of the operation system and the version of Zagreus):

1 All

Contains the Zagreus Server, Zagreus Client, Zagreus Monitor, Zagreus
Commandline and Zagreus Workgontroller (and the embedded Zagreus
Worker) modules.

1 Cliens
Contains the Zagreus Client and the Zagreus Monitor modules.


https://support.etixpert.com/zagreus/download-1.5.php
mailto:support@etixpert.com

1 Command Line
Contains the Zagreus Command Line module.

1 Server
Contains the Zagreus Server module with the embedded MySQL database.

1 Server Without Database
Contains theZagreus Server module without the embedded database.

1 WorkerController
Contains the Zagreus Work@ontroller and the embedded Zagreus Worker
modules.

Since the Zagreus Client and the Zagreus Monitor modules are available only to
Windows OS, not all @bovelisted archive types can are available for Linux platform
either.



3.2 Installation on Windows

' YRSNJ GKS WLyaldltftl GAawlloadh K Sagraus AllAfof R2 ¢ & U
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required to install the Zagreus System on a Windows environment

1 copying the files to the target installation folder
1 setting the proper configuration parameters
1 setting up the Windows services

Next, these steps are described in details.

3.2.1 Copying the installation files

First, the user has to select a folder which Zagreus will be installed in. By default, the
OS path of this folder i<:\ Programme\ zagreus . All the contents of the
downloadednstallation zip archivenust be extracted to this target installation folder.

ﬁ Warning: WhenZagreus is installeh a differentfolder than the default
one(such asC:\ Program Files \zagreus ), the configuration files
must be changed according|

3.2.2 Setting the configuration parameters

After copying the Zagreus files to the target installation folder, specific configuration
parameters might be set. These parameters are-@afigured in the downloaded
Zagreus installation .zip archive; editing them is required only when the Zagreus targe
installation folder path differs from the default one (i@.\ Programme\ zagreus ).

These particular settings are located in three files:

9 the setenvironment.bat file in the installation root folder
9 thewrapper.conf  configuration file of the Server module
1 thewrapper.conf  configuration file of the WorkeController module



3.2.2.1 setenvironment.bat

First the filesetenvironment.bat (located in the root folder of the Zagreus

target installation folder) has to be reviewed: the variabl@avVA HOMEand

ZAGREUS HOM®#Rust be defined accordingly, when the target installation folder path
differs fromthe default value oC: \ Programme\ zagreus . For example, if the target
installation folder path isC:\ Program Files \ zagreus , the edited part of the

setenvironment.bat file should look like:

set JAVA_HOME="C: \ Program Files \ zagreus \ java \ openjrell"
set ZAGREUS HOME="C:\ Program Files \ zagreus \ server"

3.2.2.2 wrapper.conf (Server module)

The filewrapper.conf  (located in theserver/service/conf folder within the
Zagreus target installation folder) also has to be reviewed: the properties
wrapper.java.command and wrapper.java.additional.1 must be defined
accordingly, when the target installation folder path differs fréme default value of
C: \ Programme\ zagreus . For example, if the target installation folder path is

C:\ Program Files \ zagreus , the new values should look like:

wrapper.java.command=0C:/ Program Files/ zagreus/javalo

wrapper.java.additional.1= - Dworking.folder="C:/Program
Files/zagreus/server"

Note, that in thewrapperconf FAf S GKS h{ LI} G§K&
paths unlike in thesetenvironment.bat previously.

3.2.2.3 wrapper.conf (Worker Controller module)

The filewrapper.conf  (located in theworker - controller  /service/conf

o2y il

folder within the Zagreus target installation folder) may also need to be reviewed: the

properties wrapper.java.command , wrapper.java.additional.1 and

wrapper.java.additional.2 must be defined accordingly, when the target

installation folder path differs fronthe default value ot: \ Programme\ zagreus

For example, if the target installation folder patttis\ Program Files \ zagreus

the new values should look like:



wrapper.java.commandEiICed Pzagreauwms/ j aval/ openjrell/bin/

wrapper.java.additional.1= - Dworking.folder="c:/Program
Files/zagreus/worker - controller"
wrapper.java.additional.2= -Djava.folder=0c:/Program Files/ zagr el

Note, that in thewrapper.conf FAf S GKS h{ LI GK&a O2ydl ;
paths unlike in thesetenvironment.bat previously.

Warning: If the installation path contains space characters, quotation
must be used, as shown in the sambsve.

3.2.3 Setting up Zagreus Windows services

The two main modules of the Zagreus System, the Zagreus Server and the Zagreus
WorkerController are designed to run as Windows servicestlm Windows OS
system.

To install these two modules as Windows services, execute the following scripts in
command line with administrator privileggshe paths are relative to the Zagreus
target installation folder)

9 InstallApp - NT.bat in theserver/service/bin folder
9 InstallApp - NT.bat in theworker - controller/service/bin folder

After installing the Windows services, the propsdministrator rights for both
services have to be set by the following steps:

1) Startthe RunWindows application and typservices.msc  to run the Services
system application.

2) If necessary, navigate to thextendedab in theServicesvindow, thenright-click
on the ZagreusServerservice andselect thePropertiesmenu item from the
context menu.

3) Click onthe Log Ontab on the openedPropertiesdialog boxand set up the
Administrator account (or an acoat with administrator rights) of the current
Windows installation, seEigure2.



Name Zagreus-Server Properties (Local Computer) n
Zagreus-WorkerController

N e Server General  LogOn | Recovery | Dependencies
WWAN AutoConfig Log on as
Workstation
Work Folders
WMI Performance Adapter
WLAN AutoConfig (®) This account: Mdministrator Browse...
Wired AutoConfig
WinHTTP Web Proxy Auto-Di¢

Windows Update Confirm password: | ®eeeessssssssee

() Local System account

Password: Ly

Windows Time

Figure 2 Setting upadministrator privileges for th&agreusServeiservice

4) Repeat steps 2) and 3) for t@agreuswWorkerControlleservice.

3.2.4 Opening ports in the firewall

To allow external connections to the Zagreus Server, its HTTP connection port must
be allowed via the firewall. By default, the Zagreus Server module communicates over
the port 7323 for HTTP and port 7443 for HTTPS connections, but these can be
modified (§ S CRByeral propertiek

For instructions how to open specific ports on Windows, consult your system
administrator.

3.2.5 Starting the Zagreus services

After installing Zagreusthe ZagreusServer andthe Zagreus \Wrker-Controller
modules can be started / stopped by starting / stopping the corresponding services (i.e.
ZagreusServerand ZagreusWorkerControllex. The services can be configured to be
automatically started when the Windows system boots up. Alternatively, these
services can be started manually by tBervicesystem application, accessible either
from the TaskManager(and by selecting th&ervicesab) or viathe Runapplication
by starting theservices.msc  command

3.2.6 Starting the Zagreus clients

To startthe Zagreus Clierdr the Zagreus Monitoapplications, the following batch
files have to be executed from the target installation root folder:

1 startgui_en .bat : Starts the Zagreus Client application (English version)
i startgui_de .bat : Starts the Zagreus Client application (German version)



1 startmonitor.bat . Starts the Zagreus Monitapplication

f Warning: If the Zagreus installation folder is locatedder the Windows
default program folder (e.g2:\ Program Files ) then client applications
must run with administrator privilegesRun as Administratbr

Note that the Zagreus Client and the Zagreus Monitor modules can be downloaded
as standalone applications as well. For detailed instructises,alsdhDownloading
Zagreus



3.3 Installation on Linux
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the Zagreus Client and the Zagreus Monitor modules for Linux, as these modules
support only the Windows operation system. After downloadirgg following steps
arerequired to install the Zagreus System on a Linux environment

1 creating the target installation folder

1 unpacking thearchive and copying the unpacked files to the target installation
folder

1 setting the proper configuration parameters

Next, these steps are described in details.

3.3.1 Creating the target installation folder

First, the root user has to create the folder which Zagreus will be installed in. The
recommended OS path of this folderheme/ zagreus , which path is preonfigured
in the shipped configuration files. For a different installation folder path, the steps must
changed accordingly.

su root
mkdir /home/zagreus

Due to the limitations of MySQL (the embedded SQL database shipped with
Zagreus), Zagreus cannot be started asrtwe user. Therefore, it is recommended
to configure thehostmaster user to start theZagreus SystenT he installation steps
shown below are still performed by theot user though.

As the first step, the target installation folder needs to be created, and the
ownership of this folder must be handed over to thestmaster user and thausers

group.



chown hostmaster /home/zagreus
chgrp users /lhome/zagreus

Warning: Zagreus cannot be started as the root user due to the limitati
of the MySQL server!

After setting up the correct privileges it is recommended to switch to the
hostmaster user, otherwise the files that will be copied later will belong to ribet
user.

su hostmaster

3.3.2 Unpacking the archive file

Next, the downloaded archive (ezagreus_linux_install.tar.gz ) has to be
unpacked into the temporary folder which it was downloaded to (assumed to be the
current folder):

tar - xzvf zagreus_linux_install.tar.gz

The user then needs to copy the unpacked files (i.e. the contents dfdipeus
folder) to the target installation folder:

cp - ra zagreus/* /home/zagreus

3.3.3 Editing the set_environment.sh file

After copying the Zagreus files to the target installation fold¢he file
set _environment .sh (located in the root folder of the Zagreus target installation
folder) has to be reviewed: the variabBAGREUSINSTALLATION_HOMEMust be
defined accordingly, when the target installation folder path differs fritve default
value of/home/ zagreus . For example, if the target installation folder path is
/home/ zagreus _installation , the edited part of theset _environment.sh
file should look like:

export ZAGREUS_INSTALLATION_HOME=/home/zagreus _installation



3.3.4 Opening ports in the firewall

To allowexternal connections to the Zagreus Server, its HTTP connection port must
be allowed via the firewall. By default, the Zagreus Server module communicates over
the port 7323 for HTTP and port 7443 for HTTPS connections, but these can be
Y2 RATASRenara SBertidy

For instructions how to open specific ports on Linux, consult your system
administrator.

3.3.5 Starting and administering Zagreus

The Zagreus Server and Zagreus Woftkentroller modules can be started, stopped
and restarted by using theagreus.sh  script, located in the Zagreus target
installation folder root. The user has to provide one of the following commands as the
only command line parameter for the aforementioned script (e.g. issuing the command
Yzagreus.sh start QUY

i start: starts the Zagreus Server module

i stop: stops the Zagreus Server module except when there are queued or running
220a Ol 602dzi 2200lfeayilp GdzaSazx asSS I

9 forcestop forces the Zagreus Server module to stop without checking any queued
or running jobs

i start-wc: starts the Zagreus Work&®ontroller module

stop-wc: stops the Zagreus Work€rontroller module

i status prints the status of the following processes: Zagreus Server, Zagreus
WorkerController, Zagreus Workers and the embedded MySQL database

=

é Warning: When the Zagreus Server is installed in a Linux environmen
Zagreus Client andagreus Monitor applications have to be install
separately, in a Windows environment.



3.4 Sending the licence key

The various features of Zagreus are accessible depending on the installed Zagreus
licence. The properties of the Zagreus licence is managed via the Zéigeguee key
iIssued by Etixpert GmbH. By default, the downloaded Zagreus Server is shipped with a
demo licence key to allow the user to perform the very basic operations. When the
administrator user obtains a new custom licence key, this licence key needs to be sent
to the Zagreus Server. This can be done in the Zagreus Client application: after right
clicking the server definition node, the user has to selectii®i f A OSy OS Ay T2
menu item from the appearing context menu, that opens theence infalialog b,
seeFigure3.

€, Licenceinfo O *

Licencing information

You can see the licence information here,

or send a new licence key.
Licence status: Company: zagreus_docs ~ Licence
Execution engines: 4 L~ details
Parallel loops: 10 yad
Maximum users: 99
Current number of saved scripts: 52
Licence type: Registered.
| irence nenerated dates 07 07 2033 42.25.42 hd
Licence key:
-1F-3E-TETA-6A-3F-3C49305432-6F0C-5412-60371B-0E-22-0B-692F-0B-28-64-440A-74- ” Licence
4C21-25-25666E025F57-15561B6F-474137-2B04-3B346A777008-70-31-50-3B29-8066- 7F-TE-
2AT72-17-44-67-48-1C1656-53-20-3A38527E-80-T79-5316415-3F4CT0-4A-176B6A15-3FACT0- k’/ key
4A-176B6A15-3F4CT0-4A-176B-03-73-326C275F63156A15-3F4CT0-4A-176B6A13-3FACTD-
4A-176B6A13-3F4C70-4A4-176B6A13-3F4CT70-4A-176B-03-73-526C275F63136A13-3F4CT0-
44-176B6A15-3F4CT0-44-176B6A15-3F4CT0-4A-176B6A15-3FACT0-4A-176B71-41505A05-
FE-TTAI5R-24AN-ATIFIGTE-AFSR-2AAN-ATIF3GTF-AFSR-244N-ATIFIGTF-AFSR- 244N e
Send licence key

\ Send licence ke

button

Figure 3 TheLicence infalialog box

The Licence statusextbox contains the details of the currently installed (demo)
licence. To install the obtained custom licence key, the user needs to paste the key into
the Licence ketext area and click on thBend license kdyutton, seeFigure3.
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3.5 Standalone installation of the client modules

The Zagreus Client and the Zagreus Monitor modules can be downloaded and
installed separately as standalone applications in order to connect to a remotely
installed Zagreus Server. This is useful when the Zagreus Server is installed on a Linux
environment,or any of the Zagreus client applications is installed on multiple PCs,
which need to access the same Zagreus Server remotely.

To install one or both of these client applications separately, the user first needs to
VIEGAIAEGS § Anstall&i&h filasWindbvala th& download page of the
Yl ANB dzd { dzLILE>NIpadind ia&e)and @vnloathl K Zagraulients
for Windows v1.5.x8nstallation package After downloading, e following steps are
required to install the Zagreus client applications

1 copying the files tdhe target installation folder
1 setting the properJAVA_HOMEnNnvironment variable (only for the Zagreus
Client application)

Next, these steps are described in details.

Warning: The Zagreus Client and Zagreus Monitor applications cal
installed only on Windows operating system!

3.5.1 Copying the installation files

First, the user has to select a folder which the Zagreus client applications will be
installed in. All thecontents of the downloadednstallation zip archivemust be
extracted to this target installation folder (e.g:\ Programme\ Zagreus Clients

).

The installation .zip archive contains three folders:

1 gui : contains the Zagreus Client application

1 monitor : contains the Zagreus Monitor application

1 java : contains the Java Runtintgvironment (JRE) recommended for the
Zagreus Client and Zagreus Monitor applications



If the user wants to install only one of the Zagreus client applications, it is enough
to copy the content of the corresponding application folder andjtiva folder to the
target installation folder.

3.5.2 Setting the JAVA_HOME environment variable

To run the Zagreus client applications, the value ofdWéA_ HOMBYystem variable

has to be set properly in theetenvironment.bat file. For example, if the target
installation folder path i€:\ Programme\ Zagreus Clients , the edited part of the
setenvironment.bat file should look like:

set JAVA_HOR&ramne\ Zagreus Clients \java \openjrello

@ Info: When installed as standalone applications, the Zagreus Client
the Zagreus Monitor modules do not use IWeGREUS_HOMEetting,
therefore the definition of this property can be ignored.

3.5.3 Starting the Zagreus clients

After proper installation and configuration, the client applications can be started by
executing theollowing batch files:

i startgui_en .bat : Starts the Zagreus Client application (English version)
i startgui_de .bat : Starts the Zagreus Client application (German version)
1 startmonitor  .bat : Starts the Zagreus Monitor application

f Warning: If the Zagreus installation folder is locatedder the Windows
default program folder (e.g2:\ Program Files ) then client applications
must run with administrator privilegesRun as Administrator



3.6 Troubleshooting

The installation might enounter some specific problems. Next some suggestions will
be described in details for thegmssiblecases.

3.6.1 Issues independent of the operating system

3.6.1.1 RMI port conflict

In rare cases it can happen that Zagreus server cannot start up because RMI ports
are already used. In this case, new RMI ports need to be defined for Zagreus. Please,
checkconfigurationsection for further informatiorg see alsdhConfiguration

3.6.2 Issues on Windows

3.6.2.1 Enabling logging for the Java Service Wrapper

If Zagreus servicemmot start upand there are no log files generated for the Server
and WorkerController,the user can analyse the problem by enablloggingfor the
Java Service Wrappby editing thefollowing configuration files

9 for Zagreus Server
<zagreus_home> \ server \ service \ conf \ wrapper.conf

9 for ZagreusVorkerController
<zagreus_home> \ worker - controller \ service \ conf \ wrapper.conf

Uncomment the loggingelated variables ithe configuration filesi.e.:

# in the Server wrapper.conf
wrapper.logfile=log/srv_YYYYMMDD.log

# in the Worker - Controller wrapper.conf
wrapper.logfile=log/wc_YYYYMMDD.log

After starting the services agaitine followingwrapper log files will be created:

9 for Zagreus Server
<zagreus_home> \ server \log \ srv.log



9 for ZagreusNorkerController
<zagreus_home> \ worker - controller

3.6.3 Issues on Linux

The content of theset_environment.sh
Editing theset_environmentshfile.

\ log \ wc.log

file should be doublO K SO SR Z

QX

(0p))

(0p))



4. Configuration

Bl ANBdza O2yairaida 27F &aSoSNIzbore¥s2aR dzih§la
system). The user can configure the modules by editing specific configuration files for
each module.

After installation, the configuration files of these modules are already prepared for
a fully functionalZagreus SystenmHowever, further findguning of these configuration
files might be necessary, depending on the actual requirements.

Next the available parameters available in the three configuration files will be
described in details.

0F2



4.1 Zagreus Server configuration

The OS path of the Zagreus Server module configuration file is
server/conf/conf.properties (relative to the Zagreus target installation folder)
In it, the following properties can be set:

4.1.1 General properties

1 server.listener.port
The HTTP port of the Zagreus Server module. This port must be specified for the
client applications like for the Zagreus server definition node in the Zagreus
Browser window in the Zagreus Client application. Note that this value applies
only when the spatied connection is not isecuremode; when the connection
Is secure, the value of thesl.listener.porproperty is used.
Default value7323

1 serverrmi.port
The Java RMI port, which is used by the Zagreus W@&nstroller and Zagreus
Workerinstances when connecting to the Zagreus Server. This setting also has to
be configured consistently in the Zagreus Workemtroller and the Zagreus
2 2NJ SNJ O2y T A 3 dzNigikeuie2oyker-Foktfol&&EcontoarsiSnanih
MZagreusNorker configuratioi.
Default value 6666

1 filesystem.root
The OS path of the Zagreus local filesystem root. This path can be absolute, but it
is recommended to use th®&{working.folderf dzo G A G dzi A 2 yile @athdNRA y 3 =
Examples: (on Linux)

filesystem.root =/your/absolute/path/to/filesystem
filesystem.root =${working.folder}/filesystem

Default value ${working.folder}/filesystem



1 job.logpath
The OS path of the folder where the jtiiy files are stored. This path can be
absolute, but it is recommended to use tBéworking.folderlsubtitution string,
& S SHldpaths
Default value ${working.folder}/log/job

4.1.2 Server startup and shutdown properties

i startscheduler
Sets whether the scheduler component starts up when the server is started.
Setting this property tdalseis useful when theZagreus Systemeeds to be
started without any automatic script execution, e.g. debugging.
Possible valuesgrue / false
Default valuetrue

1 server.canceljobs.onstop
Sets if all running and queued jobs should be canceled when the server is shutting
down.
Possible valuesrue / false
Default valuetrue

i server.canceljobs.onstart
Sets if all running and queued jobs should be canceled when the server is starting.
These can be useful when there are stuck jobs in the job queue.
Possible valuegrtue / false
Default value false

4.1.3 SSL properties

1 ssl.listener.port
The port for secure Zagreus HTTPS connection. This port must be specified for the
client applications like for the Zagreus server definition node in the Zagreus
Browser window in the Zagreus Client application. Note that this value applies
only when the spcified connection is isecuremode; when the connection is not
secure, the value of theerverlistener.portproperty is used.
Default value 7443



1 ssl.listener.ciphesuites
The list of acepted SSL cipher suites.
Defaultvalue
SSL_RSA_WITH_RC4_128 MD5,SSL_RSA_WITH_RC4_128 SHA,SSL_DHE_RSA_
ITH_3DES_EDE_CBC_SHA,TLS_ECDHE_RSA_WITH_AES_256_GCM_SHA384

1 ssl.listener.algorithm
Sets the keystore file management algorithm for the embedded webserver.
Default valuessl.listener.algorithm=SunX509

9 trustedstore.filename
The name of theSSLliruststore file This is the file which the additional SSL
OSNIAFTFAOFGSa KIFI@®S (G2 o6S AyaalrttSR Ayi:
Secure connections  The location of this file is always
/zagreus_home/ server/conf/ssl
Default value client.trustedservers

4.1.4 MySQL properties

The Zagreus Server is shipped with an embedded MySQL database for storing its
internal data. The following properties can be used to configure the MySQL database.

1 mysql.port
The portof the MySQldatabase.
Default value 3336

1 mysql.basedir
The OS path of the root directory of MySQL database. This path can be absolute,
but it is recommended to use th&working.foldera dzo (0 A (i dzil A 2 yile & G NR y .
paths
Default value ${working.folder}mysq|

4.1.5 Queue group properties

It is possible to group workers intpieue group® & S Suelly groupk The specific
settings of grouping workers are the following:

1 queue.groups.num



The number of worker groupfr the queue
Default valuel

1 queue.groupsxWorkerGrouplD>.worker
This property defines the worker identifiers for eageuegroup.
The following example defines two worker groups with four and two workers,
respectively:

gqueue.groups.1l.worker=1.1,1.2, 1.3, 1.4
gueue.groups.2.worker=1.5, 1.6

4.1.6 Password policy properties

The following properties configure the settings of the password policy. Password
L2t A0& OFly 0SS a6AU0O0OKSR 2y T ZhjehsyChentdza SNI Ay

1 password.validity
The numberof days after the password expires.
Default value90

1 passwordexpiration.reminder
There is a reminder for the user before the password expires. The user gets this
reminder as avarning dialog box when conneting to the Zagreus Server in the
Zagreus Client. The number of days before the reminder starts to show up can be
configured by this property.
Default value7

1 passwordreusable.after
The numberof password changes after which the same password can be used
again.
Default value6

1 passwordminimum.length
Theminimum length of the password.

Default value10

1 passwordminimum.capital



The minimum number afipper-casecharacters in the password.
Default valuel

1 passwordminimum.numeric
The minimum number of numeric characters in the password.
Default valuel

1 passwordminimum.special
The minimum number o§pecialcharacters in the passworavhich are& @ #
"M+ 0% /=() S, <> - _ and space.
Default valuel

4.1.7 Trigger and watcher properties

1 filetrigger.double.trigger.limit
Sets the minimum time difference between two subsequent trigger events for
GKS alryS FAtS G2 GNBFG GKSY Shasidd g2 RA
configuration This value is defined in milliseconds.
Default value 500

1 watcher.counter.policy
Sets when theactual valueproperty of a watcher is supposed to be decreased,
& S SSchbdulingection. The possible values are:

o evaluate when the condition is evaluated

o condition_true when the condition is evaluated to true

0 script_run when the condition is evaluated to true and at least one script is
going to be executed

4.1.8 Miscellaneous properties

1 userecyclebin
{Sia 6KSGIKSNI G§KS &S NI &aychza)Svlien deflethg NS Oe Of
resource.
Possible valuesrue / false
Default valuetrue



1 bankholidays.path

Defines thefull path of the optional bank holiday@ S & ONJA LJ( 2 NehnF A £ S X

holidaysfeature.

9 variable.server.docurl
Setsi KS !''w[ F2NJ 0KS 2LIA2Yy L f DoG2e®dsS y
feature.

1 variable.server.docurl_replace
Setsthe additional substring replacements for the optional Document URL
FSI {0 dzNBxurlge®lScevByable

1 queue.skippedjobs.threshold
Defines time threshold when a job must be marked skfppedin Zagreus
a2y Al2NBEkpgesd 8bs Mythe Zagreus MonitdFhe value is defined in
milliseconds.
Default value 5000(5 seconds)

4.1.9 Server-level execution options

The configuration file of the Zagreus Server can contain sdéevetoptionsas well
0 & S SechEmation levels These are optional, and defined in the sakeg=value
format as the aforementioned properties. The keys defining thegstgons must start
with the option .server prefix. The following example defindse execution option
running_timeoutset to 5000Q

option .server. running_timeout  =50000

Formore details orthe option resolutionprecedence ordex & $Scediyice
order for resolution

4.1.10 Server-level and queue-level variables

The configuration file of the Zagreus Server can contain séevet and queudevel
Gl NALF of Sa Beaarad®Ieveld. Bhease &e flly optional, and defined in the
samekey=value format as the aforementioned properties. The keys defining these
variables must start with thevariable.server or variable.queue prefix,
respectively. The following example defines a server variabligh the value2:



variable.server.x=2

A v oA~ oA - A

For more details on thetart-up variablsNBE & 2 f dzG A2y LINBOSRSy O i
Precedence order for resolution



4.2 Zagreus Worker-Controller configuration

The OS path of the Zagreus WorKawntroller module configuration file veorker -
controller ~ /conf/ workercontroller .properties (relative to the Zagreus
target installation folder)In it, the following properties can be set:

4.2.1 General properties

T

workercontroller.id

The ID of thaNVorker-Controller, which must be unique (to avoid conflict if there
are multiple WorketController instances installed).

Default value 1

server.host
The URL of the Zagreus Server host (accessed through Java RMI protocol).
Default value rmi://localhost

server.rmi.port

The Java RMI port of the Zagreus Server to which the W«@katroller is
connecting. This setting also has to be configured consistently in the Zagreus

{ SNIBSNJ FyR (GKS %I aANBdza 2 2 NJENISOD2y FAId
configurationl Yy R ZaBreusNorker configuratio.

Default value6666

workercontroller.servercommandservicepolltimeout

Defines the timeout when the WorkeZontroller is trying to reconnect to the

Yl ANB dza { SNIISNJ A Y SasgeadalSry0RFhR va@iRdefmeda SS T
in seconds.

Default value60

workercontroller.serverconnectioncheckfrequency

Defines the time period between two trials when the Woraontroller is trying

to reconnect to the Zagreus Server in suspended mode. This value is defined in
milliseconds.

Default value5000



4.2.2 Worker-related properties

1 worker.rootfolder
The folder where the Zagreus Worker is installed. By default, it is located in the
Iw orker subfolder in the WorkeController modulenstallation root folder This
path can be absolute, but it is recommended to use #{gvorking.folder}
ddzo G A Gdzi A 2 ylepainNA y3as aSS I
Default value ${working.folder}worker

1 workercontroller.defaultworkercount
Defines the number of workers which are startetien the WorkerController
Y2 RdzZf S & NiIinder dAadTreu\8cSex Mt is set to-1, no Zagreus
Workers are started by default before the connection to the Zagreus Server is
established; after the connection is made, the maximum number of Zagreus
22N] SNER FfEt26SR Ay (KS %I ANSadzy [ AOSyOS
Default value-1

9 workercontroller.autokillcommand
When the WorkeiController module is starting up, it automatically checks if
there is any running Zagreus Worker instance (accidentally stuck and could not
be stopped). For safety reasons, the module can automatically execute a
commandline command to kill any of these stuck Worker instances. This
property defines this OS command.

Recommendedalueon Windows

workercontroller.autokillcommand=taskkill /f /im \ "zagreus - worker.exe \"

Recommended setting on Linux/Unix:

workercontroller.autokillcommand= killall - 9 zagreus - worker

9 workercontroller.workerrestarttimeout
Defines the time threshold after which tiW¢orkerControllerrestarts a particular
Worker incase when the connection between the Work@ontroller and any of
the Zagreus Workers is lost. This value is defined in milliseconds.
Default value30000



1 workercontroller.softcanceltimeout
When a job is canceled, the Zagreus Server sends a cancel command to the
Worker-Controller module. The WorkeZontroller first tries to do a soft
cancelation, and if it is not successful, it restarts the whole JVM of the particular
Zagreus Worker instancé@his property éfineshow long the Zagreus Worker
Controller waits for the soft cancelation. This value is defined in milliseconds.
Default value1000

1 workercontroller.workerpollingfrequency
Defines the frequency at which the Work€ontroller module obtains
AYTF2NXEGAZ2Y FNRY (KS %I adN&dz angd &NIE NI A Y
workerinformation. This value is defined in milliseconds.
Default value2000

1 workercontroller.monitorinfofrequency
Defines the frequency at which thé/orker-Controller modulesends theworker
information to theZagreus &verY 2 R dzf S Xol&c8r§ anthsendingorker
information. This value is defined in milliseconds.
Default value2000



4.3 Zagreus Worker configuration

The OS path of the configuration file of the Zagreus Woe@antroller module is
worker - controller ~ / worker/ conf/ worker .properties (relative to the
Zagreus target installation folder)

4.3.1 Property lists

In the worker.properties configuration file, there are special properties which
belong together as a parameter list, such asorker.javaoptions and
worker.parameters The general declaration format of these property lista/agker.
<propertyname=<propertyindex> for example:

worker.javaoptions.1= - Xmx4096M
worker.javaoptions.2= - Xms256M
worker.javaoptions.3= - Djava.io.tmpdir=temp

4.3.2 Property declaration for specific Worker instances

Most property keys in thavorker.properties file can be declared either in a
general or in an instanegpecific way. Instanespecific declaration allows the user to
configure any particular Worker instance differently when needed. Configuring Worker
instances with specific parameter values canuseful in combination withgueue
ANR dzLJA = & S@iewdzdr&ipsOF &S

The general format isvorker.<propertyname> while the instancespecific format
contains the particular Worker IRvorker.<workedD>.<propertyname>. Resolving
the value of a specific Worker property is performed in the following order:

1 instancespecific property declaration
1 general property declaration
9 default value of the general property

Forexample, the MSTR classpath of the Worker instances can be declared generally
in the following way:

worker.classpath.mstr=lib/mstr/11.3.0760/*

For Worker ID=2, it can be overridden with another value:



worker. 2. classpath.mstr=lib/mstr/11. 2.0/*

For property lists, overriding a specific list element can be declared in the format
worker<workerlD><propertyname=<propertyindex>. For example, overriding the
second Java option for Worker ID=3 can be done with the following declaration:

worker. 3. javaoptions.2= - Xms512 M

4.3.3 Worker startup properties

When the Zagreus WorkeZontroller starts the Zagreus Worker instances one by
2y S 6 @st8g AAyreus Workdsdt reads the following property values from the
worker.properties configuration file

1 worker.javabin
Defines thelocal OS path for theaya executableby default it is set to use the
one shiped with Zagreug. The user should avoid usibgckslasksin the path.
This path can be absolute, but it is recommended to useb{meorking.folderjor
the ${java.folder}a dzo G A G dzii A 2 Yile gainNA y 3> aSS I

1 worker.classpath
Defines the main classpatfor Zagreus Worker execution. This path can be
absolute, but it is recommended to use tigvorking.folderpr the ${java.folder}
ddzo GAGdzi A 2 ylegainNA Y3 aSS I

Warning: To set theworker.classpathproperty under Linux, use colons
0: @instead of semicolons; @as delimiters!

1 worker.classpath.mstr
Defines theclasspatrspecifically for MicroStratedibraries. Since MicroStrategy
external libraries change more often than other libraries, in such cases the user
only needs to update the value of this property. This path can be absolute, but it
is recommended to use th&{working.folder dzo G A (G dz(i A 2 Yile GathNRA y 3 =
For example, to use the libraries for MicroStratdgy3.0760version, specify the
following:

worker.classpath.mstr=lib/mstr/11.3.0760/*



On Linux/Unix systemase the following format:

worker.classpath.mstr= ${working.folder}/ lib/mstr/11.3.0760/*

1 worker.javaoptions
Defines additional JVMcommandline optionsb ¢ KA a A a | LINE LJS N.
Property lists so different numbers must be used as postfixes. For example:

worker.javaoptions.1= - Xmx4096M
worker.javaoptions.2= - Xms256M

Instancespecific wayd & S Sropayty declaration for specific Worker instanypes
of property declaration is also possible:

worker. 1. javaoptions. 5=- Dworker.self.id=1
worker. 2. javaoptions. 5=- Dworker.self.id=2

9 worker.classname
Defines thefully qualified name of the main Java class of the Zagreus Worker
module. Instancespecific way of declaration is not accessible for this property.
Defaultvalue com.etixpert.zagreus.worker.impl.Worker

1 worker.parameters
Defines additionabktart-up commandine parameters for the Zagreus Worker
module¢ KA & A& | LINRobdS\NHigso differantinimbé&rs rBustlig
used as postfixes. For example:

worker. parameters . 1=additional_testparaml
worker. parameters . 2=additional_testparaml

Currently this property is not used.

4.3.4 Connection properties

1 worker.serverport
The http port of the Zagreus Server module. Must match the value of the
server.listener.porproperty defined in the Zagreus Senaanfigurationd 8 SS
Zagreus Servaronfiguratior). This port is used for creating the defazst local
02y ySOlGABymecioS§ S M



Default value7323

9 server.rmi.port
The Java RMI port of the Zagreus Server. Must match the value of the
server.rmi.portproperty defined in the configuration file of the Zagreus Server
0 a S SGerf@yal propertie and the server.rmi.portproperty defined in the
configuration file of the Zagreus Workéer2 y 4 NP f £ SNJ Y@cRedaf S& 0
properties.
Default value6666

4.3.5 Miscellaneous properties

1 worker.maxmemorytorestart
After the job execution has finished, a Zagr&srker module can restartitsef
when its memory allocation exceeds @ertain limit. This property sets the
memory limit of this featureValue-1 indicates that the given Worker should
never be restarted, while valu@ indicates that the Worker must be restarted
after each job execution. This value is expressed in bytes, but the following
postfixes are recommended to use :

0 korK 1024 (i.e. kilobytes)
o0 m or M: 1024 kilobytes (i.e. megabytes)
0 g orG 1024 megabytes (i.e. gigabytes)

For example, the following setting sets the memory limit to 500 megabytes:

worker. maxmemorytorestart =500M

Default value:1

9 trustedstore.filename
The name of theSSLltruststore file This is the file which the additional SSL
OSNIAFAOFGSE KIFEI@S G2 o6S AyaildlttSR Ayi:
Secureconnections The location of this file is alwaysgreus_home/  worker -
controller/worker /conf/ssl
Default value client.trustedservers



1 worker.filesystem.path

{LISOATASA GKS ¢ 2NJ SNcaFiRebySendia ind Xagrdudk (0 K

\Worker) relative to the Zagreus Worker root folder.
Default valueffilesystem

1 worker.standalone.joblog.path

(

{LISOATASA GKS 220f23 LI GK GKIS@ndéldkeS { G

\Worker) uses, relative to the Zagreus Worker root folder.
Default valuefjoblog

4.3.6 Worker-level execution options

The configuration file of the ZagreMgorker can containone specific worketevel
option: log_leveE & S 8t offpxecution optionsThis isoptional, andit must start
with the option . worker prefix. The following example defines the execution option
log_levelset todebug

option .worker. log_level =debug

FormoreRSUGUFAfT & 2y GKS 2LIGA2Yy NB @P2dedzick 2 y
order for resolution

4.3.7 Worker-level variables

The configuration file of the Zagreus Worker can contain weldeel variables as
Sttt @acBStoneld. These are fully optional, and defined in the same
key=value format as the aforementioned properties. The keys defining these
variables must start with thevariable.  worker prefix. The following example
defines a worker variabbkewith the value3:

variable.worker.x=3

A v oA v oA

LI

For more details on the variable resolutitdNBE OS RSy OS RNRISNE aSS

order for resolution

The worker variables can be declared in astancespecific way, just like most of
the other properties listed above. The following examples show different variable
declarations for different worker instances:



variable.worker.1.x=3
variable.worker.2.x=6



4.4 File paths

In the various configuration files there are properties which need to specify a local
OS path. If the user does not like to use an absolute OS path, there is the possibility to
use a substitution for the working folder root of the corresponding modutégifstring
${working.folder} Is present in the path definition, that will be substituted. For
example, in the following example:

filesystem.root =${working.folder}/filesystem

If the working folder of the Zagreus Server module @\ Program
Files \ zagreus \ server ,the value will be resolved as:

filesystem.root =C:\ Program Files \ zagreus \ server \ filesystem

The properties which support this substitution are the following:

1 filesystem.rooin the Zagreus Server module

1 job.logpathin the Zagreus Server module

1 mysql.basediin the Zagreus Server module

1 worker.rootfolderin the Zagreus WorkeController module
1 worker.classpatin the Zagreus Worker module

1 worker.classpath.mstin the Zagreus Worker module

1 worker.javabinin the Zagreus Worker module

Furthermore, for propertiesworker.javabinand worker.classpath there is the
possibility to refer to the OS path of the Java root folder in the Zagreus target
installation root folder. If the strin@{ java .folder} Is present in the paths of these
properties, that will be resolved aszagreus_home> /java . For example, in the
following example:

worker.javabin =${java.folder}/openjrell/bin/zagreus - worker.exe

If the working folder of the Zagreus Server module @\ Program
Files \ zagreus \ server , the value will be resolved as:

worker.javabin=C: \ Program Files \ zagreus \ server \java \ openjrell \ bin \ zagreus -
worker.exe



Info: In the Zagreus Systendava executables appear with names |
zagreusserver, zagreuswc, zagreusworker and zagreusmonitor (with
.exe extension in Windows) for better maintainability.



5. System setup and administration

After the installation and configuration has been successfully performed, Zagreus
needs a proper system setup including licence installation and basic user management.
Optionally, recurring administrative tasks can be configured forazhgreus System
Next, these features will be discussed in detail.



5.1 Licencing

Zagreus has plenty of features and provides efficient solutions for many possible
problems. Most of its functionalitys offered by the large selection of actions and
actions groups. The customer needs to buy a Zagreus Licence to be able to use the
Zagreus System. The Zagreus Licence defines the fesdgtg¢hat the customer needs,
expiration date and some other persona information.The licence is sent as an
encoded licence key to the customer and it needs to be installed on the already
configured Zaggus System.

5.1.1 Content of a Zagreus Licence

The Zagreus Licence contains the following information:

1 Licence type
The type of the Zagreus licendecan be one of the following:

0 Registered:
This is the standard licence typ&.company needs to request a registered
licence to be able to use specific action groups and specific number of
Zagreus Workers. The licence also contains settings for all the other listed
features.

o Demo:
This type of licence allows the trying Bagreus componenttr a short
period of time The downloadable Zagreus installation provides a demo
licence by default.

1 Company
The name of the comparthhat Zagreuss registrered for

1 Licence generated date
The time the license was created.

1 Expiration date
The time the license will be expired.



1 Execution engines
The maximumnumber ofExecution engineginning at the same timé 4 S S
Number ofZagreus Workes).

1 Parallel loops
This specific property constraints the maximum number of parallel threads
the z:foreach  action. This powerful feature allows the script to be executed
efficiently in a parallel manner.

1 Maximum users
The maximum number of users that can be createdhe Zagreus Server.

1 Enabled action groups
Thelist of action groupghat areallowed to be executed

5.1.2 Installing and listing a Zagreus Licence

The first timethe userconnecsk to a newly installed ZagreuServer, theZagreus
Clientshowsa notification dialog box that a licence key needs to be installed (see
Figure 1). Zagreus is deliberately shipped with an expired licence key to trigger this
message.

¥ Licence key expired d

[ | Licence key expired, do you want to add a licence key now?

Figurel ¢ TheLicence key expiratialog box

After clicking on th€®Kbutton, the Licence info dialogox will appear and thaew
licencekey can be inserted in thieicence kefield, seeFigure 2



&, Licenceinfo O X

Licencing information

You can see the licence information here,
or send a new licence key.

Licence status: Company: Sample Company A
Execution engines: 5
Parallel loops: 5
Maximum users: 3
Current number of saved scripts: 25
Licence type: Registered.
licence nenarated date: 22 01 2024 0S-02-11 b

Licence key:

Send licence key

Figure2 ¢ TheLicencenfo dialog box

TheLicence Infalialog box serv&two purposes

1 Listing the contents of the currently installed licence
The Licence statusextbox shows the details of the currently installed licence.
When the customemeedsto install a new licence key for the first time, the
informationin this textboxis not relevantOtherwise, the important features of
the licence are listed heras listed irthe previous chapter.

1 Providing a way to install a new licence key
The new licence key should be pasted into tiheence ketextbox. After pressing
the Send licence kdyutton, a notification message reinforces the user that the
licence key has been sent succesfully. The newly installed licence information is
automaticcally refreshed in theicence statugextbox. The Zagreus Server does
not need to be restarted.



Info: The action groups enabled by the installed Zagreus Licenct
listed in theLicence statusextbox of thelLicence Infalialog box in the
Zagreus Client.



5.2 Administrative scripts

The Zagreus System is shipped with-im&alled administrative scripts that help the
administrator userto perform specific administratie tasksfor system maintenance
These scripts are installed undadmin/administration folder in the embedded
RIFEGFol asS TAESEedadivSaiatalias$he Boripts use some external
resources as well from the same folder.

v [ admin
~ || administration
w || connections
# DB MYSOL metadata
# MAIL connection
w [ error handling
% 1 ErrorHandler Action
di. 2 ErrorHandler Report
“l. ErrorHandler Call
Zi. ErrorHandler Test
=] README
] job report log
] jobs with errors log
w ] schedules
U backup time schedule
[T delete jobs and logs schedule
dily backup metadata
2il. cancel all jobs
fily delete jobs
fily delete logs
2. job report
2l jobs with errors
2. leng running jobs

Figure 3¢ Theadministrationsubfolder in theadminuser home folder

5.2.1 Connections

There are two prenstalled connections in theonnectionsubfolder:

1 DB MYSQL metadata
This is the database connection initialized to reach the local embedded MYSQL
RIF Gl ol a&obed& SydBfiatabase This is neccessary for thielete
jobsscript. When themysgl.portserver configuration property is not set to the
default 3336 value, this connection needs to be modified accordingly.

9 MAIL connection
This is a connection that is needkd sendngerror reports when necessaryhis
connection is not initialized (because the SMTP settings are installation
dependent), so this must be configured propérly



5.2.2 Time schedules

There are two prenstalled time schedule resources in thehedulesubfolder:

1 backup time schedule
This isthe pre-installed time schedule for thbackup metadatascript, which is
subscribed to this time schedule in the shipped Zagreus installation. The time
schedule triggers the backup script every dag:adb AM , but it can be modified
to suit the needs of the actual system.

1 delete jobs and logs schedule
This ighe pre-installed time schedule for thdelete jobsand delete logsscripts
which are subscribed to this time schedule in the shipped Zagreus installation.
The time schedule triggers the backup script every dayGtt AM , but it can be
modified to suit the needs of the actual system.

5.2.3 Scripts

The administrative scripts are located in the root of goministrationfolder:

1 backup metadata
This script performs a database backup of the embedded MYSQL datdlbese.
DaysToKeepJolscript variable defines the number of days to keep existing
backupsTheinstructions are written in the first action of the script.

1 cancel all jobs
This scriptcancels all jobs that are in the queuez( with statusesunningor
queued & S lifdtyclk The instructions are written in the first action of the
script.

1 delete jobs
This scriptieletesthe jobs from theembedded databasmetadatathat are older
than the value ofthe DaysToKeepJolscript variable(defined in days)The
instructions are written in the first action of the script.



1 delete logs
This script deletes log files from different log folders that are older than the values
defined in the appropriate script variables defined in days). The detailed
instructions are written in the first action of the script.

1 job report
Thisscript generates a detailed job report and sends it4mail to a predefined
addressA job report is a tabular data with special filters, similar toAtogtivejobs
and Finished jobss A Y R2ga Ay (KS Y%IZaNEdze):The A Sy i
detailedinstructions are written in the first action of the script.

9 jobs with errors
This scripts a special case of theb reportscript: it filters only the jobs with
statuserrorand sends it in-@nail to a predefined address. The detailed
Instructions are written in the first action of the script.

1 long running jobs
Thisscript is a special case of tfob reportscript: it filters onlyjobswith status
finishedthat have beerrunning foralongertime thanthe running_timescript
variable (defined in secondd)he detailed instructions are written in the first
action of the script.

5.2.4 Error handling

¢ KSNE | NB KSft LISN aroNFandingsdialgeA Theke sé&if? Ay
behave as templates, their contentanbe inserted into other administrative scripts
With the help of them, the administrator cafurther customize the existing
administrative scriptse.g. aspecificerror handerOl 'y Sl aAf e o06S AYLX S)
Error handling The detailed instructions are written in tHREADMEext file in the
same folder



5.3 Concepts of user and group management

In the Zagreus Systepa uselis an entity (typically a personthat interacts withthe
ZagreusSystenvia a client applicatioto perform tasks, access resouragl initialize
script executionThe useladminis the default user in a Zagreus sytem.

A group is a shared folder, to which users can be assigned, therefore gaining access
to shared resourcesAll users in theZagreus Systerre assigned to theublicgroup
by default.

This organizational structure helps streamline the administration of user accounts
and enhances security and efficiency.

5.3.1 Users in the Zagreus System

Zagreus provides the possibility for creating multiple users, which is necessary to
build up a safe and efficient system. In Zagreus, there are two types of sgagge
users andadministrators.

The only existing user in a freshly installed Zagreus System is thadmsir which
Is a default user with administrator rights. This user has the default passabrin,
GKAOK A& NBO2YYSYRSR (2 OKraysaddpbliaThaz22y |
adminuser can create new users to build up a mulier system, giving each users only
the necessary rights. NS G Ay 3 ySg dzaSNE | NEeRSE@ONR 6 SF
user. Users can only be managed by an administrator user, except for changing their
26y LI &ag ZoNREmanSsSasEyode,

Each user has its own dedicated home folder, in which it can store its own resources.
The user home folder is located in the embedded database unders/<username>.
The only exception is the home folder of the defadtminuser, whose path i&dmin .

EachuseKl & AGa 26y RSRAOIGSR FTAf S1a0@idghiSY NP :
the root folder. The entry point of this mapping is located in the home folder of the
particular user.

Aside from the unique user name, each user is identified by a user ID as well. For the
useradminit is 1, the IBs of the newly created users start from 100.

CKSNBE A& GKS LIRaaroAiAftAde (2DeRSTolgiSs DI NR |
LG OFy ©6S R2yS Ay (KS %l ANBdzA o0 NBe&SNI & A
menu of ausernode.

5.3.1.1 User rights

Any user in a Zagreus sytem has the gt



Browseall the resources located in its own user home folde

Browse all the resources located in the group home folders that the user is
assigned to

Open, edit copy, move, delete all these aforementioned resources

Execute the scripts it can access

Create and delete subscriptions for the scripts and schedules it can access
Manage the jobs it started and check out the logs of these. jobs

= =

= =4 4 =

5.3.1.2 Administrator user rights

The administratortype usero & S S\dniiystrator user righfjshas theadditional
rightsto:

1 Accessll the resources the embedded database and in the local filesytem. The
administrator user can open, copy, move, delete all of the resources of all other

users

Execute any of the scripts in t&agreus System

Create and delete subscriptions for any scripts and schedules

Manage all the jobs ancheck out the logs of any job.

Manage all users and groups.

Start and stop system components.

Manage the SSL certificates of the Zagreus Server and \Wodgsroller.
Taz2yAU02NAyYy 3 ff & G§OKS Nohityf RatcheNRt@FENI NI A ;

= =4 4 -4 A4 -2

5.3.2 Groups in the Zagreus System

Zagreus users can be assigned to Zagreus grblges group assignments can only
be managed by an administrator uger a $/8difpyxisting user

Zagreus goups facilitate resource sharing and collaboration among members with
similar responsibilities or tasks.

There is the possibility to define variables on the group le&e S DeFlgration
levelsLG OFy 0SS R2yS Ay (GKS %%l INBdza oNRgaSN
Context menu of a group node

Each group has its own dedicated home folder, in which the shared resources are
stored. The group home folder is located in the embedded database under
/groups/<group-name>.



9 OK 3ANRdzL) KFa Ala 26y RSRAOI G &RpifAf Sae:
of the oot folder. The entry point of this mapping is located in the home folder of the
particular group.

5.3.3 Ownership of Zagreus resources

Each Zagreus resource has an ownership prop@wyner, seellp Ownership of
Zagreus resourc®s which governs the access to that particular resourcke T
ownership of a Zagreus resource depends on the folder where it is lodathd given
resource islocated in the home folder of a user, the resource is owned by that
particular usey this means thatonly that user (and all the administrator usets)
allowed toaccess it. If the given resource is located in the home folder of a group, the
resource is owned by that particular groughis meansthat only users who are
assigned to this group (and all the administrator usexslllowed toaccess it.

@ Info: When the storing home folder is changed for a Zagreus resc
(because e.g. the resource was moved), the ownership of the res
changes as well.

Warning: Ownership (owner property) and who created a resource
(created byproperty) are two distinct properties!

5.3.4 Password policy

The primary goal of a password policy is to enhance the security of user accounts by
promoting the use of strong and secure passwords. In Zlagreus Systemthe
LI 3ag2NR L}R2fAOe NMYz Sa OFy 0SS &ag¢gMicOKSR 2y
existing userWhen the password policy is activated, the password must satisfy several
conditions; the password must:

1 be at least 10 characters long,
1 containat least one upper case letter
1 contain at least one digit,



1 contain at least one special charac{ee. one of the following& @# '"+ %
I=() A R - _and space).

An active password policy also affects password expiration and reusability. Fine
tuning the properties of this feature can be detthe configuration of theZagreus
{ S NI S NFassvSpolify properties

1 The user needs to upgrade its password after a certain time pécmdigurable)
Otherwise the password will be expired and cannot be used for logging in.

1 Wheneverthe user logs in via the Zagreus Cliemd the time of password
expiration is approaching, a warning message is shown. The time period threshold
of this warning is also configurable.

i The user cannot set a password used recefithe number of password changes
after which the same password can be used agaimbe configured as well



6. Resources

Resources are the basic blocks of related information. They are like files and folders
in a filesystem. In Zagreus, resources are stored either in the embedded database or in
the local filesystera (both on server or worker module sid&oth are located on the
server sideSeelhResource®ragng.

Automated workflows need properly defined and configurednderlyingresource
systemwhichincludesresourcegontaining data, resourcder executablecontentand
also resources which are responsiliée trigger mechanismsSeel'y Executionby
eventtype resources

The easiest approach is to treat resources as Wiés specificrole and behaviour in
acomplexautomated workflow.



6.1 Resource types

There are several types of resources in Ziagreus Systenbifferent types are used
for different roles in the execution workflowResource types can be grouped in the
following categories:

9 folder typesThey are mainly for organizing other resources.

1 types with general data storag&imple files with content that is unrelated with
the inner mechanism of th&agreus Systentor example an uploaded pdf, xlsx
or a binary file.

1 resources with executable contefiihey store the content which the system can
execute. Scripts, templates and the separated connection resource.

9 trigger types They are responsible fatefining trigger mechanisms for script
execution. They can be tirelated or evenirelated.

Resources that are stored in the database can be all types of the following list,
however resources in the local filesystsifserver or workergan only be a folder or a
file (mapped from the operating system file system).

1 Folder
C2f RSNE I NB QuhdyNdndakld in $tair@ laddAcfggihizify other
resources or foldersThey have basically the same function as the operating
system foldersAll local filesystem folders are mapped to this type as well.

1 User home folder
This is a special folder type. It represents the home folder of a particular user. The
path of the user home folder of th@dminQuser istadminQfor all other users it
IsQusers/usernam@

1 Group home folder
This is a special folder type. It represents the home folder of a particular group.
Its path istgroups/groupnameé

1 Filesystem root
¢CKA& Aa Ffaz2z | &ALISOALE F2f RSN GeLSo
filesystem mapping. It is located in the root of the user home; the name is always



<filesystem>® L& O2y dSyd A &erv¥rfildsiisiSniRfolder? Sed K S
alsolhMapping of the oot folder

File
Files are used to store genefalirpose data They cancontain binary /
textual data. Also, all local filesysteserver or workerfiles are mapped to
this resource type, regardless of their purpose

Script

Sript is the resource type where the user can define what tasks should be
executed. Scripts can be edited in the Graph Editor, and they contain the actions
in a hierarchical structure. Script content can be viewed graphically or in an xml
format. See alsbhScripts

Script variables and execution options can be assigned to a script resgee
MStartup variablest y* R ExBgution options

Connection
Connectiongan be viewed in two ways:

0 aspecific resource which stores connection parameters
0 aseparate part of the script, containing the connection action for reusability

Connectionganalsobe edited in the Graph Editdout they most have only one
action, a connection type actigie. their name ending witonnectior(p

Some connections can be opah(like a folder) in the Zagre®owser.See also
MConnectionandMOpeningconnectonsin the Zagreus browser

Template
Templates are separated, reusable parts of a sciipey can be imported and
executed from a script, with passing parameters as well. Sedlsanplates

Time schedule

Time schedule isreeventtype resourceallowing automatic scripgxecution (see

also I'h Execution by eventtype resourcek It definesa Crontype time-based
trigger such as repeating time intervals, time ranges, specific times etc. It uses a
Quartz Cron expression. See digg ime schedule

dz



Event schedule

Event schedule is alsoneeventtype resource Eventscan be fired from multiple
sources (manual, from a script, through a webservice call), and that is what is
triggering it{ S S I Hvén2schBdule

Mail watcher

A mail watcher is a special type oh &venttype resource. It uses a mail
connection that it is periodically checking and it triggers when its specified
condition evaluates to true. See alBgMail watcher

Database watcher

A database watcher is another special type nfewenttype resource. It uses a
database connection that it is periodically checking and it triggers when its
specified condition evaluates to true. See dlgatabase watcher

File trigger
A file trigger is checking a specified filesystem folder and triggers on specific
events e.qg. file creation or deletiof. S S | Hil&t2ygelh



6.2 Resource properties

6.2.1 List of resource properties

All resources have specific propertieshe Zagreus SysteniResources stored in the
database are slightly different from the ones are located in kbeal filesystem.
Not all properties are accessible for the local filesystem resources. The following table
shows the differences:

9 Name

Property name Database Filesystem
Name a a
ID a a
Version a I
Type a a
Full path a a
Size a a
Owner name a a
Creaton time & I
Modification time a a
Created by & I
Description & I
The name oftheresource LG Ol yy2id O2y il Ay

length is100 characters.

1 ID

GKS OK

The identifier of the resource. For database resources it is a @2IBharacter
long);, for referencing resources, usually the version is concatenated at the end of

G§KS

L5

g Al0K RS HeEYileddSNIyWimzaFe 4SS

Ftaz2

Forserverfilesystem resourceghe IDis generated from the operating system
path in the formfs/1/folder/filename.ext see alsdb!D andfull path format

For worker filesystem resources, the IDalso generated from the operating
system path in the fornwfs/folder/filename.ext see alsdbhID and full path

format

Some special resources like the admin user home folder or the recycle bin folder
have special, prelefined IDs.

\



Version

¢tKS GSNERA2Y 2F (GKS RIFGFol &S NBaz2dza2NOS:

Nonversionable resources likeltlersalso have a version, but only the default
GBS NRE A 2 Yy Se¢ misthnDimedvadsion

Type
Resource type, see al§pResourceypes

Full path

¢CKS FdzZf LIGK 2F GKS NBaz2dzNOSe® LG adl

For filesystem resources, the patbnstructed of the filesystem root folder path
(Wk dza S NB k diasgstelam)asdktiie mapped filesystem resource path
Wk FAES{2aGSYC2F RERDb | YSkEt 20 f CAf S

Size
The size of the resource by bytes.

Owner name
The owner (user) name of the resource. See dligcOwnership of Zagreus
resources

Creaton time
Thetimestampwhen the resource was created.

Modification time
The timestamp when the resource was lasbdified.

Created by
The name of the user who has created the resource.

Description
Thedescriptionof the resourcewhich is a short textual element attached to the
resour@. Maximal length is 255 characters.

NI



6.2.2 Resource properties in the Zagreus Client

The resource properties can bheckedn the Zagreus Client by righticking on the
particular resourceand selectindResource informatiofrom the context menu.

¥ Resource info X
Resource name: % test_script
Resource id: Occbfdf37cdad8b3bd9a53f9b2f3af29
Version: 1.0.0.0, current
Resource type: script
Full path: Jusers/Test User/scripts/test_script
Size: 2777 byte(s)
Owner name: Test User
Created: 17.02.2023, 13:16:51
Last modified: 17.02.2023, 13:44:55
Created by: admin
Description:

IThis is a simple test script.

Cancel

Figurel ¢ Resourcenfo dialog

Description property @n only be set from thidialog for a resource.

Inforb2G | £ LINBLISNIASE I NB fAad
property is not shown, or for local filesystem file resources there i
version property.



6.3 Resource versioning

Certain database resources can have multiple versions. There are several use cases
when creating new versions of an existing resource is useful:

1 developing complex script
All new changes can be saved into a new (trial) version without losing any details
of the already working script.

1 keepngtrack of the changes over time
Versions can be treated as revisions of the same resource

1 multiple choicesor tests
Usingmultiple versions of the same connection resoufeeg.with different user
credentials) helps in testing different use cases. Switching between test cases is
easy bysettingthe current version of the resource.

Info: Only database resources can have versions, because local files
resources are mapped from the OS filesystem (which natively doe
have builtin versioning).

6.3.1 Version format
CKS F2NXIG 2F GKS @OSNBA2Y Aa ftA1S Wmon dy

n.n.n.n
format, wheren is an unsiged integer numbein the range 00-99.

6.3.2 Current version

Current versions a special version among all the versions. There areibuiltles
for the resourceversioning and the current version

1 Each resource has an initial version (akdault versiolf. This is always version
1.0.0.0



1 Each resource has to havecarrent versionIf there is only one (the default)
version for a resource, that muatsobe the current version.

1 Only one current version can exist for a resource. When there are multiple
versions of a resource, all other versions are-carrent.

1 The current version can deeely sdectableamong versionsSee alsdhSetting
the current version

1 The resource id contains a 32 character long GUID concatenated with the
resource version by the delimitgs

1 A resource can be referenced by only its GUID and in this case it always refers to
the current version

6.3.3 Resource ID and version

The resourcéDand the version arstoredtogetherin the databasen the following
format:

323eab314a5749b68fd1830408d43619  |& 1.0.0.0

where the first part is the generated 32 character long GUID, the last part is the version,
and they are concatenated by the special delimi{é&r: This fully qualified format is

the truly unique identifier for a resource. When there are multiple versions created for
a resource, their 1B will have the same GUID part with different version parts like:

323eab314a5749p68fd1830408d43619  |& 1.0.0.0
323eab314a5749pb68fd1830408d43619 & 1.0.0.1
323eab314a5749p68fd1830408d43619 & 1.0.0.2

This kind of IBtructure assures that the versions of the same resource belong to
each other (hence the same GUID) but differ from each other (by their version
numbers).

Info: There is a useful simplification bdiitt to the Zagreus System
resource referencing can be done by only the GUID part of the whao
in this case it means the current version of the resource.



6.3.4 Versioning in the Zagreus Client

6.3.4.1 Listing resource versions

Versioned resources are displayica parentchild structure in the Zagreus Client.
If there is more than one versiaf a resourcetheresource itself becomes a container
node for all its version.

For examplejn Figure 2. the scripttest_scripthasonly the default version, but
test_script_with_versionBasmultiple versions:

] schedules
~ [ scripts
. test_script
[ test_script_with_versions
] templates

Figure2 ¢ Versioned resources are expandable trexles

Whenexpanded (by clicking on thesign, the versionsare listed as child nodes
the version numbers are showand the current versiors marked.The current version
Is always the firselement of the list, all other versions are sorted by the version
number.

] schedules
w [ scripts
. test_script

[l test_script_with_versions
@l. test_script_with_versions (v1.0.0.0) current
@l. test_script_with_versions (v1.0.0.1)
@l. test_script_with_versions (v1.0.0.2)

] templates

Figure3 ¢ All versionarelisted as child nodes

6.3.4.2 Setting the current version

Settingthe current version can be done by rigtitcking on the particulainon
current)child node and seleting Set to current version



] schedules
w [ scripts
il test_script
v [ test_script_with_versions
B test_script_with_versions (v1.0.0.0) current
2. test_script_with_versions (v1.0.0.1)

. test_script_with_versions (v1.0.0.2) Set to current versicn
DI t:::s:tnes w4 Openin Script editor
[Zl .sendscripts ] Openin XML editor
3 «<filesystem-» |=|  Open in Simple text editor

Figured4 ¢ Changing the currentersion

The child nodes are refreshedkter this operation andhe currentmark ischanged
accordingly.

] schedules
~ [ scripts
2. test_script

v [ill] test_script_with_versions
2. test_script_with_versions (v1.0.0.1) current
2. test_script_with_versions (v1.0.0.0)
2. test_script_with_versions (v1.0.0.2)

] templates

Figure5 ¢ Thecurrent version i4.0.0.1

6.3.4.3 Creating a new version

Creating a new versiotan bedone from theScript editor by clicking the icon tool
WI @S | ySg @SNAE DEy pEBihg thicAF +IXiBHoKelyNID S X
In the Bet resource versi@dialog box the following parameters can be set

9 the new versiomumber
9 if the new version would be the current version
1 a descriptiorfor the resourcesee alsdbhResource pperties

A list of the currently saved versions are displayed at the bottom of the dialog box.
The new version number musiffer from any of the existing oneand must satisfy
the version format See alsébVersion format



@- *test_script_with_versions [1.0.0.2] (script) 2

H{ENE I

INCL DB_MYSQL Connection  create insert select delete drop

Set resource version *

This version can be saved as a new version of this resource.

Set resource version: 1.0.0.3

] Current version

Description:

Saved versions:

1.0.0.0
1.0.0.1
1.0.0.2

Figure6 ¢ Creating and saving a new version

6.3.4.4 Deleting a version

Deleting a versiorsonly possible for a nosturrent version. The user needs to right
clickon one of the versiosof the resourceand select theDeletemenu item from the
context menu, se&igure 7.

[l test_script_with_versions
@l. test_script_with_versions (v1.0.0.2) current
@l. test_script_with_versions (v1.0.0.0}

. test_script_with_versions (v1.0.0.1; 5et to current version
:j :::Elates % Open in Script editor
. send_mail %]  Openin XML editor
[ .autorun Open in Simple text editor

2 .sendscripts

2 .serverautorun

78 «<-filesystem-»
B recycle bin

Set script variables and options...
%5 Runin debug mede
2 FRunscript
Script subscriptions...
Send >

Select

Eu"

Rename rescurce...

Delete

Figure 7¢ Deleting a scriptersion



6.4 Resource storaging

For flexible resourcénandling Zagreus supportthree kinds of resource storage:
database serverfilesystemand worker filesystem (from Zagreus Version 1.5.6.0)

6.4.1 Embedded MySQL database

The database (as of Zagreus Version6l0bis an embedded MySQL database which
is managed by the Zagreus Server mod®r database settings sdéy MySOL
properties

Theadvantage of the database storage:

1 Typed resources can bsaved(e.g. scripts, connectiongime schedules)or
specific roles in the workflow

1 Sandard filesystems do not support a number of resouremted Zagreus
features specificproperties(e.g.description, variablesand optionsfor scripts
and versionindor resources

1 It is easier toinclude databaseresources for more complex workflows like
creating a jobwhen executng a script filtering with properties when running a
job report, etc.

1 Using resourceIDs intead of paths that filesystens only have) opens more
possibiliesfor synchronizing different systems (like test and producsernvers.

1 Resources, triggers, jolendautomationare embedded into one system

6.4.2 Local filesystem in the Zagreus Server

Each userand grouphas a filesystem root folderthat does not overlap with
filesystemfolders of other users and groupsSymbolic linksinder Linux / shortcuts
under Windows are supported.

The advantages of thHecalfilesystemstorage:
9 Direct access for operating system fileasy access for extertyageneratedile

resourcessuchas Excel, PDF, etc.)
1 More dficient for handlinglargeinput/output files.



1 CQutput fileswith anexternalsource ortarget platform (pdf, .xIsxjmageg can be

checkedswifter from the localfilesystem
1 Symbolic links or shortcutior extension of the filesystem easy

6.4.2.1 Mapping of the root folder

When the user logs iby the Zagreus Clienthe filesystem is visible the home

folderQa :NR 2 (i

W ﬁ_[_| Zagreus Demo [connected]
§% groups

£ users

v _fj;] admin

] administration
{1 configuration filesystem rooffolder mapping

] connections

] resources

] schedules
O scripts

] templates
2. sample_script

=] .autorun listing of

E -sendscripts server /filesystem/  <userld >:

=] .serverautorun

v _e <-filesystem-= )-backup
1 backup /common
] commen /images
] images Ipdf
£ puf ftemp

& temp

Figure8 ¢ Filesystem root foldeis locatedin the user home folder

The OS filesystem is mounted under téilesystem> node, so the<-filesystem>
folder node is the point where the local database folder structure and the OS filesystem

are connected together

The path of the OS folder which is mounted to this nodmaesitedin the server

moduleunderthe path

/zagreus_home/server/filesystem/ <userld >

The OS folder relative to the Zagreus Server module root folder can be configured
aSiaray3ax

in the configurationof the Zagreus Servéay the filesystem.root
General properties

The<userld> LJ- NIi A& NBaz2t OSSR 0 &UsirkiShe dagraul dzS

System

asS ¢

dza



6.4.2.2 ID and full path format

Since the external OS files and folders are mapped to Zagreus file and folder types
0 & S Sesdhyceyipey, theZagreus Systeiis generating IDs arfdll paths in its own
format for these files and folder#lso, the OS files are identified by their OS path only,
so a specific OS resource candentified in multiple ways:

OS path:
zagreus_home/server/filesystem / 101/

Zagreusesourcefull path:
/users/testuser/< - filesystem - >/

Zagreusesource ID
fs 1101/

The following terms explain thelation among the different identifiers:

1 LocalOSfilesystenroot
The main mapping root point for all the user and group filesysteftise external
operating system & $/8ppifiy of the oot folder.

91 User/group ID
The unique identifier of the particular user / group to which the filesystem
belongs.

1 Local O%iser/ groupfilesystem root
The main mapping root point for the particular user or group filesystimns
derivated from thelocal OS filesystem rocand the user / group ID (the
concatenation of the two).

The path of the actual resource relative to the local OS Lgeoup filesystem
root.

1 Localdatabasefilesystenfolder
¢KS %I ANBdza FdzZA f LI 0K (2 OGKSVEphmg&aeans
the root folder.



TWwFaQ LINBTAE
In the case of filesystem resources, the Zagreus resource ID is generated from the
and theuser / group IBP  ¢f4QS LINB T A Ehatk i BA O (i S &
identifier. The ID is the concatenation of the three elements.

The Zagreus filesystem ID and full paién be used ageneralidentifiers for
resources in the scripts

6.4.3 Local filesystem in the Zagreus Worker

From Zagreus Version 1.5.6.0.fuather storage type is accessibléhe worker
filesystem. The worker filesystem is similar to the server filesystem, the main
difference being that it is located on the worker module side. It does not appear in the
Zagreus browser window, nor it is mapped under any browseable node.

The main advantages of using the worker filesystem

1 Large files Guch asresults of actions) can be stored immediately without
transferring them to the server side storage systems. This results in faster and
safer file I/O operations.

fTKAa FSFGdz2NBE A& ySOO0Saal NB T 2Nandekr® %I AN
Worker) to be able to perform file operations.

1 Worker filesystem is also essential for the External Script Execution feature (see
MExternal script executignUsing bcaly stored filesisinevitablefor the external
execution engines to read their inpytand thar result output files are also
generated locally. They can be accessed only via the worker filesystem.

The Zagreug&xecution Engine provides worker filesystegtated operationsonly
via thewfile action groupln the actions of this action groupiorker filesystem paths
must beused which are relative to the worker filesystem root folder, see below.

6.4.3.1 Mapping of the root folder

Thelocation of theworker filesystem root foldecan be setn the configuration of
the Zagreus Worker 6 & SS  Zdtyeus Worker configuratio)  the
worker. filesystem.path property specifies the file system root folder name
relative to the root folder of the Worker modulé. this property is not specified, the
folder namefilesystemwill be used as default. Thus, in this case, the worker filesystem
Is under:



/zagreus_home/ worker - controller/worker [filesystem

In this case, the worker filesystem pdftblder/file.txt will be translated to:

/zagreus_home/ worker - controller/worker [filesystem [folder/file.txt

Similarly to the server filesystem, symbolic links or shortcuts can be used.

6.4.3.2 ID and full path format

Similarly to the server filesystem resounceentifiers, worker filesystem resources
also have Zagreus IDs and full paffisese can only be used in the dedicatefie
action group.

The Zagreus Systeis generating IDs and full paths in its own format for these files
and folders. Also, the OS files are identified by their OS path only, so a specific OS
resource can be identified in multiple ways:

1 OS path:

zagreus_home/worker - controller/worker/filesystem /

1 Zagreus resource full path in the worker filesystem:
/

1 Zagreus resource ID in the worker filesystem:
wfs /

The following terms explain the relation among the different identifiers:
1 OSworkerfilesystenroot

The main mapping root point fadhe workerfilesystemof the external operating
aeadsSyMapai®sfthayoot folder

The path of the actual resource relative to th&worker filesystem root This is
also the Zagreus worker filesystem resource full path.



TWFaQ LINBTAE
In the case oivorkerfilesystem resources, the resource ID is generated from the
® kS IOND T A that ihishRdrkerfilésgsienidentifier.
The ID is the concatenation of tiwo elements.



/. Queuing and jobs

After initiating the execution of a scripsde MyInitiating script executio); Zagreus
generates gob. A job represents a task to be executed.

The system submits this task intgad queueg(basically a FIFO data structufiest-
in first-out, so the first job which is put into the queue is the first one that is taken from
the queue.this can be overridden byriority execution option seelh Execution
options). Once a Zagreus Worker successfully takes a job from the queue, the execution
of the job can finally be started by the Execution Engine of the Workeflséegreus
Worker.

It is important to see the difference between the script and the jblve termscript
can refer to the resource type as well as the resource content. On the other hand, the
term job means the task for executing a particular script. For example, if a script is
executed three times in a row, that results in generating three different jobs. Because
of the fact that the execution of the script depends on the actual state of the
environment (for example the content of a mailbox folder, or the actual Zagreus
Worker occupancy), the results of the jobs can be very different from each other.

" Active jobs [Zagreus Demo Server] ) Active logs [Zagreus Demo Server] | % Execution engines [Zagreus Demo Server] | € Finished jobs [Zagreus Demo Server] 52

Job 1D Status Script path Version Begin queue time Begin exec. time End exec. time Result message
Ocae21e9-91f7-464d-97¢1-5581267842a8 Finished  /admin/scripts/sample_script 1.001 20.04.2024, 16:25:56  29.04.2024, 16:25:56  29.04.2024, 16:25:56
1cdch86f-09cd-4248-9991-d0b73734ec8b Finished  /admin/scripts/sample_script 1.0.01 29.04.2024, 16:25:53  29.04.2024, 16:25:54  20.04.2024, 16:25:54
Tfbfefdc-1576-4f3e-859e-9938b7e11235 Error Jadmin/scripts/test_script with_versions 1.0.0.2 29.04.2024, 16:25:51  29.04.2024, 16:25:51  29.04.2024, 16:25:52
53dd1edb-ecf2-4bdd-a2fb-9cd4fc 1h5F76 Finished  fadmin/scripts/script versioning 1.0.03 20.04.2024, 16:25:49  20.04.2024, 16:25:49  20.04.2024, 16:25:50  test
Tc489246-T7ed-4024-b872-213f07426460 Finished  /admin/scripts/sample_script 1.001 20.04.2024, 16:25:47  29.04.2024, 16:25:47  29.04.2024, 16:25:48

Figure 1¢ Finished jobs in th€inished jobsvindow in the Zagreus Client



A script executed by a user
manually

A script executed by a

A script executed by a
zs:runscript action

subscription
Job queue
job 1
job 2
job 3

Zagreus Worker 1

Execution Engine

Zagreus Worker 2

Execution Engine

Figure 2 The relation of the scripts, the queue and the Zagreus Workers



7.1 Job properties

The job can be considered as a data structure with properties. This properies are
stored in the local database, the administrator can even check them using the local
database connection (sdé&Connectionk

7 jobid
A uniqueidentifier of the job. The format follows the GUID standard.

1 script idandscriptpath
ThelD and patlproperties of the script wbseexecution was initiated.

9 script content
The content of the script which execution was initiated. It is saved for the job,
since the content of the script (i.e. tigagreus resource) might change after job
execution.

1 script startup variablesand executionoptions
The starting variables and options which were used for the script execution. There
are many ways to specify these, such as the variables saved for the script itself in
the Zagreus local database, or the ones defined for subscriptions, as well
zs:runscript action parameters (se€h Startup variablesand p Execution
options).

1 beginqueue timeandend queue time
At the moment when the job is created, it is automatically put into the queue.
This point of time is théegin queue timef the job. When the job is taken by a
Zagreus Worker to be executed, it is no longer in the queuing state (see job
statuses below). That point in time is tead queue timef the job.

1 beginexecution timeandend execution time
The point in time when the execution of the job started by the Zagreus Worker is
the begin execution timéNhen the execution is finished, tled execution time
IS set.



job status
The status shows the current state of the job, $&glob lifecyclelt starts with
statusqueuedthen changes accordihgto the execution stages of the job.

workerid andworker-controllerid

When a Zagreus Worker gets the job to executeyisker idis stored to the job.
In default configuration, there is only one Work&ontroller set up to the system,
which hasworker-controller id= 1.

user id
The id of user who manually executed the script or whose subscription initiated
the execution, se€hUsers irthe Zagreussystem

parent job id
If the execution was initiated from another script viasarunscript action,
the id of that job is theparent job id.

callerandcallertype

caller typedescribes the type of how the execution was initiated, §pe_aller
and caller type The propertycaller stores additional information about the
initiation.

For more detail®n these two propertiesseethe following subchapter.

execution mode
describesthe execution mode of the job. The possible values arelirect,
scheduled, fire@ndtriggered.

priority
It is an integer value (from 1 to 1000). The lower the value the higher the job
priority is.

result and resufmessage of the execution
When the job successfully finished (the job statudingsshed, the result and
resultmessage of the executed script is stored. Bgeesult flow



7.1.1 Caller and caller type

Thecallertypejob property defines the type of how the execution was initiated, see
initiating script executionlts value can be one of the following list elements:

# schedulerinitiated by a time schedule trigger

7 gui: initiated by a user manually from the Zagreus Client

7 webserviceexecution initiated from the html pages or other external source, see
Execution fromexternal systems

7 script initiated from azs:runscript action using local zs connection, ddg
Execution froma Zagreusscript

# remote script initiated from a zs:runscript action using remote zs
connection, seéhbxecution froma Zagreusscript

# autorun: execution initiated by the autorun funcionality of Zagreus, Bgecript
execution byautorunconfiguration files

f event the execution was initiated by an evesthedule seelhEvent schedule

7 file trigger. a certain file event triggered a file trigger (dggrile trigoe) which
initiated the execution of this script

7 db watcher execution was initiated by a database watcher whose condition was
evaluated to true, se€hDatabase watcher

#7 mail watcher execution was initiated by a mail watcher whose condition was
evaluated to true, se€hMail watcher

The caller job property provides additional information about the execution.
Depending on the caller type, the value of the caller property can be:

Caller type Caller property value
scheduler the time schedule id subscription id
gui the client ip

webservice Odzali2Y GSEGEZ Ay hAmas
script the caller script id

remote script caller script id @ ip address

autorun 0KS O2Se@diAutgri@ Q
event event id :subscription id

file trigger file trigger id : subscription id

db watcher database watcher id : subscription id
mail watcher mail watcher id : subscription id




The caller and the caller type properties can be checked out and seen both the
the JobPropertiesdialogin the Zagreus MonitgrseellhJobproperties dialocand in
the Finished jobs window in the Zagreus Client,[3glenished jobs window



7.2 Job lifecycle

Each job has a lifecycle from the creation of the job till the job ends. When the job
is created, basic properties are filled ljlob id, script id, script path, script content, user
id, caller type, execution mode, priordawd parent job id(if there is any).
7¢KS 220 fAFSO2Of QueueddNIia WSHKAGKKl adb&
the Zagreugob queue waiting for taken out by a Zagreus Worker for execution.
The job propertybegin queue timés set at this point.

7 If the job is waiting in the queue for too long (the time exceeds the queue timeout
set for the script, sedh General propertie ¥ (G0 KS 220 @uéde( dza A
timeoutQ® ¢ KS 2206 A& NBY2OSR FTNRY (GKS | dzSdz
property end queue times set at this point.

7 When the job is successfully taken from the queue by a Zagreus Worker, its status
Ad ABattingd 2 T BANJ I FSNE a4 K2 NI LIBUNANGRP 2K Si A
execution of the job is starting now. The job propereesl queue timandbegin
execution timeare set at this point.

7 1If the execution finished successfully, the job status is s#t oA Y. N eSIR Q
result messagef the executed script (see al§pOrder of execution, result flow
is stored in the local database along with the propesty execution time

7 If the execution does not finish successfully (an error has been thrown, or the
statusattribute of thez:exit  action was set t@ S NIERINARxit and zeturn
actiony, the job status is set t&rrorQ Theresult messageroperty of the
executed script is set only if it was specified by thexit action. The job
property end execution timés set as well.

7 If the job is running for too long (the time exceeds the running timeout set for the
script, sedhGeneral properties = 0 KS 22 0 rundingtimdnutQ ®a ¢ K S §
system interrupts the execution of the job, and the job propesty queue time
is set.

7 A job can be cancelled in several ways, such as manual cancellation from the
Zagreus Client, server shutdown automatic cancellation orsteancel action



(seeH Server startup and shutdowrproperties and Iy Canceltion by the
zs:cancehctionh @ ¢ KS 220 caicéllédndgd CAKES aaSeia (iS2y QA y i
execution of the job, and the job propergnd queue times set.

There are two further, special statusesuspendedand debugging These are
available only if the script has been run in debug mode[$g&arting a debug session

A script executed by a user A script executed by a A script executed by a
manually subscription zs:runscript action

Status: QUEUED Job queue
job 1
job 2
Status: STARTING :
job 3
Status: CANCELLED
Status: QUEUE TIMEOUT
Status: RUNNING
Zagreus Worker 1 Zagreus Worker 2
Execution Engine Execution Engine

Status: FINISHED Status: ERROR
Status: CANCELLED
Status: RUNNING TIMEOUT

Figure X Thejob statuses in the same structure as in Figure 2



7.3 Queue

Thequeue(or job queug is a data structure managed by the Zagreus Server. It is
basically griority queued & S Srioffity and priority algorithyistored in the memory
and in the local database as well. The Zagreus Workers (with their Execution Engines,
seelhZagreus Workgrare connected to the queue, and are constantly tryingeba
new job to executeWhen a Zagreus Worker finally obtains a job, it starts to process it
and the status of the Worker is turning bausy The particular job is removed from the
queue.

¢tKS 220 1jdzSdz2S OFy o6S ai2 LIS/ FMNRBeyverd KS ¥
component® YR FNRY (KS w%IAFNS dzapticaRayplicatbie 6 8 S S
When the queue is stopped, it can not receive any new jobs and the currently queued
jobs will not be passed to any Zagreus Workers.

7.3.1 Queue groups

All theZagreus Workerare connected to the aformentioned job queukherefore,
each given job can be assigned to any of the Workéosvever, sometimes there is a
need tooverridethis default behavior of thélispatcher mechanism

For example, theremay bea need fora specific Worketo be configured usg a
different library path than the othergsuch as libraries of different MicroStrategy
versions) Defining queue groupsan bea solution for this scenario.

A queue group is a set of Zagreus Workers. By dethalte is only one queue group
in the system(the defaultgroup) and all Workerdelong tothis group.However, the
user can define custom queue groups. This means that the Zagreus Workers will be
split into groups.

Custom geue groupsan bedefined inthe Zagreus Serveronfiguration seelh
Zagreus Serveaonfiguration

Example Suppose the Zagreus System alladwsiseup to five Zagreus Workers.
Defining two queue groups would look like this in the configuration file:

queue.groups.num=2
gueue.groups.1.worker=1.1,1. 2,1. 3
gueue.groups.2.worker=1. 41. 5



This means that two different queue groups are defin@doup lis associated with
Worker 1.1, Worker 1.and Worker 1.3while Group 2is associated witWorker 1.4
andWorker 1.5For fully qualified Worker numbers, s€pl|D of the Zagreus Worker

Overlapping between twqueuegroups is not allowed.e. one worker can only be
assigned to one worker groupll the workers need to be assigned to a group.

When there are two or more groups, thebs canstill be executed by any of the
Workersuntil an additional settingis specified assigninga script to a specific queue
group. Sinceany group is associateavith specific Workers, the script cammly be
executed by those Workers.

The execution optiommueue_group_icheeds to be set in order to assign a script to
I Ij dzS dzS 3 N® dzkIEcuidiS®tion

In the example above, if the user wants a script to be assigned to Worker 1.4 or
Worker 1.5, the execution optiogueue_group_icheeds to be set t@.

7.3.2 Queue-level variables

Variables can be defined on the quelevel They must be declared in the
configuration of the Zagreus Servérariable resolutiorand their precedences are
described in details, sdéyPrecedence order for resolution

Example:

# This is a queue -level variable (resolved as 6x06 in the scrip
variable . queue. x=1

7.3.3 Priority and priority algorithm

The job queue is a priority queue. It is very similar to a stan&#f@first in ¢ first
out) queue but with an added feature: each element has a priority associated with it.
Elements are dequeued based on their priority rather than just their order in the
queue.

The priority of the job can be set by thiority SE S Odzli A 2y 2LUsiioh 2y 06 &
execution optiony which is a numeric value, set to the valli@ by default.If the
default value of this option is not overridethe queue will behave accordingly to the
FIFO behaviour: the firgueued job will be achievable to a Zagreus Worker first, then
the second one and so oBut if there are jobs in the queue with different priority
values jobs withlower priority valueswill be taken out from the queue earlier (so the



gueue is ordered by the prioritiesJhis way, more important jobs can be put to the
beginning of the queue.

Warning: The wordpriority can be misleading, asigh-priority jobs have
low prioritiy values and vice versa.

There is a cas¢hough, which should be avoided. Assume ttiare are many jobs
in the queuewith different priorities, and higkpriority jobs(i.e. those with lowpriority
values)are regularly put into the queue. Because tember of Zagreus Workers is
limited, these high-priority jobs will always occupy the Workers, so the HJonority
jobs would be waiting for a very long time. To prevent this case, Zagreus offers-a built
in feature calledpriority algorithm The priority algorithm works in the following way
each new job passl to a Zagreus Worker automatically decresise priority value of
all the other, queued jobslherefore over time, the relative importance dhesejobs
will be slowly increased against threewly gqleued jobs
Thisalgorithmcanb@ 6 A G OKSR 2y 2NJ 2FF T NB)Y/srKS %l =
server components YR FNRY GKS %I FINBidzd opacdy A G 2 NJ
applications.



7.4 Hidden jobs

There may be cases when specific jobs are scheduled to run quite ofterthiand
makesmonitoring the other jobs in the Zagreus Client and in the Zagreus Monitor
chalkenging Zagreus offers two solutions for hiding these jobs from monitoring.

7.4.1 The job_monitoring execution option

Hidden jobs can be defined/setting thejob _monitoring  execution option. By
default, it istrue. When it is seto false the executed job i®nly visible if the client
applications explicitly ask for. it

For the Zagreus Client application, this explicit option can be set Iyttbes hidden
jobscheckbox in theFinished job report parametedsalog box seeFigure 4.

Relationship between columns: | AND rows: |OR ~

Lirnit rows: 1000
[] Show hidden jobs

[] Use sorting:
Sort result by Direction
Begin queue time descending

Figure 4¢ TheShow hidden jobsetting in the Zagreus Client

For the Zagreus Monitor application, this explicit option cancbetrolled by the
Show hidden jobsheckbox on the main toolbar of theonnectedserver pane:

] Zagreus Demo Server [connected] !
192.168.30.170:7323  (v1.3.5.7)

Show All | Control Components| | Show users [J show Engine€_ (] Show hidden jobs

Script Mame Version  Subs..
check-report 1.0.0.0 17
Figure5 ¢ TheShow hidden jobsetting in the Zagreus Monitor

Execution options can be set in several wayZagreusseelhDeclaration levels

7.4.2 The invisible result message

The Zagreus Client also provides an applicadievel solution for the
aforementioned problemBy default, he Fnished jobsvindow also filtes out jobs
which havea specific result messagmvisible A predefined condition is set for the



Result messageolumn in theFinished job report parametedsalog as shown ifrigure
6. Since it is an applicatidevel solution, this filter can be changed (®olved by

another filter) to match special user requirements.
This filter works only if the particular script has a res0l & & | 3 SA VB Aja ARt SH

& S SReFylt flowfor understanding resuly’ S & & I 3 SzekityirRl zzdtyrn actions
for setting the resuimessage i:exit — action.

3
nd exec.t.. Exec.mode  Beginque.. End gueue.. Result mes.. Caller Caller type MNumber
Show [ show Show [Jshow [ show [ show [Jshow Show
> <
¥ Condition parameter >
£ >
Relationshi Result message: | <= w HrwlSlbIe |
Lirnit rows:
[] Use sortmg:
| Sert result by Direction |

Figure6 ¢ The condition for thResult messageolumn in theFinished job report parametedsalog

Figure7. shows an example for using tlaeexit  action to set the resulmessage
2T 0 KS AayQGNWaLAGo f(1S2Q ¢y

[al[t][1][E] al[t][1][c]
This is an invisible script message = invisible
in the Zagreus Client (GUI) statuz = finished

Figure7 ¢ The resulimessagenvisibleset by thez:exit  action in a script



7.5 Skipped jobs

Skipped jobss a concept in th&Zagreus Systenthese are scheduled jobs which
were not executedmostlydue to an unexpected server shutdowrhe user can check
these nam-executed (i.e. skipped) jobs by tE@agreus Client and the Zagreus Monitor
applications.

Snce the Zagreuszrver and its databasewere down, there are nopossible
database entries or log messages about which jobs were skipped. Because of this, the
list of skipped jobs can only be estimated later on, when the Server has been restarted.
The system examines all the calculated pointdme according toscript subscriptions
and their underlying time schedule definitigrad tries to figure out if a job associated
with the corresponding script has been queued at the given moment of time.

7.5.1 Skipped jobs in the Zagreus Monitor

In the Zagreus Monitor application, skipped jobs are automatically displayed on the
Timeline(depending on the state of thekippedOK SO1 6 2E Ay GKS { il
Status filte). As it is seen iRigure8., skipped jobs are represented by red triangles.

[{] Zagreus Demo Server [connected]
192.168.50.170:7323  (v1.5.5.7)

Show All | Control Compenents| | Show users []Show Engines [] Show hidden jobs [ Merge lines by scrip

Script Name Version  Subscr.id. Last Status Last Begi

{1 admin task_example 1605 H finiched N S i A

Figure8 ¢ Skippedobs

By clicking on the red triangle icon, tkipped jollialog opens, se€igure9. All
the fields which make sense are filled the same way as foddtiepropertieslialog
6 & S Slobyoperties dialo). Note that the Begin Queue Timéeld shows the
estimated scheduled time, indicating that the job has never actually run.



B " Skipped job d

Info Starting variables  Monitoring variables
lob Properties

Script Mame:  sample_script
Scriptld:  7730421717c5480d98b0beb76badfbd7|81.0.0.0
Script Path:  /admin/sample_script
Script Version:  1.0.0.0
Jobld:  Skipped job
Status: skipped
Worker Id:
Execution Mede:
Begin Queue Time:  2024/03/08 08:23:00 (has not run)
End CQueue Time:
Begin Execution Time:
End Execution Time:
Schedule path:  /admin/every_min
Scheduleid:  d72603847c724adeaf3f98c35aeced38]&1.0.0.0
Subscription id: 3774
Result Message:
Caller Type:
Caller:

Parent Job Id:

Cancel job Show parent job Get log Close

Figure9 ¢ TheSkipped joldialog box in the Zagreus Monitor application

7.5.2 Skipped jobs in the Zagreus Client

In the Zagreus Client, a dedicated window can showskigped jobs for a specified
time interval.By default, this window is not open, the user needs to selecSkipped
jobs windowmenu item from the mailWindow menu. The appearingkipped jobs
window (seeFigurel0.) shows the list of the skipped jobs from the last 24 hours.



" Active jobs [localhost] | 2] Active lags [localhost] | % Execution engines [localhost] | Il Skipped jobs [localhost] &2 o v = 0

Script path Subscription id Schedule path Skipped scheduled time K
~ fadmin/sample_script

5774 Jfadmin/every_min 01.03.2024, 11:01:00

5774 fadmin/every_min 01.03.2024, 11:02:00

5774 fadmin/every_min 01.03.2024, 11:03:00

5774 fadmin/every_min 01.03.2024, 11:04:00

5774 fadmin/every_min 01.03.2024, 11:05:00

5774 Jfadmin/every_min 01.03.2024, 11:06:00

5774 /admin/every_min 01.03.2024, 11:07:00 v

Figurel0 ¢ Cancelling a running job by rigtlicking on the job irctive jobsvindow

The skipped jobs are shown in a tradle, wherethe skippedjobs belonging to the
same scripaire grouped togetherThe script nodes can be expanded or collap&eath
row then contains the following information in its columns:

1 Script path the path of the script that is associatealthe skipped job

9 Subscription idthe ID of the subscription that should have initiated the execution
of the script

1 Schedulgath: the path of thetime schedule thais associatetb the subscription
9 Skipped scheduled timtéte time when the job should have been created

The default grouping and the time interval of the skipped jobs can be modified in
the Skipped jobs window preferencdmlog (see~igure 1.), which can be open by

.y +L .
clicking on the~+" icon.

—*l
S5

From server: | localhost (127.0.0.1:7323) w

Range from: |2024.03.01. [~ | [11:00:00 .

-

Rangeto:  (2024.03.01. [~ | [1200:00/2

[[JUse always current tirme as 'to’

Group result: | By script ~

Figurell ¢ Cancelling a running job by rigblicking on the job idctive jobsvindow

In the Skipped jobs windowpreferencesdialog, the user can set the following
properties for the skipped job estimation:

1 From servedrop-down list
The user can select the Zagreus Server connection from the list of opened
connections



1 Range fromtime selectors
The user can set thgtart time for the skipped job estimatiomy clicking on the
[~ icon, the user can select ttatart date from the appearing date picker widget.

1 Range tdime selectors
The user can set the end time for the skipped job estimation. By clicking on the
[~ icon, the user can select the end date from the appearing date picker widget.

9!'aS ltglea OdaudtlBoxi GAYS Fa wizQ
If set, the skipped job estimation will always take the current time as the end
date, ignoring the value in thRange tdime selector.

9 Group resultrop-down list
The user can select the field on which the skipped jobs will be grouped together.
Possible values ar8y scriptBy subscriptiomndBy schedule

7.5.3 Setting the tolerance

There is a certain tolerance used the calculationof the skipped job listset by the
gueue.skippedjobs.threshold property in the configuration of the Zagreus
Server, se€hMiscellaneous propertiesThe default value is 5000 (milliseconds).

This tolerance value is used when the system is checking if any jobs has been created
at a given calculated point in time according to the subscriptions and time schedules.

Example:

A script calledscript_1  was subscribed and scheduled to be executed at every
hour on weekdays, and the server was down for two hours on a Friday from 10:55 to
13:10.Assuming that no further issues were experienced with Zagreus Server on this
day, there are three skipped jobs feeript_ 1 (at11:00 at12:00and at13:00.

After the Zagreus Server has been restarted, and the client applications are
connected again, there are ways to check if there was any skipped jobs during the
shutdown period (se€bSkipped jobk Possible skipped jobs are always calculated in
a userdefined time range. So, if the user likes to see the skipped jobs fam on
Friday the system calculates points in time wheoript_1  should have been
queved:n nYnnz nmYLh00x12:00H18:00até To Xind out the mechanism
checks if there were any corresponding scheduled jobs queued around these times.



Because of the fact that queuing is not happening immediately, the checkout for
finding these jobs needs to use a tolerance: if the tolerance is set to 5000 milliseconds,
it means thata job corresponding toscript 1  (started by the corresponding
subscription) queuedt 09:00:04.100is accepted asne started at 09:00, since the
time difference is only 4100 milliseconds.

Example:

# This setting increases the tolerance to 10 seconds
gueue.skippedjobs.threshold=10000



7.6 Cancellation

Job cancellationcan be initiated by the user manually or the automatically by the
Zagreus SystenCancedition is especiallyuseful when:

1 thejobis running for anunreasonable long period of time

1 the job execution is hanging and not responsive

1 thejob has been started accidentally

1 the memory consumption of a Zagreus Worker exceeds the configured limit

7.6.1 Manual cancellation
The user can cancelsinglejob manually in several ways

1 in the Zagreus Client, via rigblicking on the job in thé&ctive jobsvindow:

@ Active jobs [Zagreus Demo Server] &2 | & Active logs [Zagreus Demo Server] %%, Execution engines [Zagreus Deme Server]

Job 1D User D Script path Version
Oaef543f-0ela-4169-bbd2- b2fd 179359 1 /admin/connections/sample_scrint 1nnn
Open script

Cancel job

Cancel all jobs...

Figurel2 ¢ Cancelling a running job by rigblicking on the job idctive jobsvindow

1 in the Zagreus Client, via rigblicking the particular Worker row in thHexecution
engineswindow, on Worker Information tab:

n Active jobs [Zagreus Demo Server] 1) Active logs [Zagreus Demo Server] %%, Execution engines [Zagreus Demo Server] &2

Worker information  Worker-controller logs

Warker Controller Worker id Status Enabled  Started CPU cores Job id
v Worker Controller 1 Running 28.03.2023, 11:08:03
1 Idle yes 06.04.2023, 13:3:17 6
2 ldle yes 06.04.2023, 13:39:35 6
3 Busy yes 06.04.2023, 13:37:47 & Dae¢ L
4 Idle yes 06.04.2023, 133751 6 ERabieons

Disable worker
Stop worker
Restart worker
I Cancel job l

Cancel all jobs...

Start new worker...

Figurel3 ¢ Cancelling a running job by rigtlicking on the job ifExecution enginesindow

1 in the Zagreus Monitor, clicking on tl&ancel jokbutton in the Job properties
dialog box, se€hJobproperties dialog



B Daef343f-0ela-4169-bbd2-b2fd17cf3359

Infao
Job Properties
Script Marme:

Scriptld:

Script Path:
Script Version:
Job ldk:

Status:
Waorker Id:
Execution Mode:
Begin Queue
End CQueue Time:
Begin Execution
End Execution Tirme:
Schedule path:
Schedule id:
Subscription id:
Result Message:
Caller Type:
Caller:

Parent Job Id:

Cancel job

Starting variables  Monitoring variables

sample_script

a14ff341c5504d5eBeba7dcbalt316d3]&1.0.0.0

Jadmin/connections/sample_script

1.0.0.0

Daef343f-0ela-4169-bb42-b2fd17cf9359
running

1.3

direct

2023/04/06 13:39:28

2023/04/06 13:39:28

2023/04/06 13:39:28

gui

Show parent job Get log

Cloze

Figurel4 ¢ Cancelling a job with th€ancel jolbutton in Zagreus Monitor

7.6.2 Multiple cancellation by job statuses

In the Zagreus Client, there is a way to cancel multiple jobs at onceCareel jobs
dialog box(seeFigure b.) can be opened by the following menu items:

1 right-clicking the job irActive jobswvindow (seeFigurel2.) and selecCancel all

ec20ax

1 right-clicking the worker ifExecution enginesindow (see Figurel3.) and select

I+ yoOst

Ff

c2oaxX

1 right-clicking the servedefinition node and selectAdministration options /

I+ yoOst

Ff

c2oaxX



8 Cancel jobs x

[ Running
[ Queued
[ Suspended
[ starting
[ Debugging

Cancel jobs Close

Figurel5¢ TheCancel jobslialog box

In the Cancel jobsialog box, the user can filter which running statuses are going to
be cancelledFor a list ofob statusesseelhJob lifecycle

7.6.3 Cancellation by the zs:cancel action

Cancelling can also be done usingzbeancel action in a scriptrigurel6.shows
the case when the action cancels one particular job, identified by its job id.

al[t][][e]

connection-name =

job-id = Daef543f-0ela-4169-bbd2-b2fd17cf9359

Figurel6 ¢ Cancelling a job with thes:cancel  action by jobid

Thezs:cancel action can also cancel multiple jobs just like using the Cancel jobs
dialog in the client applications (sé€gMultiple cancellatiorby job statused. Figure
17.shows an example for cancelling all the jobs wjtleuedandrunningstatuses.

al[t][1][c]

connection-name =

status = gueued;running

Figurel7 ¢ Cancelling all jobs with thes:cancel — action by job statuses

7.6.4 Zagreus Server startup and shutdown cancellation

Jobs can be cancelled automatically on Zagreus Server startup at shutdown. This can
be configured in theconfiguration of the ZagreuServer (sedb Zagreus Server
configuratior). The following settings are configurable:



1 server.canceljobs.onstop
If this boolean setting is true, the server will cancel all jobs on shutdown that have
one of the following job statusqueued starting, running suspendedand
debugging The default value is true.
Cancelling the jobs during shutdown is recommended in order to prevent jobs
remaining in an inconsistent state. Though a Zagreus Worker can still continue to
execute a job when the Zagreus Server is shut down, the queue is not active on
the server side, sthe Server and the Worker cannot be synchronized anymore.

1 server.canceljobs.onstart
If this boolean setting is true, the server will cancel all jobs on startup that have
one of the following job statusqueued starting, running suspendedand
debugging The default value is false.
This is useful when there are jobs left in the queue (stored in the queue in the
database when the Server was down) which the user does not want to execute.
Practically most of these jobs are in an inconsistent state anyways, so cancellation
of all jobs iighly recommended by using tlserver.canceljobs.onst@etting.

7.6.5 Zagreus Worker automatic restart cancellation

The job status can beanceledn the rare case when the communication between
the Zagreus Worke€ontroller and the Zagreus Worker has been lost. If the duration
of communication outage exceeds the default 30 seconds value, the WGdkatroller
automatically restarts the particularagreus Worker. If there was a running job on the
given Worker, the status of this job will be setdanceled

The defaultthreshold of this behavior can be set in the Zagreus We@ntroller
O2y FAAdzNI GA2Y Wokaé-@lSed  Rypperties, with the
workercontroller.workerrestarttimeouproperty.



8. Scripts

Scripts are the most important resources in tdagreus SystemThey contain
executable actions in a flexible structure which makes possible to define a proper
execution order for the actions and the dataflow pipeline among the logical parts of
the script.

Scripts use a hierarchical model to define a sequence of executable a&wiitms
are the basic building blocks of the script, so the script resource is a container for its
own actions. Scripts contains all the actions that belongs to the same logical workflow.
Scripts are stored in a XML formata S SMLMgepresentatio); but they are viewed
and edited in the fullyfeatured Script Editor in the Zagreus Clent & $&ipt Eylitor

Though templates are technically different resource types, they strictly belong to
the script execution mechanism, so they are described in this chapter as well.



8.1 Actions

An action represents a basic function or feature tltain be executed.Ilt can
transport or transform data as well as perform complex operations in the background.

8.1.1 Action groups and action name

Actions are divided into logical groups (Action groups, féeg.mail or db).
Each action has a unique, fully qualified name containing two parts separated by the
GYé¢ OKFNYOGSNY GKS | OGA 2y fileddd® dzlod diisyl .t S
All actions in the same group have the same action group qualifier. The basic form is
then:

<actionGroupTitle>:<actionName>

[ json

(= kafka

= Idap ]
ldap:connection
Idap:search
Idap:test

= mail
= Microsoft
= MSTR Administration
= MSTR Reporting
Figure 1¢ Actions are listed in groupm the palette

Technically this is stored as a namesppogfix and element name in the XML
correspondingly. Fullgualified names are useful to avoid collisions (for example,
db:connection  andldap:connection actions are different actions). This name is
always written on the action icon or container (depending on which view mode is used,
see alsdbView mode}

8.1.2 Action attributes

Attributes are the input parameters of the action, they store nawadue pairs,
similary to the case of XML attributes. The user can set a parameter by selecting the
attribute name andspecifying its value.

Action documentation can be displayed by rigiitking on the action name in the
palette (see alsdbAction help.



8.1.2.1 Predefined and common attributes

There are predefined attribute names for each action, which are aepEtific
inputs for the particular feature, and there are also common attributes which can
freely be used for every action. These latter define some common functionality, e.g.
the output common attribute is used for storing the result of the action in a file
resource.

a][t][T][e]
path = fusers/Demo User/scripts
filename =
details = true
recursive = false
cutput = fusers/Dema User/file_list.tet
Figure 2 File:dir action with a common attribute
For example, irFigure 2, the file:dir action has four pralefined attributes

(path, filename, detailandrecursive, whileoutputis a common attribute which was
added manually.

The predefined attributes are shown in the Script Editor after deagtdropping
an action from the palette (when the view mode is sefd| see alsdbhThefull view
mode). The common attributes can be dragd-dropped to an action from the palette
too.

Attributes can be edited in several ways in the Script Editor[bgédtributes.

8.1.2.2 Required and optional attributes

There are attributes which are required (mandatory) to be able to process the given
action. These attribues must be filled by the user. Sometimes these values are already
filled when the action is created in the Script editor. Required attributes areatetic
in the Documentation dialog, sd&Action help If the value of a required attribute is
left empty, an error will be thrown.

Other attribues are optional, i.e. they can be left empty. Optional attributes can still
have a default value even when they are not specified, see also the Documentation
dialoglAction help



8.1.2.3 Attribute value types

Textual, numeric and date types are stored as textual values and checked only

during the execution of the script.
There are somsepecial types though, which can restrict the value selection:

9 elements from a list
there are attributes that expect their values from a predefined list. The user can

select a list element from thAttributesdialog box seelhAttributes

(L

Mame Value

name
filenarme

content-type application/pdf v
application/json
application/octet-stream
‘application/pdf
application/zip
image/jpeg
image/gif
image/png
text/htrml
text/plain

Figure 3 An example for the list selection of an attribute in thtributesdialog box

9 boolean
other attributes can have a boolean type logical valudras/false This is also

selectable from a combo box in tiAdtributesdialog box, se€bAttributes



(L

MName Value
connection-name

resource-id

resouUrce-name

perrnanent false v

Figure 4¢ An example for a boolean type attribute in thétributesdialog box

8.1.3 Action content

Actions can contain further elements inside. In some cases, child content is needed
for the proper action performance (for examplmail:body is needed as a child
action ofmail:send  parent action), while in some other cases a dataflow pipeline is
implemented by this way (aail:attachment parent action contains file:read
child action, in order to attach a file to the email). Sometimes a simple textual content
Is enough as an input for the particular action (for exanygley action).

8.1.3.1 Textual content

An action can contain a simple textual content just like PCDATA in an XML element.
Some actions expect text content only (egog , db:sgl ), while others can process
textual content and other child action content together (eggst:call ).

Textual content is processed in U Encoding.

ElIRINIE

level =

nul-fermat = null

This is a log message.

Figure 5¢ Textual content of a:log  action



Textual content can be edited in several ways in the Script EditoF}seecontent

8.1.3.2 Child action content

Actions can also contain child actions. They are special or general inputs for the
given action. The ouput result of the child actions serve as the input of the parent

action.
C2NJ (GKS
OKSO1Ay13

2NRSNJ 2F

4

0dKS

al[t][1[c]

LINGI D Sfdedchwfoa, rdsud diowidry & =
NB & FizfelininglaiindS t Ay Sas OKSO|

m

xshvalue =

merging = false
encoding =

log = true

write-xml-header = true

x8l= fusers/Demo User/ < -filesystem- > /sample.xsl

al[t]re]

&l (1.1 fileread

binary = false

encoding = UTF-8

filename = fusers/Demo User/<-filesystern-=/input.xml

Figure 6¢ An example for a child action serving as an input to the parent action

There are several types of child actions:

1 Achild action which provides output for further usage
This is the most general case: a child action generates an output which is used as
an input of the parent action. See result fldlyResult flow.

IEIITIITIIFI

output = test.zip

password =

B 11 zipitem B 1.2 zipitem
[a][t][T][c] [a][t][T][c]
[ filename = out.bet || [[fiename = out2.tct |
111 1.21
file:read file:read

Figure 7¢A zip:file

parent action uses the outputs of thap:item

actions

a

(

.



They also pipeline data from their oviife:read action children

1 Somechild actiors can be used with a particular parent
these child actions make sense only with the parent action together, and the
parent actions may need them as a mandatory child action or as an optional one.
For example, actiom:in can and must be the child of actiarforeach , just
as the relation betweemail:body andmail:send

ie‘EEE‘ble e B 3 mail:send
- al[t][[c]

parallel = 1 connection-name = connection nam

monitor-counter = false from = your address

multipart = true
d
—

z:in

mail-body

Figure 8 Child actions belonging to particular parent actions

1 Achild actionthat behaves as an attribute
In some rare cases, setting an attribute value is not possible or not convenient for
an action. In these cases, an attribute can be changed to a child action which has
the same name as the attribute was. There is a context menu to do it in the Script
editor, seelbAttribute as child element
These are sagalled pseudeactions because they do not exist in the palette and
there is no list of their possible names. Any predefined attribute can be converted
to a child elementFigure 9shows a use case where an attribute value would be
read from a file. The first and second picture behave just like the samgdie
nameattribute was converted to adf:pdf - name child action. Then in step 3,
the original value was replaced for one that is set lijeaead action output.



B [1 pdfioad
al[t][1][c]
pdf-name = /admin/<-filesystem- > /temp/sample.pdf

encrypt-output = false

B[ pdfload
[al[t][t][c]
| encrypt-output = false

B 1.4 _pdf pdtname
EIRINIE

fadmin/=-filezystem-=/itemp/sample.pdf

B 1 pdfload
[al[t][T][c]
[ encrypt-output = false |

1.4 pdfpdtname NN
EAIRINIE

#l 111 fileread
a|[t][1][c]
filename = fadmin/pdf_file_name.tct

binary = false
encoding = UTF-8

Figure & Usage of an attribute converted to a child action



8.2 Order of execution, result flow

In Zagreus, script execution follows a comprehensive logical pattern in terms of
execution order of actions andput-output data flow. The order of execution can be
imagined horizontally (sibling actions are executed one after the other), but the data
flow is going vertically, from inside to outsidefrom the child action to the parent
action. This way, a wide vaty of use cases can be implemented easily in a Zageus
script.

8.2.1 Ordering numbers

Each action has an ordering number. This is visible before the action name in the
Script editor.

On the root level (i.e. canvas) the ordering numbers are simple ordinal numbers like
1, 2, 3 etc. Following the hierarchical model, child actions are numbered with prefixes
of the ordering number of the parent. Thus, the first child of Action 2 will haee t
ordering number of 2.1.

In FigurelO., a general structure is demonstated:

[a][t][T][c]
1 1
z:block z:block
ElRINE
[a][t][T][c]
2.1.2 |
1 1
z:block z:block

Figure 10; Parentchild actions and siblings

8.2.2 Execution of an action

The execution of an action consists of three different steps



1) Processing and evaluating the attributes
All attributes from the predefined list of the action are read by the processing
engine. If neededyariable references in attribute values are resolved at this

point.

2) Processing childlements
If the action contains any child elements (i.e. child actions or textual content),

they are executed.

3) Processing the actual action
After processing all possible inputs for the action (i.e. attributes and child

elements), the processing engine finadlyecuteghe actual action.

8.2.3 Result of an action

Executing an action does not only metdnat the given action performs a specific
task, but it can also produam output calledaction result For example, the result of
afile:read action is the content of the specified file. The type of the action result is
2yS 2F GKS %l INPdztypRsd GF GeLlSaz asSsS

The result can be accessed in one of the following ways:

1 Implicitly propagated
If an action has a result, it is always implicitly propagated upwards to the parent
I Ol A 2 yBEipel&iSgSictibhs

i aliasandaliasglobalattributes
The action result can manuated G 2 NS R Ay | & ONFahd}byd | NRK |
the aliasandalias-globall (i 4 NR& 6 dzi&saa alias§|Soaldiyibutes,

1 output, debugoutput andworker-output attributes
The action result can manually be stored in a simple file byotitput, debug
outputo & S Suiplihdebugoutput andoutput-encodingatiributes) and worker
2 dz(i LIdzh warker® Sputldgiribute) attributes

8.2.4 result-message of the script

The script itself can also have an output that is stored in a job property caleitt
messaged & S Sob Mopertiek The resulimessage of the script is a textual value



which can provide useful feedback for the user about how the execution went. It can
be set in the script by the:exit action, or by theexitmessageattribute of any
I Ol A 2 yexit aadSeSitmEbsage attributedt can be read fronthe finished job by
the Finished Jobs window in thél 3 NB dz&a [/ FikisSef ipbsavan @) theldpb
properties dialog of theal I NB dzA a 2 yIbhib®ttied &8 or By the
zs:jobinfo andzs:joblist actions.

For example, if the script ran successfully, the last action canZexa action
with a humanreadable message that can be seen in the Finished Jobs window in the
Zagreus Client. This way, not only the job status would inform the user about the status
of the script but also the result message can reinforce the successful execution.
Another possible use case could be to distinguish multiple scenarios where the script
execution was successful.

8.2.5 Basic traversal of the actions

Script execution always starts with executisgsion 1 . This is the entry point of
the execution for the whole script.
Actions with child contents are processed in the following way:

1 The parent action processes its own child actions first (if any) in the order of their
ordering numbers. This happens in a recursive manner.
1 Then the action itself is processed, i.e. it is performing its own function

In the example oFigurelO., the execution order is the following:

1) Execution starts withAction 1 . This action has child actions, so it processes
them first.Action 1.1  andAction 1.2  are processed one after the other.

2) ThenAction 1  itself is executed. If there were any outputs of its children, it can
use it as its own input, sdé&yPipelining actions

3) Execution is followed byction 2 . It has a child actioniction 2.1 , so
Action 2 starts to process its child first.

4) Action 2.1  also has children, so it processes them fifgttion 2.1.1 and
Action 2.1.2 are processed respectively.

5)Action 2.1  is executed. If there was any output from its child actions, it can
use them as its own input, sé&Pipelining actions

6) Action 2  is executed last. It can also use the outpufofion 2.1  as its own
input.



So the execution order is:

Action 1.1
Actionl .2
Action 1
Action 2.1.1
Action 2.1.2
Action 2.1
Action 2

8.2.6 Special control flow statements

Control flow statements change the flow of execution. Following the logics of
programming languages, Zagreus has several control flow statement actions and
attributes. These structures are used in the script in order to control the flow of
execution base@n a condition or a loop definition.

8.2.6.1 z:if action

The z:iif  action is a conditional control flow actiothat allows to execute a
different child action of the parent action, based on a specified condition. This
condition is set in théest-exprattribute. The dedicated children elements aréhen
andz:else . For example, the script displayedfigure 11.printsef S&da GKIFy FAL

[al[t]T]lc]

|name=x |

3

[a][t][T][c]
[ testexpr = x<5 |
~ [21 z:then NN
ERNE ERNE
[~ [211 zlog W
BRNE BRNE

less than five at least five

Figure 11¢ Example for a:if ~action



8.2.6.2 test-expr attribute

Thetest-exprattribute is also common attribute, i.e. it can be set for all actions, not
just forz:if  (see previous subhapter). The evaluation result of the attribute decides
whether the action is to be executed or néligure 12shows an example for the usage

of this attribute: theAction 4  will not be executed because the expression specified
evaluates to false.

[a][t][T][c] [al[t][T][c]

[ name = x | |gizprayed

3

[a][t][T][c] [al[t][T]c]

[ testexpr = x<5 | [[testexpr=1x>5 |
displayed not displayed

Figure 12; Example for theéest-exprcommon attribute

8.2.6.3 z:switch action

Thez:switch  actionis a control flowactionthat allows one selection of several
choices to be executed, based on a specified condition. This condition is setastthe
exprattribute. The dedicated child elements arease andz:else . Former sub

actions define what to execute on the matching condition, latter is the default / else
branch.

[al[t][T][E]
|te.st-expr=x |
~ |21 zcase NN [22 z:case NN
[al[t][1][c] [al[t][1][c] [a][t][1][c]
[value =1 [ ] vale =2 |
~ 214 ziog N |~ 221 zlog NN [T I
EinniE EIRINIE all other cases
case ong case two

Figure 13, Exampleof az:switch  action



8.2.6.4 z:for action

Thez:for actionis a control flowaction that allowsto iterate over a range of
numbers. The content of the:for action is executed within each iteration. For
exampleFigure 14shows azifor | OUA 2y GKAOK f23a GKS ydzyo

a[t][1[c]

loop-counter = |

fram =1
to=10

al[t][t[c]

level =

nul-format =

Si

Figure 14 Exampleof az:for  action

8.2.6.5 z:foreach action

Thez:foreach  actionis a control flowaction that allows an iteration over the
elements of a pralefined list. This prelefined list has to be defined in the mandatory
z:in first child element which can also be specified as the attribntén Figure 15
the foreach loop logs the first ten prime numbers.

[al[t][T][c]

[key =k |
~ [14] zin

[al[t][T][z] [a][t][T][c]
§([2,3,5,7,11,13,17,18,23,25T} | [sk

Figure 15 Exampleof az:foreachaction

Thez:foreach  action has a special parallel thread feature, dég”arallel threads
in the z:foreachaction



8.2.6.6 z:while action

Thez:while action s a control flowactionthat allows to repeatedly execute the
content of the action as long as a given condition is true. The condition is evaluated
before each iteration.

In Figure 16 a fourelement list is defined as variab$x. InAction 2 , another
variable,$j is used as an index counter, which value is increased by 1 in every loop
iteration in Action 3 . The condition in the:while loop checks if the next list
element is not null, in this case the loop body (childgeh and3.2 ) is executed and
the condition is checked again. The result of the while loop is the loggelist
elements one by one.

For better understanding of engine expressions, §gengine expressions

[al[t[M[e] [al[t[[e]
[name = x | [[test-expr = not isnull(=[1) |
Elistfa" b’ ")}
[allt][T][e] [al[t[T][e]
actual list element is: S} SHi=j1}
[al[t[M[e]

[name = |

S{number(1}}

Figure 16 Exampleof az:while  loop

8.2.6.7 z:do-while action

Thez:do - while action s a control flonactionthat allows to repeatedly execute
the content of the action as long as a given condition is true. The condition is evaluated
after each iteration, so (in contrast witwhile ) thecontent of the action is executed
at least once

8.2.6.8 Goto expressions

If a goto expression is defined in the Script Editor (3g®ecript Edito), it allows the
execution of the script jump to a different action (on the same sibling level). For
exampleFigure 17shows a goto expression setAction2 . Since the goto condition
is true,Action 4 will be executed right afteAction 2



[BI[TI[ T[]

[ name = x |

2

= |2 z:block (|
[a][t][T][c] BRnE

' ¥ Manage goto expressions

BiRnE Current goto expressions:

label = target

| 9 | Geto condition Goto label
ixxl target

Figure 17 Exampleof a goto expression
8.2.6.9 z:break and z:continue actions

For loopactions(z:for , z:foreach , z:while , z:do - while ) therearetwo
further actionsin orderto control the flow of execution. They need to be used inside
the body of theloop.

1 z:break
It terminates the execution of the current iteration and the processing engine
continues executing the next action after the loop. So it exits the loop early and
skips any remaining iterations.
In Figure 18.a list$x is defined with mixed elements in it, the 5th element is a
number, all the others are of text type. Inside thdor loop, az:if action is
checking whether the current list element is a number. If so, it breaks the whole
loop, until then it logs the corresponding elements of the list. The result would be
QIAPXBAMOR Q



[a][t][T][c] a][H][T][c]
[name = x | loop-counter = i
Sflistla’'b,'c,'d, 12, 'F, g} from =1

to = §{lengthix)}
step=1

loglevel = user

ECEEE
[al[t][1][=] EllRINIE
|te.st-ex|:|r = isnumber(x[i]) | T

ElRniE

‘ 2.1.1.1

z-break

Figure 18& Example for:break : the firstoccurrence of a number breaks the loop

9 z:continue
It also terminates the execution of the current iteration, but then the engine
jumps immediately to the next iteration. It does not exit the loop itself, only the
current iteration.

[al[t][T][e] al[t][[c]
[ name = x | loop-counter = i
S{list(fa, b e, 12, °F, g T from =1
to = §{length(x)}
step =1
Ioglevel = yser

~ 121 z:continue NN
[a][t][T][c] BlRnE
[ test-expr = isnumber(x[i]) I

Figure 1% Example for:continue  : numbers are not logged

In Figure 19 a similar example is shown askigure 18 but this time, a simple
common attributetest-expr is used to evaluate if thecontinue  is executed or not.
In case of a number, thelog is not executed, so the result 8 |- YQOUOOKRICRNA
$v3Q



8.2.6.10 z:exit and z:return actions

There are two special actions thatmediatelyinterrupt job execution:z:exit and
zreturn . Aside from the fact that they break the execution flow, they can set the
resultor the resultmessageof the script as well, selehResult flow

1 zexit exits the execution flow and sets the resoiessage of the script as well
4 GKS 2206 adl Gddza 6 F 2 NIhSE Herikc) Bis &tohNNE NI
Is useful in error handlergigure 20shows an example where, after catching an
error with az:on -error , the z:exit action immediately interrupts script
execution witherrorstatuso & S $b Ifigcycleand a custom result message (see
Mresultmessagef the scrip).

[al[t][T][]
ElIRINIE [al[t][t][c]
| path = nonexistent_path |
a|[t][1][e]

message = Path was not found!

status = error

Figure 20; z.exit  action controls the script status and resuliessage

1 zreturn  exits the execution flow and sets the result of the scripigure 21
demonstrates an example for usiageturn . Itis highly recommended that the
zreturn  action should be the last action of the execution flow, as any other
actions after this would not be executed!

ElRNE ElRNE
Starting execution...
[al[t][][c]
[ path = /admin/scripts/example-script |

Figure 21¢ An example formz: return  action



8.2.6.11 exit and exit-message attributes

Theexitattribute immediately exits the execution flow, just like thexit  action
in the previous chapter. If thexitmessageattribute is also filled along with thexit
attribute, the result message will be set to the specified value.

8.2.7 Parallel threads in the z:foreach action

The actionz:foreach  has a special featuret can use parallel processing for its
iterations. In some important cases, it can make the execution much faster. For
example, there is a long list of email addresses, any simple loop would send emails one
by one which can take a lot of time. In this catbe order of the addresses (as well as
the order of email sending) is not important, so parallel execution threads can do the
job faster.

Normally, the execution of an action is processed intiaen threadof the particular
engine. The main thread is the first thread created by the Java Virtual Machine (JVM)
when the engine starts running. All actions are executed one by one in this thread. The
JVM thread id of the main thread s This is called singtbreaded or sequential
execution type.

In contrast, parallel execution is when multiple tasks are executed simultaneously.
In order to do this, it is necessary to create and manage multiple threads. There is a
special attribute parallel for z:foreach , it is set tol per default (sequential
processing). When it is set to greater than one, thfereach  action works as
following:

1 It creates a new child thread for all iterations (regardless ofpthrallelsetting)

1 It allows these threads to be executed at the same time but only according to the
parallelsetting. So whe.J- NJ f farfsl theré avet5 iterations, then each child
thread will be executed in a controlled way, so that only 3 of them can be
executed at the same time.

1 Two variables can be obtained in the loopgireadld (the JVM thread id) and
$parallelThreadld (Zagreus managed parallel thread id).



al[t][[c]

key = variable_name

parallel = 1
ElRINIE ElIRINIE
H[1,2,3,4,5; Thread id: Sthreadid

Parallel thread id: SparallelThreadid

Figure 22; Sequential processing #foreach

In Figure 22 the sequential processing is shown with thét NJ-  fseftihgl Ehen ¢
result of thez:foreach  loop in the logfile is:

<"1" z:foreach>
<"1.1" z:in>

</"1.1" z:in>
<"1.2" z:log>
Thread id: 1
Parallel thread id: 1
</"1.2" z:log>
<"1.2" z:log>
Thread id: 1
Parallel thread id: 1
</"1.2" z:log>
<"1.2" z:log>
Thread id: 1
Parallel thread id: 1
</"1.2" z:log>
<"1.2" z:log>
Thread id: 1
Parallel thread id: 1
</"1.2" z:log>
<"1.2" z:log>
Thread id: 1
Parallel thread id: 1
</"1.2" z:log>
</"1" z:foreach>

It means that there is a main thread (JVM thread$ithreadld=1 ) and a single
threaded processingog@rallel=1setting, the$parallelThreadId =1 as well).

al[t][1[c]

key = variable_name

parallel = 3

[al[t[T][e] [allt][T][e]
H[1,2,3,4,51} Thread id: Sthreadid
Parallel thread id: SparalleThreadid




Figure 23; Parallel processing inforeach

In Figure 23 three parallel processing threads are set with NJ f f TS résdlto €
of thisz:foreach is the following:

<"1" z:foreach>
<"1.1" z:in>

</"1.1" z:in>

<"1.2" z:log>

<"1.2" z:log>

<"1.2" z:log>
Thread id: 1027
Parallel thread id: 1
</"1.2" z:log>
Thread id: 1028
Parallel thread id: 2
Thread id;: 1029
Parallel thread id: 3
</"1.2" z:log>
</"1.2" z:log>
<"1.2" z:log>

<"1.2" z:log>
Thread id;: 1031
Parallel thread id: 2
Thread id: 1030
Parallel thread id: 1
</"1.2" z:log>
</"1.2" z:log>

</"1" z:foreach>

It shows that Z:log actions started at the same time, and after they were finished,
two others were started in parallel again. So the 5 iteration was executed in a way that
maximum 3 of them were executed at the same time in parallel.

LYy GGKA& OF aSs %%k aINBdzaA YIFAYyOl Ay1iR3andLI NI f
the actual JVM thread id is different for all the iteratiod927,1028 X, 1030 due to
the implementation of the Java threading system.

@ Info: The parallel setting is limited by the licence setting as. well

8.2.8 Templates

Templates define reusable parts of a script. The actimmplate  is used for this
purpose. The child actions aftemplate  will be executed when the template is



called by thez:call -template action. Action z:template also can handle
parameters with its optional child actionparam .

Figure 2. shows an example for using a templatetion 1  defines the template
and its parametek, which has a default value a €This default value will be applied if
the given parameter is not specified at theall - template action.)

BothAction2 andAction3 call the template. Referencing the template is done
by matching thenameattributes, which isx G S Y LJt ik thi§ examipleAction 2
calls the template without specifying any parameter, whilgtion 3 is calling the
template withx=¢2¢.

= 1 ztemplate = |2 z:call-templat 7 |3 z:call-templat
EHIRNIE HIRINE [al[H1[[e]
| name = template_1 | | name = template_1 | | name = template_1 |
falltiTl[c] AIRINE
[ name = x | [ name = x |
3 2
HIRNIE
“alue of x: 5x

Figure 24; Calling a template with and without a parameter

The result of executing this script is the following:

<"1" z:template>

</"1" z:template>

<"2" z:call - template>
<"1.2" z:log>

Value of x: 3

</"1.2" z:log>

</["2" z:call - template>
<"3" z:call - template>
<"1.2" z:log>

Value of x: 2

</"1.2" z:log>

</"3" z:call - template>

Action 1  is not executed, hence it is just the definition of the template: without a
z:call -template action it would never be executed. Wheéwtion2 andAction
3 call the template, the content of the template is executed: Actming 1.2 5
logging the value of parameter which is different in the two calls.



8.2.9 Result flow

8.2.9.1 Pipelining actions

Most of theactions produce output data, which is callg¢teir result This result is
used as the input of the parent action. In this wHye usercan create a pipelingke
processingof data. InFigure25., the output of thefile:read action serves as an
input of thexslt:transform action. Its output is the input of theslog  action.

al[t][t[c]

level =

nul-format = null

a[t][1[c]
xgl = fadmin/<-filesystem- = /common/samplexsl
write-xml-header = true

merging = false

#l 1.1 fileread
al[t[][e]

filename = fadmin/ < -filesystem->/commen/input.xml
binary = false
encoding = UTF-8

Figure 2% Data flows from child to parent action

There can be multiple children within one parent action. In this case, it depends on
the parent action implementation how it will be handled. For exampldsigure26.,
the file:write parent action can receive multiple chunks of input data from the

correspondindile:read children action, and it can merge them together with the
I LILJIS ¥ R latfribudebzS ¢

al[t[1][c]

connection-name =

filename = /admin/temp/merged
append = true

enceding = UTF-8

bom = false

faljlailal

file-read file:read file:read

Figure 26&; Data flows from child to parent action



8.2.9.2 alias and alias-global attributes

Aside from the pipelindike dataflow, there are other ways foass the result data
among actions. Many times it is not practical to produce data directly inside the action
that would use it, or the script is more readable doing it otherwise.

One good solution is to use alias attribute. It creates a variable (see al§b
Variable$ out of the result of the action, and that variable can be used at any point in
the script within the same local scope (sEgl.ocal scopk In this way, the pipeline
like result flow can be avoided, and a horizontal result usage can be implemented. In
Figure27., the threelevel pipeline is modified fronfrigure25. with the use of the
I £ AL &r ¢ NB attibuiep 12 Erdatess &$tesult of xslt variable in the
background that is used in thelog action later.

Info:Thealiasattribute creates a variable with a local scope. If you n¢
a global scope variable, use thkasglobalattribute!

[%i [1 xslt:transform

al[t][1][c] al[t][1][c]

xsl= fadmin/<-filesystem->/commeon/sample.xs| level =
write-xmi-header = true nul-format = null
merging = false Sresult_of_xsht
alias = result_of_xsh

EIRINIE

filename = fadmin/< -filesystem-=/common/inputxml
binary = false
enceding = UTF-8

Figure 27 Using an alias attribute for result-ese

8.2.9.3 output, debug-output and output-encoding attributes

When the result is simply needed to be written into a file, theput attribute can
be the solution. It specifies a filename with a path where the output result data will be
written. In Figure28., the output of thexslt:transform action is written to the
specifiedoutput.datfile.



al[t][c]

xel = fadmin/<-filesystem->/common/samplexs|

write-xml-header = true
merging = false

output = fadmin/ < -filesystemn-= foutput.dat

I

filename = fadmin/< -filesystem-=/commen/input.xm|
binary = false
encoding = UTF-8

Figure 2&; Using an output attribute for storing the result

Thedebugoutput attribute behaves in the same way as the output attribute does,
but it is processed only when the script is executed in debug modetseebugging
in the Zagreus Client

If the output is textual data, the outpwgncoding attribute can be used to set the
encoding of the written file.

Info: Even when thaliasand output attributes are set, the result of th
action will still be propagated to the parent action.

8.2.9.4 worker-output attribute

Theworkeroutput attribute behaves the same way as thetput attribute described
in the previous chapter. The only difference is that the output is written into the
Yl ANB dza 2 2 NJ S NILGEA filS & i SerZagieasS/&okifigtead of
the embedded database or the local filesystem.

8.2.9.5 no-result attribute

In some cases it is needed to explicitly tell the script processor not to propagate the
result of the action upwards to the parent action. For example, the output is too large
to store it in the memory. In such cases thenesult attribute can be used. Tdoes
not affect the behavior of the output and debwgitput attributes.



8.2.9.6 eval-output attribute

If the result of the given action is of a textual type, in some cases it might be useful
to be evaluated as an engine expression (see [&go1gine expressiohsBy using the
eval2 dz( LddzG I ¢ G NHzS¢ aSGdAy3as GKS NBadZ G Aa S
parent action. InFigure 3., the result of the file:read action is evaluated before the
LI NByid Tyftz23 FOGA2Yy LINRPOSaasSa AGz az (GKS
be logged by resolving the $y string part to the value of variable y.

=l input.txt [1.0.0.0] (file) &2 @' eval_output [1.0.0.0] (script)
The wvalue of y is: %y

] (file) @ eval_output [1.0.0.0] (script) &2

[allt][T][c] [al[t][t][e]
| name = y | #l 21 filerread
variable_value a|[T1[T][c]
filename = fadrnin/rescurces/input.bot

binary = false
eval-output = true

Figure 29; Evaluating the file:read result

Info: Common attributes that are related to logging (llkg, log-result
attributes) might be considered as a special type of result flow as
during the execution of théagreus script.

8.2.10 Result attributes

In many cases, not just one single result is expected as an output of an action, but
many other output parameters related to the result. For example, if a result is a list
type data, it can be useful to know the number of rows of the result, or the nurober
processed lines of a complex action ldéemigrate . These additional output data
attributes are set after the execution of a particular action and they are cafledlt
attributes.



For the specific list of all possible result attributes for an action,lgkction help
about action documentation

Contrary to theresultdata, one must explicitly refer to the result attributes in order
to check their values. The result attributes are mapped together as an associative array
with namevalue pairs.

For example, for as:list  action, there are two result attributes definecowcnt
(the number of rows of the result) arekecution_timdthe execution time of the action
in milliseconds). After thes:list  execution, a special associative array is generated
with values likeJrowcnt: 16, execution_time: 230] . This whole array can be
referenced as well as its keys inside (the result attributes). For associative arrays, see
MEnNgine expressions

This reference can be done in oakthe following ways:

1 Usingthe result-attributes attribute
This attribute can specify a variable name which will contain the result
attributes after the execution of the current action. The attribute itself can be
referenced as a whole array, and its keys as the result attributes.

al[t][t][c] [al[t][T][c]

parent-name = /admin/resources All result attributes: S{res_attrs}
result-attributes = rec attre Number of listed items: S{res_attrs.rowcnt}
= Execution time: ${res_attrs. execution_time}

Figure 30; Usingresultattributesattribute to reference the result attributes

InFigure 30 $res_attrs  is used as the referencing variable name. The result
of thez:log action is the following:

All result attributes: [rowcnt:16,execution_time:230]
Number of listed items: 16
Execution time: 230

1 Using special reference to the last executed action type
Instead of a named variable, Zagreus automatically maps the result attributes
to a special variable name which is derived from the action name:

$nameSpace_actionName



This automatically generated variable always stores the result attributes of the
last executed action of the specified typieis useful to quickly check out some
result attribute when testing odebugging.

[a][t][T][c] [a][t][T][c]
[ parent-name = /admin/resources || [Number of listed items: 5{zs_list rowent

Figure 31¢ Using the special variable name to reference result attributes

@ Info: the resultattributes attribute sets a variable to a local scope.
resultattributes-global attribute can set a global scope variable
needed, just like thaliasand aliasglobalattributes.

Info: The result attributes can also be logged with tlogrresult
attributesattribute.



8.3 Includes

Scripts can include the content of other resources as well. A spetialude

action is used for this purpose. The main point of using includes is the reusability of
other resources:

1 Aconnection resource, once defined and configured properly, can be used from
many different scripts

1 Atemplate (seelh Template9 can be easily used from other scripts without
modifying the template itself

1 <cripts that are doing simple (or repetitive) jobs can be simply included to other
scripts, they do not need to be implemented all over again

The easiest wayto include a resource to the Script Editisrusing dragand-drop
operation from the Zagreus Browser windpgeelhDragand-drop operations

8.3.1 Including connections

Connection resources contain a specific connection action with properly set up
parameters so that th&Zagreus Systemran connect to a particular server (database,
ftp, MSTR server, et¢ellConnections

An already existing and configured connection resource can be included into a script
that can use this connection in its actioRsgure 32shows the content of a connection
resource that is included into a script Figure 33 Thefilename attribute in the
z:include  action can be a resource path or a resource id as well.

@- mysgl-dema [1.0.0.1] (connection) 2

B 1 dbjdbe-connection NN
BIRInE

name = mysgl-connection

domain = mysq|

driver = com.mysgl.jdbec.Driver
server = 192,168.50.171

port = 3306

user = demo

cpassworg = T
database = sampledb
autocommit = true

Figure 32Z; A connection resource contains a single connection action with parameters



i sample_script [1.0.0.0] (script) 22

EHIRNIE ElRnIE

| filename = /admin/connections/mysgl-dema_ | connection-name = mysql-connection
log = true
select * from test_table

Figure 3% The connection resource is included with:aclude  action and used in theab:sgl action

Actions that are using the included connections have to refer to the included
connection action by its name. Fagure 32 the name of thealb:jdbc - connection
action isd Ye-D /vy S O the gcépt inFigure 33 the db:isql  action is
referencing the connection action by the attributeonnectiony’ I Y ST é-Y@& & |j ¢
O 2 y vy S GFér lughgréletails,seeMReferencindo a connection

8.3.2 Including templates

Template resources are used as containers for storing one or masnmplate
actions (seéhlemplatey, so that they can be reused from multiple scripts as includes
The example oFigure24. is changed to demonstrate this use caBegure34. shows
the content a template resource, which is included by thaclude  action in the
script inFigure35.

% template_1 [1.0.0.0] (template) 52

[al[t]T]lc]

| name = template_1 |

ElRINE

|name=x |

3

[allt][T][e]
Value of x: Sx

Figure 34; The template resource, containingzaemplate  action



@- sample_script [1.0.0.0] (script) &2

[a][t][T][c] [al[t][T][c] [al[t][T][c]

| flename = /admin/templates/template_1 | | name = template_1 | | name = template_1 |
[al[t][T][=]
| name = x |

2

Figure 3% The script uses the includedemplate

8.3.3 Including scripts

Script also can be included into other scripts. Contrary to the cases of including
connections or templates, included scripts are executed at the point of inclusion. The
script inFigure ®. is included into the script shown Figure 3.

@- script_to_include [1.0.0.0] (script) &2

[al[t][t][e]
Value of x: Sx

Figure 36& The script to be included

i script_include [1.0.0.0] (script) 22

HIRINE [allt1[e]
name = x [| | filename = /admin/scripts/script_to_include |

3

Figure 37¢ The script including another script

The log result of executing the scripthigure 3. is the following:

<"1" z:variable>
</"1" z:variable>
<"2" z:include>
<"2.1" z:log>
Value of x: 3
</"2.1" z:log>
</"2" z:include>

The includedz:log action was executed as the child element of thimclude
action. This also means that varialflein the z:log action ofthe script_to_include
scriptwas treated as a local variablesaoript_include



@ Info: The included action ordering numbers are changed to be mat:
to the ordering number of the correspondirginclude action.
Included actions behave as direct children offireclude  action.



8.4 Error handling

Errors (or technically: exceptions) are thrown from any action which has unexpected
problems during execution. This includes missing attributes, runtime errors, broken
connections, etc.

If the error is not handled in the action where it occurred, it will be propagated up
to the parent action. This can continue for several levels. If the error is not handled at
all, the script will be finished with an Error stafisee alsdbJob lifecycly

Zagreus has two ways to handle possible errors:

1 specifying one of these attributes: arror-next-sibling, orerror-next-child
1 having a z:orerror action

In the following, we will demonstrate error handling by a file:dir action with an
incorrectpath attribute value, which throws an error.

8.4.1 on-error-next-sibling attribute

The on-error-nextsibling attribute instructs the Zagreus processing engine to
continue script execution on the next sibling action when an error occuisgtme 38
the error is thrown inAction 1.1  , which has then-error-nextsiblingattribute set.
Due to this, the next action to be processed willAxtion 1.2  (i.e.z:ilog ), which
will be followed byAction 2

[al[t][t][e] [allt][T][e]
sibling of z:block
al[t][T[c] [al[t[T][e]

path = nonexistent_path this is the next sibling
on-error-next-sibling = true I

A

Figure 3& An example for error handling with tren-error-nextsiblingattribute

Recall that, if the error is not handled on the level it was thrown, it is passed to the
parent action. IrFigure 3., the error is thrown imAction 1.1, but it will be handled
by the parent action, i.eAction 1 . Because this action has tle-error-nextsibling
attribute set, execution will continue witAction 2 , andAction 1.2  (along with
all possible further child actions éttion 1 ) will be skipped.



|~ B zblock
[alTTc]

| on-error-next-sisling = true |

‘ [al[t][t][c]
| path = nonexistent_path |

Figure 3%; Another example for error handling with th@-error-nextsiblingattribute

[a][t][T[c]
sibling of z:block

ElRNE

this is the next sibling

8.4.2 on-error-next-child attribute

When theon-error-nextchild attribute is specified, execution will continue on the
next child action in the case of an error. This attribute is meant to be used in the parent
action in contrast of using then-error-nextsibling attribute. (This of course has no
effect if the error occurred within the given action, as its child actions were already
processed; for the order of action execution d&gOrder of execution, result floyin
Figure40., the error is thrown again iAction 1.1 , but it will be handled by the
parent action, i.eAction 1 . Because this action has tbe-error-next-childattribute
set, execution will continue withction 1.2 , being the next child action @fction
1. After this,Action 2  will also be processed. In this case, the order of action
execution is the same as it wasHigure 36 In general, setting then-error-nextchild
attribute for the parent action is essentially the same as setting aheerror-next
siblingattribute for all its children.

[allt][1][c]

| en-error-next-child = true

[al[tI[T][c]

!

[al[t1[1][e]

| path = nonexistent_path

thiz iz the next zibling

ElRINE

sibling of z:block

Figure 40; An example for error handling with tren-error-nextchild attribute

8.4.3 z:on-error action

The z:on - error action allows performing steps in the case of an error (e.g.
logging, writing into a file, sending ameail etc.) by adding child actions to th®sn -

error action. The error handling will be done on the parent level whereztbe -



error action was specified. Script execution will continue with the subsequent action
on the parent level.

Figure41. shows a simple example of error handling witbn - error ; similarly to
the previous examples, the error is thrown from tfile:dir action (nowAction
1.2 ). In this case, the error is propagated up to and handledAttion 1  (i.e.
z:block ). After logging th&S NN NJ @esdagek schip€ execution will continue

withActon2 , éaA0fAYy3.2F T Yotft2013¢
[al[t][1][c] BERINIE
T sibling of z:block
~ 1.4 z.on-error ~ 13 ziog NN
[allt][T][e] [allt][T][e] [allt][T][e] A

| path = nonexistent_path | this is the next sibling

ElRNE

error caught!

Figure 41¢ Example for error handling withzon - error ~ child action

Actions can handle their own exceptions as wellFigure42., the z:on - error
action is the child action &iction 1.1 . So when an error occured Attion 1.1,
it can handle it by its ow:on - error child action. Due to this, after logging the
¢S NNE NI (nlesszmAttidré 1.1.1.1 now), execution will continue with
Action 1.2  (and then withAction 2 ).

ERnE

ElRNE

ElRnE

ElRINE

| path = nonexistent_path

this is the next sibling

sibling of z:block

[T T[]

ERniE

error caught!

Figure 42; log 1.1.1.1, then go on with 1.2 and 2

In Figure43,, thez:on - error action is specified on the root level of the script. As
the error is not handled by théde:dir action (i.e.Action 2.1 ), it will be passed
up to the parent actionAction 2 ). As it is not handled there either, it will be passed
up further to the root level, where it will be handled by th®n - error child action.



In this case, botlAction 2.2  andAction 3  will be skipped, so the script will finish
after logging thetS NNE NJ @éssagek  H ¢

[al[t][T[e] [allH[T][e] [a1[][T][e]
= 14 ziog NNl 21 file:dir N =ing ofzbiock
[al[t][T][<] [a][t][T][c] [al[t1[T[c]
error caught! [path = nonexistent_path || [this is the next sibling

Figure 4% Logd S NNE NJ Ol dz3.K),héen figigh yhe dcrpti A 2 y

f Warning: Thez:on - error actionshould bespecified as the first action ¢
a given level. lihe actionis not specifiedip to the pointwhere an exception
is thrown,the exceptiorwill not be caughtsee Figure 44.

|~ M z:block

(BT[] [EITE] [EI[FI lc]
il 1.1 file:dir NN~ 12 zlog N =ibing o1 zplock
ElTc] [al[ 1) 1][c] piRnE

[path = nonexistent_path || |this is the next sibling error caught!

Figure 44 The script is finished with error

@ Info: Thez:on - error action has arerror-nameattribute, which allows
to filter exceptions based on the type of the error (e.g. AttributeRequ
IO, FileNotFound, JSON, MSTR).

8.4.4 errorMessage and errorTrace variables

In case of any errptwo variables are automatically set during the script execution:
errorMessagenderrorTrace These two variables are both set in global scope[bee
Global scopeThey appear as result attributes as well, with the same naRigare 45
demonstrates the logging of all these variables and result attributes.



[allt][T][e]

|~ 14 zon-emor
BITT[E] BRI

path = nonexistent_path
p

[al[t[T[e]
error name: 3erroriessage
error trace: SerrorTrace

result attributes:

S{file_dir errorMeszage}
S{file_dir errorTrace}

Figure 45; UsingerrorMessagenderrorTrace

8.4.5 z:raise action

There might be cases when the user intentionally wants to throw (or raise) an error.
It works just as in programming languages: throwing an error stops the normal
execution flow and an error handler (if any) can catch it and continues the execution.
For anexample, sed&igure 4.

A EETEEEE———

[allt][T]fc]
[al[t][1][c] [allt][T][c] al[t][1]c]
[ error-name = FileNotFound | filename = fadmin/non_existing_file error-name = FileMotFound
alias = y test-expr = noty
al[t][1[c]
message = File was not found!
status = error

Figure 46; Usingthe ziraise  action



8.5 Variables

Variables are basic concepts of thagreus Systenthey are data values which can
change or can be changed over tinféhe variables in Zagreus consist of two parts:
nameand value Names are strings which aaecepted as variables in the standard
programming languages (i.e. a sequence of levaed uppercase letters, underscore
(0 _and digits, where the first character cannot be a digit). Zagreus variable names
are case sensitive, i.a.andA refer to two distinct variablesvariables have also types,
seelbData types

A variable can be defined on many different levels ([@g2eclarationlevel9, but
almost all the variable references are finally resolved and processed during the
execution of a script. The result of a script or the flow of execution in a script can be
based on variables entirely.

In this chapter, only the script level variables are discudsedvariable scopes, see
MStartup variablesd hy K2g¢g G2 aSG OF NRI| Ser&adevezy RA T
and queuelevel variableE  J&ting script variables and optiahs Téntext menu of
ausernodel y R Cdfbext menu of a group node

Variables used in the scipt level has types, [geata types

8.5.1 z:variable action

The most common way to define a variable is zhariable  action. The variable
name can be specified by the attribut@me and the value is inside the actidfigure
47. shows an example of such a definition and usage. Notice the variable refehence
seelbEngine expressions

[T T[] [T T[]

[ name = x [l [value of variable x: 5x

1

Figure 47 Defining a variable with thevariable action

Variables can also be used in action attributégure 4. displays an example for
referencing variable in Action 2

[T T[] BT[]

[ name = x [ || filename = Sx |

Jadmin/sample.txt Sample file content




Figure 4&; Referencing a variable in an attribute

8.5.2 Variable scopes

Once a variable is specified, it can be referenced by its name. Variable scope is a
specific region in the script where this reference is valid. Zagreus uses only two scopes:
localand global In actionz:variable , scopes can be specified manually (by using
the scopeattribute).

Variables are mapped to the action within they are created. When a reference is
used, Zagreus tries to resolve the variable by checking the already mapped variables of
the parent action. If it does not succeed, it goes up to the parent action again in a
recursive manner. lirigure 49, variable x is mapped taction 1 (since z:variable is
the child action oAction1 ). When Zagreus is trying to resolve the variable reference
in Action 1.2.1.1.1 , it first checkdAction 1.2.1.1 , Whether it has a mapped x
variable. Because it is not the case, it goes up one levattion 1.2.1 > X3 dzy GAf
finds this variable mapped #xction 1

[a][t][T][c]
a][t[T][c] [a][t][T][c]
name = x
scope = |ocal BIRnE
value
[a][t][T][c]
ElIRINIE
x

Figure 4%; Example for variable referencing

8.5.2.1 Local scope

Variables with local scope can be referenced only inside the container action the
variable has been defined in. Outside of this parent action, the variable cannot be
referenced.Figure50. shows an example such a variable and an embedded reference
to it.



ERnE

al[H[[c] [BI[TTTe]

name = i

scope = |ocal GIGILE]
x

value

Figure 50; Local scope variable can be referenced anywhere inside the same container action

A local scope can temporarily override another local scope which is located outside.
In Figure51., two variables are specified with the namein different local scopes.
Referencing fofx inAction 1.2.2  will be resolved ag & S O, IR ieferencing
in Action 1.3  will be resolved as T A. Nfiis(istdue to the fact that the variable
defined inAction1.1  is mapped tAction1 , while the variable defined iction
1.2.1 is mapped tAction 1.2

7 [ z:block
[allt][T][e]
|~ 14 zvenaGiSNNN ~ 12 zbock
al[t][1[c] [al[t[T][e] [al[t][T][c]
scope = |ocal AIRINE BlRInE N
T o prints "first
first
scope = |ocal
prints "second”
second

Figure 51¢ Local scope variable can be referenced anywhere inside the same container action

8.5.2.2 Global scope

Variables with global scope can be referenced from all parts of the whole script after
variable creation. Any variable defined outside of the script (e.g. server variables or
script variables, se€h Serverlevel and queudevel variabled Yy R Sdigng script
variables and optior)sare on the global scope per default. Inside the script,dbepe
attribute of thez:variable action can be used to specify a global scope variable. In
Figure52., global scope variabbecan be referenced outside @éktion 1



|~ 11 zblock
EIRINE EIRIDE
3

[t T[]

name = i

scope = global

value

Figure 5 Referencing a variable in an attribute

8.5.3 Monitoring variables

Thez:variable action can have a special attributeonitoring If this attribute is
set to TRUE the variable can be monitored in real time for running jobs. These
monitoring variablescan be checked on th&lonitoring variablestab in the Job
propertiesdialodh Y G KS %I ANBdza a 2 Ydbir@Ndes didlotf A O G A 2y

8.5.4 Common attributes that create new variables

There are common attributes that also create variabledagreus System

i aliasandaliasglobal
These attributes can control the result flow (sBgResult flov) by storing the
result of the action in the variable name (that was specified iretiesattribute).

1 resultattributesandresultattributes-global
These attributes belong to the restflow monitoring (sedhResult attribute}
by storing the result attributes of the action in the variable name (that was
specified in theesultattributes attribute).

9 actionattributes
This common attribute creates a variable with the specified name. After the
action has been executed, this variable contains the original attribute values of
the particular action, se€igure53.

|~ 12 zoneror NNl 13 fieread
[al[t][T][e] [allt][T][e] a|[t][T][c]
| name = filename | filename = 5filename
fadmin/resources/sample. b GG binary = false
file 2{aa.filename} not found! encoding = UTF-8
Binary was set to 3{aa binary} action-attributes = aa
Encoding was =&t to ${aa.encoding}

Figure 53; Using theaction-attributes attribute
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8.6 Engine expressions

Engine expressions are special expressions in a Javds&ijanguage, which offer
a wide range of processing functionalities. Every expression has an evaluated return
value.

They can be located in two places: firstly, in the attributes of the actions, and
secondly, in the text content of the actions. By default, these contents are handled
simply as strings; for examplegah e | |texbcontent inside &:log action simply
logs the texhello . There are three ways to interpret a string as an engine expression:

1 By simply using & sign before a variable name; i.8a means the value of

variablea. For examplethé val ue of a=%a, v alexteoneit b=%$bao

inside az:log action logs the values of variablegandb.
1 By encapsulating the engine expression i®.a} block;ieo0${a + 10} 0
will result in the value of tha numeric variable, increased by 10.
1 By adding the- e x p rsuffix to some specific attribute name (etgst - expr
instead oftest ). Setting thed t e s attdibutetoo ${ a + dnd etting the
0Ot esex pratributetoo a + Wwill lead to the same result.

Note:to add a$ character to a simple tex$$ should be used; e.gncoming tax:

$value$s .

Info: In the following examples, remarks will be indicated with Ahe
characters at the beginning of the lines. However, Zagreus doe:
handle these remarks in scripts.

8.6.1 Basic expressions

Basic expressions can be the following:

¢ variables
1 numeric literals, e.g1,-2,0.6 ,-1.2e - 30
1 dtring literals:o he |l |,®oel | o6

Inside the string literals which are specified instiiblequotes, it is possible to
use special characters using thescape character. The available constructions are:

7 \'n: new line
1 \r: carriage return
¢ \t:tab character



1 \ 0: the 6 character
1 \ o:theo character
T \\:the\ character

For example, the literad f i r\s ts e ¢ o tedds to a tabular character between
the two words, while the literad f i r\s ts e ¢ o fedds to a backslash (ie.) and
at character between the wordfirst  andsecond .

8.6.2 Operators

Inside the engine expressions, the following operators can be used to construct
more complex expressions:

1 member access operators:(dot), [] (for the details, sedhlLists, records and
tableg

1 multiplicative operators¥,/

1 additive operators, -

1 relational operators:<, >, =, <=, >=, <> or !=, ~ (string matching regular
expression),!~, in

1 logical operatorsand, or , not

1 assignment operator:=

The operators are processed in a standard priority orderriis.processed before
+and+ is processed before. Subexpressions using operators with the same priority
are evaluated in direction from left to right, except thesignment operator (which is
evaluated from right to left).

In the followingexamplesall expressions areonsidered to banside a${...}
block

/v ariable 0ao is assigned a value of 2.
a=1+1

/l'v ariable 0ao is assigned a text (containing a new line character).
a : = O0ZaygrAauusomat e your | TOoO

/It he é block is executed if the | ogical condition
ifa<b - 10ora>b+10){
é

}

S



8.6.3 Lists, records and tables

Lists(or indexed arrays) and records (or associative arrays, or maps) are data types
which can contain any type of data. There is no type restriction for the stored elements,
l.e. a list or record might contain numbers, texts and other lists at the same time.

Lists can be created by thist([...]) function, and specific actions have lists
as their result. Element access can be done by.the operator; e.ga[8] refers to
the 8th element of lish. Indexing is ondased.

/I new list with different data types
I:=list([1, date, "apple"])

/I displaying the current date

printin(1[2]);

Recordanap its elements by keys. If no keys are defined, they are automatically
created as numbers starting from 1. Records can be created either by the
record(...) function, inline in an engine expression, and specific actions have
records as their result. Element access is possible by specifying the corresponding key
either by the. (dot) or thel..]] operators; e.ga[ 0 x,@] 0 x,@] 6 xad. 0 X O
anda.x all refer to the element of variable mapped by thed x &ey.

To create a record, use one of the following:

/I empty record variable

a:=I;

/I referencing to a non - existing member will create this item
a.x:.=1;

/I new record, having keys of 1, 2 and 3

b := [o0firsto, oO0secondo, othirdo];

/I new record with keys x, y

c := [O0x0:1,0y0:2];
/I accessing items of c:

cxl :=c.x;

cx2 := c[6x6];

cyl =c.y;

cy2 := c[oyo];

/I new record with function call: x:11, y:12, z:13, 1:14
d:= record(['x,'y','z", [11,12,13,14])

Tablesare special lists containing records with the same keys. One can see it as a
two-dimensional matrix. Tables are returned by specific actions as their result (e.g.
z:parse ). For example, given a taltlet[5].x  refers to the fieldx of row 5. Tables
can beeasilyloggedin a humanreadable format, se€hScriptLogging



8.6.4 Function calls

Engine expressions might include simple function calls. Parameters are passed
within brackets (i.e(...) ), separated by commas). For example:

/I a substring function call

s=substring(6this is a stringb, 6, 7)
/I di splaying 0isbo
printin( s);

For a list of the supported functions, sBig\Variables Functions window

8.6.5 Expressions and statements

At its simplest terms, expressions are evaluated to produce a valueontrast
statements are executed to make something happen. Statements can be also
evaluated to return a value.

The following simple statements are supported in Zagreus:

if :runs a statement if a given condition is true.

switch : processes statements according to the value of a given expression.

q for :takes all items of the specified expression (e.g. list) and processes the given
statement with these items (practically a forealdop). When iterating through
a record, it processes the values and ignores the keys.

1 while : executes a statement while the given condition is true.

1 break : stops the execution of the curremthile ,for orswitch statement.

1 continue : skips the remaining part of the loop and goes to the beginning of the

currentfor orwhile statement.

=A =4

Examples:

/I store the absolute value of x in x
if (x<0){
Xi=Xx* -1,

}

/I store the signum of x in x
if (x<0) {

Xx:= -1;
}else {

X =1,

}



/I store the text representation of x in 'y

switch (x) {

case 1: 'y = 0oneodo; break;
case 2: y = otwoo; break;
case 3: y := 0othreeo; break;
default: y := 0othero;

}

/[ add up the values stored in x
var act_record :=[ 2, 4, 6, 8, 10];
sum:= O0;
for (item in act_record) {

sum := sum + item;

}

/I example for a while loop
var act _record := [ o0ao:
counter := 0;
while (act_record .b > 0) {
act_record .b := act_record .b - 1
counter := counter + 1;

}

println(déiteration count:

/I printing even numbers

var counter := 0;

while (counter < 20) {
counter := counter + 1;
if (counter % 2 = 1) continue;
printin(counter);

}

/I adding up numbers until they exceed 10 (i.e. 12)
var act_record :=[2, 4, 6, 8, 10];
sum :=0;

for (item inlist act_record) {
sum :=sum + item;
if (sum > 10) break;

}

printin(sum);

/I printing numbers until the first negative one

var act_record :=[ 2, 4, -6, -8,10];
for (item inlist act_record) {
if (item < 0)
break;

printin(item);

}

6 + counter);



8.6.6 Data types

The value®f variables or the result of the actions can be of different typdest
data types can also be created within engine expressions; others are just returned by
specific Zagreus actions as their results or as their result attributes. Theofype
Zagreus variable can be determined by usingdgéigype(...) function.

Data types alsfall under some categorieJ hese are:

1 Comparable
The comparator operators (e.g, >, !=, <= etc.) can be applied to them.

1 Concatable
The values can be concatenated, primarily by tacat(...) function. For
example, concating the texts Z a qdo r e uesultsinthetexb Zagr gu s 0
while concatenating two lists results in a list containing the contents of both
original lists.

1 Formatable
They can be formatted with théormat(...) function.

1 Mergeable
The contents can be merged by theinion action.

1 lIterable
The elements stored inside the variable can be iterated p¥@r exampleby a
for(...) engine expressiond & S S Exfdigssions and statemetor a

z:foreach  orz:for actiono & S &forBytionl y Rz:ffkgach actiol.

8.6.6.1 Simple data types

Most data types in Zagreus asemple ones; next we describe them in details.

9 Text
{ Comparable, Concatable, Formatable, Mergeable }
Texts are string, i.e. character sequences. They can be created in engine
expressions with the formab Zagr eus oréxtagr eus ;tthext 6
difference among the two syntaxes is that the former one resolves certain specific
characters such as or\t . Data belonging to other types can be converted to
text by using theext(...) function. Theistext(...) function returns true
iff the type of its parameter is text. Texts can be concatenated with-thygerator
(along with the straightforwara@oncat(...) function). There are several text
functions in Zagreyghe Variables / Functionextension window in the Zagreus
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Functions window

1 Number
{ Comparable, Formatable }
Numbers hold numeric values; internally they are stored as flogimigt
numeric values (i.e. doubles). They can be created in engine expressions with the
formats1867,186.7 and1.867e03 (i.e. scientific notation). Data of other types
can be converted to number by using thaumber(...) function. The
isnumber(...) function returns true iff the type of its parameter is number.

i Boolean
{ Comparablg
Booleans are a binary type, they can eitherthe or false . They can be
created in engine expressions in the formate and false , and as a result of
several comparison operators (edgd o g 0 ! = ondllaesuwdt in the valuerue ).
In attributes expecting a boolean value, the forpes andno can also be used.
Data of other types can be converted to boolean by usingbitaean(...)
function; the numbe0 will be converted tdalse and all other numeric values
to true ; the texto o(i.e. empty string) will be converted talse and all other
textual values tarue . Theisboolean(...) function returns true iff the type
of its parameter is boolean.

1 Date
{ Comparable, Formatable }
Dates are represented internally as Unix timestamps (i.e. the number of
milliseconds passed since 1st of January, 1970, 0:00 GMT). Data of other types
can be converted to date by the functiodate (representing the actual date at
the function call), date(datevalue) and date(datevalue,
formatstring) . If the parameter is a text, and no format string is specified, the
format o y y yMMd d owill be used. Besides text values and other dates,
numbers can also be used (and will be interpreted as Unix timestamps). T
isdate(...) function returns true iff the type of its parameter is date.

1 BinaryData
{ Comparable, Concatable }
Binary data are mainly returned by specific functions. Data of other types can be
converted to binary by thebinary(...) function. Theisbinary(...)
function returns true iff the type of its parameter is binary.

T Null
{ Comparable, Formatable }



Nulls are representing null objects. They can be created in engine expressions by
the token null . Theisnull(...) function returns true iff the type of its
parameter is null.

1 XML
XMLs represent XML data. They can be created in engine expressions by the
function xmltype : other than other XML data, ontgxt input is supported at
the moment. Theasxml(...) function returns true iff the type of its parameter
is XML.

8.6.6.2 Extended data types

Some data types in Zagreus are extended ones, which means that they inherit most
of their properties of another Zagreus type. Besides sharing several details, the most
Important consequence is that they can also be considered as their basic data type; for
example, since théime data type extends thalate data type, theisdate(...)
function will return true for a variable with a type of time as well.

1 Time
{ Comparable, Formatable }
Time data types extend over Date. The main difference is that their default format
isofo HH: mm: s s. D&& & @ther types can be converted to time by the
functions time (representing the actual time at the function call),
time(timevalue) and time(timevalue, formatstring) . If the
parameter is a text, and no format string is specified, the format
0 HH: mm: s swilBl® $iIsed. Besides text values and other dates (including
times), numbers can also be used (and will be interpreted as Unix timestamps).
Theist ime(...) function returns true iff the type of its parameter is time;
furthermore, as time extends the dattype, the isdate(...) function also
returnstrue if its input is of type time.

1 PDF
{ Comparable, Concatable }
PDFs represent binary data witlyge of PDF. Due to this, they cannot be created
inside engine expressions, they are only returned by specific actions.

1 Excel
{ Comparable, Concatable }
Excels represent binary data with a type of Excel workbooks. Due to this, they

cannot be created inside engine expressions, they are only returned by specific
actions.



8.6.6.3 Compound data types

The following aforementioneddata types contain instances of other data typgee
alsolpLists, records and tables

1 Record
{ Comparable, Concatable, Formatable, Iterable, Mergeable }

9 List
{ Comparable, Concatable, Formatable, Iterable, Mergeable }

i Table
{ Comparable, Concatable, Formataltterable, Mergeable }



8.7 Script Logging

In this chapter, the practices for logging inside a script is covered.

8.7.1 job-log file

Script log messages are stored in a file after (and during) execution. These files are
called joblog files, their names argerived from the joldD of the execution, se€hJob
properties

These log files can easily be checked in many ways: dolibking the job in
Finished jobs windo\iseelhFinished jobs windo)ychecking Active logseelhActive
logs windov)y or manually check the logdfile in the server subfoldeee 'y General
properties.

In the joblog file, there are messages from the execution engine itself and also, the
userinitiated log messages are shown here. A typical log file starts with similar
messages as below:

Execution started on script "test”
Zagreus version: 1.5.5.7
Job ID: eae00564 - 850b - 4404 - ac31 - 4bb25772e70e

Job starting variables:

variable_name variable_value
callerType gui

currentUserld 1
executingUserName  admin
executionMode direct

é

Default  encoding: UTF -8
Default locale / country: United States
Default locale / language: English

The Execution Engine is listing the staptvariables of the script (seléy Startup
variable9. After the variables and the locale settings, the script execution messages
are listed. For example:



<"1" z:log>

enter log message here
</"1" z:log>

<"2" z:if>

<"2.1" z:then>

</"2.1" z:then>

<"2.2" z:else>

</['2.2" z:else>

</['2" z:if>

<"3" z:list>

</["3" z:list>

Execution finished on script " test "

Per default, the Execution Engine logs all the action entering and exiting events. If
the user does not want to see these messagemgéevelsetting can be changed to
Qdza SN 2 NJ QS NNBLMDng2eNIs @@l lodNgfeh y 3 Q> &S S
The joblog messages are meant for being checked by the user who can see them in
the Active Logvindow and in theFinished Log A Y R2 6 Ay GKS %I 3 NB dza
Active logs window Y R Firfished logs windoy

8.7.2 z:log action

The simplest way to log a message is to useztlog action. In the text content of
this action, variables, function calls and complex engine expressions can all be used. In
Figure54., Action 1 logs a simple message whidetion 2  is using the$date
variable reference which is resolved into the current date in the resulting log message.

~ 1 zlog NN
EIRIDE BIRNE

a log message Current date is: Sdate

Figure 54; Examples fothe z:log  action

Thez:log action can also handle more complex inputs, such as the result of a child
action. Figure55. shows an example for logging the result of tile:read action,
l.e. the content osample.txt



BRG]

al[t][1[c]

filename = fadmin/resources/sampletxt
binary = false
encoding = UTF-8

Figure 55 Logging the result of a file:read action

8.7.3 log attribute

Since logging the results of an action is a very common use case, Zagreus provides a
simple common attribute for this purpos€igure56. shows an equivalent example as
in Figure %., using thdog common attribute instead of a containerlog action.

FIRINIE

filename = fadmin/resources/sample.tet
binary = false
encoding = UTF-8

log = true

Figure 56; Logging the result of a file:read action using kbgcommon attribute

8.7.4 Logging levels and loglevel

It is important to distinguish between the conceptlofging levebndloglevel

Logging levelare used to categorize log messages based on their severity. Different
logging levels represent different levels of severity or importance of the logged
messagesZagreus defines the following logging levels:

9 user
userintended messages such ag:lvg action or thelog common attribute.

1 error
error messages and the corresponding stieices generated by the Zagreus
engine.

1 warning
warning messages generated by the Zagreus engine.



info
normal messages in the Zagreus engine. For example: entering and exiting
actions, starting an@inishing processes, opening connections.

debug
special debug messages.

Loglevel on the other hand, ishe setting which controls which log message
categorieswill bewritten into the log file The value of this setting is one of the logging
level values listed above. Hence the list of the logging levels is a priority list as well, the
loglevelsetting works as the following:

T

loglevekuser
Only the user logging level log messages are logged into the logfile

loglevekerror
User and error logging level log messages are logged into the lodfile.

loglevekwarning
User, error and warning logging level log messages are logged into the lodfile.

loglevekinfo
User, error, warning and inflongging level log messages are logged into the
logfile.

loglevekdebug
Every log message is logged into the logfile.

Theloglevelis set by an execution option callém_level The default value of this
option isinfo, but the user can override it by specifying thg_level LJG A 2 y Dist 4 S S
of execution option}k

Inside the script the defaulbglevelcan be changed with theloglevel action
or with theloglevelattribute.

It is important to understand the difference between logging levels glevel
Logging levels are the categories for the messages lagiévelis a filter during
execution that controls which messages are shown in the lodfile.



@ Info: Thedefault logging level ofusdr 2 33 SR Y Sse®R I B o
z:log action can override it with thievelattribute. So the user caalso
ISYSNI UGS 23 YSaal HSPS@S 28fdrAah K'E N.

8.7.4.1 z:loglevel action

The z:loglevel action sets theloglevel of the script from that point of the
execution flow onwards. Ikigure 57, the z:loglevel action switches the default
QAYT2Q f23fS@St (2 QdzaSNNRP® ¢KAA YSIya GKI
messages are shown in the logfile. The message ia:tbg is still visible, because
the default level o:log (and all otheruseA YA GAF G SR 23 YSaal 3Sa

= 1 zloglevel
ElRnE ElRniE
| level = user | This log message is stil

shown because its level
is luser!.

Figure5C9 EF YL S F2NJ aSGGAy3 Gkghvelf 2afoS 3St (2 WdzZAaSND 4 A

On the contrary, inFigure 58 the message in the:log action is not shown,
0SOlIdzaS GKS AYGSYRSR f 2334 ydelattrB@SThe 2 F (K
loglevelA & aSG (02 WdzaSNR>X gKAOK YSlIya GKFG O
shown in the logfile. SeléhLogging levels and loglevel

[a][t][T][c] [al[t][T][c]
[level = user | [[tevel = info |

This message is not shown

Figure 5& Example for a log message that is not shown because of its logging level

8.7.4.2 loglevel attribute

Theloglevelcommon attribute sets the loglevel for a specific action and its child
actions. Unlike the:loglevel action, theloglevelwill be reset to the default loglevel
(or the one set in the context) after this action is executedrigure59,, the loglevel
ofthezblock F OGA2Yy A& &S Action 22 Qiddag§edBcEordingto they £ &
priority order of the logging levels (s€glogging levels and logleyel



[al[t][[e]

| loglevel = user |

[al[t[t[e] [al[t[T[e]
[level = info [ [[tevel= user
This message is not shown This message is shown

Figure 5% Setting the loglevel for ablock action with theloglevelattribute

8.7.5 z:logfile action

Zagreus joHodfiles are stored in a server subfolder, $ég-eneral propertiesThe
user can redirect the log messages to another file at a certain point during the
execution with a specific actianlogfile

In Figure 60Q, Action 2  redirects the logging into a new filagwlodfile.txd, so the
log message iAction 3 will be present in this fileAction 4  resets this redirection
with the emptyfilenameattribute, so the message iPAction 5 is present in the
standard joblog file again.

[allt][T][e] [al[t[t[e]

normal message | filename = fadmin/<-filesystern-> /newlogfile.tut |
|~ [3] z:log NN

[allt][T][e] [al[t][t][e] [allt][T][e]

redirected message filename = | message in the original file again

Figure 60; Redirecting logging to another file temporarily with the z:logfile action

8.7.6 logfile attribute

The special attributéogfile also redirects the logging into another file, but unlike
the z:logfile action, this attribute applies only for the given action and its-sub
actions (no need to reset this redirection after the action).

In Figure61l., this attribute is set foAction 2 , and the logging foz:block and
all of its child actions is redirected to the new logfilewlogfile.tx).



[al[t1[][e]

BiRINE BiRINE

normal message |Iugﬁle=fadminf-d-filesystem-:\-,‘newlogfile.txt |
[al[[T[e] BiRINE
redirected message another redirected meszage

message in the original file again

Figure 61¢ Redirecting logging to another file temporarily with tlogfile attribute

8.7.7 log-attributes attribute

Thelog-attributesattribute is used for logging all namelue pairs of the attributes

of a particular action.

#l 1 filerread
a|[t][T][c]

filename = fadmin/resources/sample.txt
binary = false

encoding = UTF-8

log-attributes = true

Figure 62; Example for théog-attributesattribute

In the logfile, the attributes are listed like below:

<"1" file:read>

Attribute: filename, value: /admin/resources/sample.txt
Attribute: binary, value: false

Attribute: encoding, value: UTF -8

Attribute: log - attributes, value: true

Reading file "/fadmin/resources/sample.txt"

</"1" file:read>

8.7.8 log-result-attributes attribute

The log-resultattributes attribute logs all the result attributes (seEh Result
attributes) of the action after execution. Ifigure 63 the result attributes of the
z:for action (which areloopcnt and execution_timé¢ are logged into the logfile

shown as below:



al[t][1[c]

loop-counter = |

from = 1
to=10

log-result-atiributes = true

S{sleep(100})}

Figure 63 Example for théog-resultattributes attribute

<"1" z:for>
[loopcnt:10,execution_time:1003]
</'1" z:for>



8.8 XML representation

Scripts are stored in XML format in the embedded MySQL database of the Zagreus
Server. This XML formabrresponds to the one shown in the fuflgatured Script
9 RA (2 NIcripg 5cdSor Tie user can check othie XML representation in the
Zagreus Client in the following ways:

7 N

gasStSOtAy3a G4K cal OAS@ELGey GKS { ONR LI 9
T2LSYyAYy3 (KS aONRLIG o0& (GKS -a[ 9RAG2NI T
Opening resources

A Warning: It is highly recommended not to manually edit the XML conter
of the script. The main purpose of checking outXiL representatiors
debugging.

In the nextexamplea simple scripts shown:

[al[t][T[c]

ElRNE

| level = user |

This iz a log message

Figure 64; An action containing another action

The XML representation of the scripthigure 64is shown in the following snippet:

<Z:b|OCk _Z: IIOII _O=II1II _X: II28|I _y: lllgll _W=II231II _h:II189II _V: II3II >
<Z:|Og _Z: IIOII _O: "1_1" _X: II20|I _y: II15|I _W:II185II _h:II128II _V: II3|I

level= "user" null -format= " >Thisis alog message </z:log>

</z:block>

Notice thefollowing details in the XML representation:

1 Actions are represented byML elements
1 Action name is represented by the local name of the XML element
1 Action group is represented by the namespace of the XML element



1 Child actions are represented lgditional XML elementss the content othe
parent XML elemenfsuch as the:log child action)

1 Action attributes are represented by the attributes of the XML element (such as
the levelattribute of thez:log action)

1 Textual content of an action is represented by the textual content (PCDATA) of
the XML element (such astile¢ KA & A & Istrifige 3 YSaal 3S¢

1 Attributes of the XML element starting with yage strictly for internal usage



9. Connections

In Zagreus, a connection is the collection of information required to access a
(typically remote) server, such as protocol, Internet address, IP address, port,
username, password, operation folder etc. Using connections is one of the key steps in
creatinga Zagreus script. In general, in a Zagreus script the users can access various
kinds of data sources, import data and perform various operations on threaddition
to gathering, manipulating, and forwarding data, Zagreus can leveragkiple
connectiondn a single script

Here are two examples for using different connection types:

1 An Excel file, received vianeail in attachmentis downloaded froman email
inbox (IMAPconnection) The data stored in the Excel file is read, processed and
changed; this new data is written into a database (SQL) tétgabase
connection) The new Excel file, containing the modified data, is copied to a
network drive(file connection)

1 MicroStrategy (MSTR) reports are collected over the course of a W¢8KR
connection)they are exported and the files are zipped and sent to a remote File
Transfer Protocol (FTP) servElr Reonnection) The latest report and its summary
is uploaded to a Confluence paff@onfluence connectiarfinally, a status report
e-mail is sent to the cavorkers(SMTP connection)

By wsing Zagreus connectiondata which is stored on different servers can be
accessed by using different protocols (e.g. IMAP, FTP, SQL). This allows Zagreus users
to automate various types of jobs, and develop multiple workfatvas demonstrated
in the above examples.

Currently the following connection types are supported by Zagreus:

1 confluence:connectionfor connecting to a Confluence server and reach
Confluence spaces

1 db:jdbcconnection for connecting to a database server using jdbc database
connection. Supported database environments &gacle, Mysqgl, SQkerver,
Teradata, db2, SQLite, Post§@LExasal

9 file:connection points to a file in the Zagreus external file system
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ftp:connection for connecting to an FTP server to manage, upload and download
files

http:connection for connecting to an HTTP server

jira:connection for connecting to a Jira server and reach its projects
kafka:connectionfor connecting to a Kafka cluster to produce and consume
messages, list topics, etc.

Ildap:connection for connecting to an LDAP server

mail:connection for connecting to an @nail server. Can be configured as an
SMTP, IMAP or POP3 connection

msft:connection for connecting to a Microsoft account in order to access
OneDrive, mails, files, etc.

mstr:connectionfor calling MSTR functions with thdSTRavaWeb API
mstrrest.connectionfor calling MSTR functions via RBFT

rest:connectionfor connecting to a REST API provider

ws:connectionfor connecting to a server in order to execute web service calls
zs:connectionfor connecting to a Zagreus server



9.1 Defining connections

Many types of connections are available in Zagreus for making automated processes
¢ database, FTP, IMAP, SMTP, MSTR, REST, etc. Therteettions used in Zagreus
in two different meanings: as a Zagreus connectaction, and as a Zagreus
connectiontype resource In the first sense, the connection action can be handled as
any other Zagreus action: it can be diagd-dropped from the palette (seEhPFaletie)
to the canvas area of th&cript Editor (se€hCanvay, its attributes can be edited, etc.

A Zagreus connection resource refers to a special type of Zagreus resourdéy(see
Resourceypes, which contains only one action, which is a Zagreus connection action.
Although defining a Zagreus connection is possible as a standalone actioi(see

Creating a connection resourcwithin a Zagreus script, it is recommended to define
each connection as a standalone connection resource; this way, it can be included into
several different scripts. Would some property of the connectibange in time (e.g.
changing an expired password), connection management is more straightforward and
easier this way than editing all affected scripts individually.



9.1.1 Creating a connection resource

Perhaps the most straightforward way of creating a Zagreus connection resource in
the Zagreus Client, in the Script editor windosed alsol'h Script Editorl Script
Editon), in the Graph EditoiséelhGraph vievy. Similarly to other actions, connection
actions can be dragnd-dropped from the palette (se€hPalette tal), which can be
followed by specifying the content of the actiaftributes.

To create a Zagreus connection, select the menu el / New resource , see
Figure 1

¥ Zagreus Client

File Edit Window Tools Help
“ Mew resource '—t'eT (G| ﬂo| & /|
Exit =
i =
~ [ | Zagreus Demo Server [connected]
£% groups
€ users
' admin
@ recycle bin

Figure 1¢ Creating a new connection resource by using the main menu bar

Alternatively, the user can select tléreate new resourcemenu item from the
context menu of the containing folder (s€gCreating new resouray, seeFigure 2.

B Zagreus browser 22 = O
3 =
w [[] Zagreus Demo Server [connected]

§% groups

€ users
v _fj;] admin
] administration
] configuration
| connections

L] resources | " Create folder...

T‘ 5ch.edu|E5 “ Create new resource...

| scripts

] templates Uplead local rescurce...

|:| autorun Search for resources...

£ .sendscripts

E .serverautor Send ’

_@ <-filesystemn

= .
b recucle hin

Figure2 ¢ Creatng anew connectiorresourceby usinghe context menu

= Select

Next, type of the new resource must be selected. The optionnectioncan be
found in the dropdown list, seEigure 3.



“ Creating new resource O *

Creating new resource on Zagreus Server

Specify new resource parameters:

Resource narme: | Untitled

Resource type: Script (Graph Editor) ~
Script (Graph Editor)
Script (XML Editor)

Temilate (Graih Editor)

Event schedule
Time schedule
File trigger

DB watcher
Mail watcher
Simple text file

Figure 3 Selecting theonnectiorresourcetype from the dropdown list

After the new Script Editor tab is opened in the editor area, the particular
connection action can be draanddropped from thepalette (I Palette tal), see
Figure 4.

db:begin
dhbcall

dbiclose

db:commit

i | dbjdbe-

connection

| db:load

‘ <«

dbcjdbc-connection )
| db:param

Figure 4¢ Dragand-drop the connection action from the palette

Finally,the attributes of the connection action must be filled; for a completed
connection as an example, segure 5.



B 1 _dbjdbcconnection N
BIRMIE

name = mysgl-demo

domain = mysql
driver = com.mysgl.jdbc.Driver
server = 192,168, ==
port = 3306

user = demo

password =

cpassword =

database = sampledb
connection-string =
autccommit = true
nulkvalue =
number-format =
date-format =

time-format =

Figure 5 An example of a completed connection

9.1.2 General connection attributes

Most of the connection attributes are unique and connectgpecific; however,
there are general attributes which are present for most connection actions (for

examplename, server, usernamer password. Next we will discuss the most frequent
ones.

9.1.2.1 name attribute

The name attribute is used in all Zagreus connection action definitions. This will
serve as a reference of the particular Zagreus connection for the other actions of the
action group / namespace. It is recommended to specify it as a short, concise and easy
to-readexpression. Thaameattribute is required to specify.

In most actions, theconnectionname attribute is used to reference the given
connection. As a notable exception, actisnmigrate  (used to migrate resources
across Zagreus servers) uses two Zagreus connections at smageconnection
nameandtarget-connectionname

9.1.2.2 server attribute

This attribute is present for most Zagreus connection actions. It stands for the URL
or the IP address of the target server. There are a few exceptions, which connections
do not use the server attribute, such as theMicrosoft connection (action



msft:connection ), wherethe authority attribute identifies the target, or théISTR
REST connectiofaction mstrrest.connection), which has thel attribute for this
purpose.
From this perspective, th&agreus Server connectidaction zs:connectionis a
special connection. For this particular connection action, $beverattribute can be
left blank, which just indicates trectualal I NB dza a4 SNIISNE A dSd (KS
However, if the local Zagreus server instance uses a different port than the default one
(i.e. 7323), further configuration steps are requirede alsd bConnection properties

9.1.2.3 username, password and cpassword attributes

The first step of a servailient communication is the authentication of the client
who wants to perform some operations. Perhaps the most common way of
authentication process is to use username and password, which values can be specified
with the usernameand passwordattributes for most Zagreus connection actions, e.g.
FTP, database, SMTP, etc.

If the user does not want to display the password as a readable data on screen (and
store it in the Zagreus script as plain text), then encrypted password can be generated
with the built-in Password converteiool (see alsol'h Toolsmenu). In this case the
attribute cpasswordmust be filledwith this encrypted passwotdvhile the attribute
passwordwill be leftempty.

9.1.2.4 Authenticating with tokens

In some cases user authentication is done by using tokens, i.e. by specific, generated
identifiers, represented as character strings. For example, in the case of the Microsoft
connection (actiommsft:connection ), Client idand Client secretokens have to be
generated before creating the connection resource, and the values have to be copied
into the attributesclientid andclientsecretof the msft:connection action.



9.2 Using connections

The main benefit of using connection resourceshis possibility toreusethem:
several scripts can utilize the same connecsicend the necessary changes (e.g. port,
new password) have to be corrected in ofie only. Zagreus connection resources
have further advantages in terms of maintenance and administration (comparing to
Zagreus connection actions defined inside scripts): the parameters of the connection
can be verified easier, and connections can begédnad-dropped from the Zagreus
browser onto an action, allowing users to include the correct resource into the script
with only a single mouse movement.

9.2.1 Test connection feature

It is recommended tdesta Zagreusonnection resource after it has beereated
before using itThis practically means that the Zagreus server attempts to connect to
the given server with the given parameters, defined in the corresponding Zagreus
connection resource. This function can be accessed in the Browser Window of the
Zagreus Client, by rigitlicking the given Zagreus connection resource, and choosing
the Test connectiomenu item from the context menu, séggure6.

~ || connections
# imap-demo
# mstr-demo

# mysql
B resource! s Openin Script editor

) schedule f] Openin XML editor
[ seripts | 2] Open in Simple text editor

U temp
] template Test connection

= autorun Connect

Figure6 ¢ Choosing th& est connectiooption

The result of a connection test can baeccessfubr failed, and it appears in a pep
up window, seeFigure?.

¥ Successful d

"0" Testing connection was successful,

Figure7 ¢ Successful connection test message.



If a connection test fails, a brief error message informs the user about the cause of
the failure for an example, seEBigure8.

&8 Error occured by
I.-"'_"‘-.I Testing connection failed!

- failed: Re-Authentication Failure

Figure8 ¢ Failedconnection testwith a specific erromessage.

When the server did not respond within 15 seconds during a connection test, the
testing will fail as well (time out). That may indicates that connection definition
contains an error, or the target server is unavailable. For an exampl&iger9.

&8 Error occured d
I.-"'_"‘-.I Testing connection failed!

15 secs connection timeout ended on server side,

Figure9 ¢ Failed connection test due to timaut.

It is important tounderstandthat the connection test is performed by the Zagreus
Server moduledeel ZagreusServe), while script execution (and therefore, actual
connection usage) is done by a Zagreus Worlsee (b Zagreus Workgr The
configuration of these modules might be different, for example the firewall settings
might affect the two differently (if they are installed on different machines), or they
can differ in the SSL certificates installed (in case of secure connesigah)Vlanage
certificatey. If the connection test succeeds, but script execution fails for the same
Zagreus connection resource, the reason is probably related to worker settingsysee
ZagreusNorker configuratio.

9.2.2 Referencing to a connection

If a script can use a Zagreus connecaetion (either because it was defined in the
given script, or because it was included in the script viaztinelude  action (sed b
Includey, the corresponding actions can reference it. Of course, they must belong to
the same action group: it makes no sense to reference an FTP connection from a



MicroStrategyrelated action (e.gmstr : report ). Referencing is done by using the
connectionnameattribute in the referencing actiorfigure D. shows an example.

AIRmIE ARG

name = ftp_connection connectien-name = ftp_connection

server = sampleserver.zagreus.com filename = folder/file.pdf
port = 21 binary = true

USEr = yser output = fusers/zagreus_test/out.pdf

password = pass
secure = false

passive = false

FigurelO ¢ Referencing a connection from another action

In this example, an FTP connection is defined in Actioft p:§onnection ).
Among the connection parameters, the name attribute has the value
GFOGLIYWO2YyYSOGA2YEéESY BGKAOK gAff 0Sftpgd) L5
uses this string in the value of the connectioame attribute to identify which
connection action will be used in the actual FTP step.

@ Info: As a rule of thumb, a Zagreus connection action is just a defin
of the given connection. Connecting to the specified server is perfo
when the first referencing action is executed.

9.2.3 Inserting connections to a script

Instead of manually specifyingzanclude  action (sedhlncludeg, connections
can be included into a script with only a simple deagtdrop event. This is done by

dragging the resource in the Zagreus Browser window, and releasing it on the attribute

connectionnameof the action which should reference this connection (5&gure 1.
andFigure 2.). This will have two effects: firstly, the Zagreus connection resource will
be included in the given script (by adding:anclude  action), and secondly, the
connectionname attribute will contain the identifier of the connection. Connections
are included by their resource ID.

27



L] Zagreus Client

File Edit View Window Toels Help

82 Edit view Reportview : %5 @ {:‘ol & B LQJ|

B EBOo E
. Zagreus browser 2

= B || &b *Untitled [1.0.0.0] (script) &2
RER v
w [ ] Zagreus Demo Server [connected]
£% groups
€ users
v _ﬁI admin
] administration

TI conflgur.atlnn aiRnE
~ _| connections

connection-name =
WEYFE IR

nulk-format = null

@. sample_script ‘i
¥ imap-demo
. ‘ i SELECT customerMumber, customerName, addressline FROM customers,
_ | resources
] schedules
| scripts
] templates
[E .autorun
[E .sendscripts

Figure 1 ¢ Dragand-drop event of a&connectionresource: it is pulled onto the attributeonnection name

‘! Zagreus Client
File Edit View Window Tools Help

| B2 Edit view Reportview © 2 & ﬁvl (| @"
5. Zagreus browser £2

HEBO qi00% )@

= O || *Untitled [1.0.0.0] (script) 52

= —
I [ 1= 1 mysq-demo
w [[] Zagreus Demo Server [connected] [a][t][1][c]
% groups | filename = id:1a2aa1f3bcBadfaBaddfc10441 5232e|
€ users
v fj;l admin
7] administration
] configuration
. =
~ | connections I 2 dbsql
& sample_script e Texluniral
B _iman-demo connection-name = mysql-demo I
# mysql-demo log-&ql = false
“TTesources nul-format = null
J schedules SELECT customerMumber, customerName, addressLine FROM customers;
] scripts
] templates
D .autorun

[E .sendscripts

Figure 2 ¢ Result of a connection include

For possible other referencing actions, the value of ¢tbanectiornameattribute
can be copied from one action to the other, or entered manually. Alternatively-drag

and-dropping the same connection multiple times also woxkghe connection
resource will be included only once in this case.

@ Info: The current version of the connection resource is included.



9.2.4 Closing a connection

Some servers are quite sensitive to connections kept open; therefore, it is important
to close aconnection after it is used. In Zagreus, there are two ways to close a
connection.

In the first one, the user can manually close a connection by using the appropriate
closeaction. For example, a MicroStrategy connection (actigtr:connectiof can be
closed by themstr:close action, which will close the connection to the given
MicroStrategy server, when the script execution reaches this adiénS & rddiof
execution, result flo). Of course, the&eonnectionname attribute of the close action
has to be filled with the name (identifier) of the connection. Fegurel3. for an
example.

M1 ftp-connection NN W 2 fipget NN
I 1[e] BT[] B[]

name = ftp_connection connection-name = ftp_connection | connection-name = ftp_connection |

server = sampleserver.zagreus.com filename = folder/file.pdf

port = 21 binary = true

USEr = user output = fusers/zagreus_test/out.pdf
password = pass

secure = false

passive = false

Figurel3 ¢ Closing an FTP connection by fipeclose  action

In the other approach, the user can rely on Zagreus to automatically close the open
connections. This will happen at the end of the execution of the containing block, which
has the connection definition as its direct child. (For script structures[lgéetions
while for script execution, sedehOrder of execution, result flo)y Seerigurel4. for an
example: the FTP connection is defined in Action ftglcénnection ), but it is
opened only in Action 1.8tp:get ). When script execution reaches the end of the
containing action, i.e. Action X:block ), this connection is closed automatically,
therefore it will already be closed in ActionZIdg ).



7 [ z:block
[allt][fc] ElRniE
= 11 ﬂp:cunnectim M The FTP connection is already closed!
a[t][t[c] al[t][t[c]
name = ftp_connection connection-name = ftp_connection
server = sampleserver.zagreus.com filename = folder/file.pdf
port= 21 binary = true
user = yser output = /users/zagreus_test/out.pdf
password = pass
secure = false
passive = false

Figurel4 ¢ Closing an FTP connection automatically, at the end of the defining block

Info: Connections defined or included on the root level will be close
the end of Zagreus script execution.

9.2.5 Opening connections in the Zagreus browser

It is also possible to connect and browse directly in some types of connections in the
Browser window of the Zagreus Client. For this, the user has to create a Zagreus
connection resource. To connect to the given server, the user has toedligkton the
given connection resource, and select tiennectmenu item from the context menu,
seeFigurels.



T Zagreus browser &2 = g

= -
| )

w [ ] Zagreus Demo Server [connected]
£% groups
€ users
~ 4 admin
] administration
] configuration
~ || connections
2. sample_script
¥ imap-demo
¥ mysgl-demo
%‘ re &l Openin Script editor
L] sc
£ sc o :
B tel =l Openin Simple text editor

]  Openin XML editor

= Test connection
[ERE:
[ERE:
-é < Send >

W recyc = Select

Connect

Rename resource...

¥ Delete

Figurel5 ¢ Connecing to a database server (via a connection resource) in the Browser window

The browsing functionality is limited to specific connection types, and the

functionality of browsing (i.e. items shown) is limited as well.
Zagreus can connect directly to the following server types:

Connection type

Avalilable features

Database (i.e. SQL

Get database information, list properties of tables and vie
list tablecontent

Mail (IMAP)

List folders of INBOX and check folder content, shewad
information

Mail (POP3)

List email information of INBOX

MicroStrategy

List project objects, list resource information, copy and pa
resource path into theaameattribute of mstr actions Drag
anddrop MicroStrategy reports and documents onto t
canvas of the graph editor.

9.2.5.1 Database connections

After connecting to a database server (degurel5), listing items of a database
connection can be done in the sudikee of the opened connection. The browsing tree

goes down to column definition level; for an example, Begurel6.



T Zagreus browser &3 | il = = 8

w [[] Zagreus Demo Server [connected] A
£% groups
€ users
w _ﬁI admin
] administraticn
] configuration
w _| connections
. sample_script
¥ imap-demo
w B mysgl-demo
] Database info
w || Tables
w ] custormers
w T customerMumber
o Primary key: yes
o Type: INT
o Sqltype 4
o Size: 10
o Mullable: no
& addressLinel
& addressline

& city
Figurel6 ¢ Listing column information of a database table

It is also possible to check the content of a database table by-cigiking a table
name and selecting thBhow datamenu item from the context menu, sdégurel?.

T Zagreus browser &3 i ¥ = 8
v [[] Zagreus Demo Server [connected] A
€% groups
£ users
w _ﬁI admin

] administration
] configuration
w || connections
. sample_script
¥ imap-demo
w B mysql-demo
] Database info
w ] Tables
7] customers
1 Show data

=

] joborders
7] offices
7] orderdetails

Figurel7 ¢ Opening the content of &able

The table content will be shown in a separate view in the Zagreus Client; the name

of the window will be the same as the name of the database table. For an example, see
Figurel8.
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 [[] Zagreus Demo Server [connected] ~
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~ ¥ admin
] administration
] configuration
v ] connections
. sample_script
§ imap-demo
v @ mysql-demo
[ Database info
v [ Tables
] customers
71 employees
T et_test
71 joborders
1] offices
71 orderdetails
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q ;:;;r\‘.lac:lt;as 1 customers % | & Active jobs [Zagreus Demo Server] | ] Active logs [Zagreus Demo Server] | % Execution engines [Zagreus Demo Server] FEO~-~- =08
71 productparts ¢ customerNumber  customerNlame  contactlastName contactFirstName phone addresslinel addressline? city state postalCode country salesRepEmploy ™
1 products 103 Atelier graphi...  Schmitt Carine 403.. 54, rueRoy. null N.. null 44000 France 1370
1 shippers ) 112 Signal Gift .. King Jean 7025.. 8489 Stron.. null L. NV 83030 UsA 1166
= supplierproductlines 114 Australizn Co... Ferguson Peter 039.. E365tKild.. Level3 M.. Vic.. 3004 Austr.. 1611
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103 Atelier graphi..  Schmitt Carine 40.3.. 54, rueRoy.. null M. null 44000 France 1370
12 Signal Gift 5t..  King Jean 7025.. 2489 Stron..  null L. NV 83030 UsA 1166
114 Australian Co...  Ferguson Peter 039.. 6365tKild. Level3 M. Vic.. 3004 Austr.. 1611
118 La Rochelle G... Labrune Janine 40.6... 67, ruedes.. null M.. null 44000 France 1370
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124 Mini Gifts Dis...  Melson Susan 4155.. 3677 Stron..  null 5. CA 47562 USA 1165
125 Havel & Zbys...  Piestrzeniewicz Zbyszek (26) ..  ul Filtrowa.. null W.. null  01-012 Poland  null
128 Blauer See Au...  Keitel Roland +49...  Lyonerstr. 34 null Fr.. null 60328 Germ... 1504
129 Mini Wheels...  Murphy Julie 6305.. 5557 North.. Void Space 5. CA 94217 UsA 1163
131 Land of Toys ... Lee Kwai 2125.. 897 Long A.. M. NY 10022 UsA 1163

Figurel8¢ Showing the content of database table
9.2.5.2 Mail connections

It is also possible to connect tdvail connection in theZagreusdrowser, if the type
of the mail connection I8$MAP. In this case, the folders of the connection are listed
along with the number of the containedmeails; for an example, sdégurel9.



5. Zagreus browser 23 = O
L L
v [ Zagreus Demo Server [connected]
€% groups
€ users
~ € admin
1 administration
] cenfiguration
w | connections
w B imap-demo
w INBOX (0/3)
TEST (0/1)
Trash (0/0)
Archived [0/0)
Templates (0/0)
Sent (0/1)
spambucket (0/0)
Dirafts (0/0)
¥ mstr-demo
¥ mysgl-demo

Figurel9 ¢ Folders of a Mail (IMARpnnection are listed along with the number cheils

Similarly to the case of the database connections, it is possible to get information
about the objects on the server. In this case, this means getting information about the
mailboxes; for that, the user has to right click on the given mail folder, andtsbie
Show mail infonenu item from the context menu, sdggure 2.

w | connections
w I imap-demo
v lNBTC;; 2% Show mail info |
Trazh (0/0)
Archived (0/0)
Figure D ¢ Folders of a Mail (IMARpnnection are listed along with the number ofrails

9.2.5.3 MicroStrategy connections

When a MicroStrategy connection is opened in tmevBerwindow of the Zagreus
Client, it is possible to list MicroStrategy resources of the given connection. It is also
possible to get further information about specific MicroStrategy resources; for this, the
user has to right click on the given resource anié&ethe Show resource information
menu item from the context menu. This will open the MicroStrategy object info
window, which contains basic properties of the given object,[Sgare 2.
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File Edit Window Tools Help

83 Edit view Reportview : %5 (& {}ol & B Q| EE E :E
B Zagreus browser 3 | il ¥ = 0

v @ mstr-deme ~
[ Object Templates
(3 Profiles
(L1 Project Builder
(L1 Project Objects
w [_ Public Objects
(L3 AutoStyles
[ Consolidations
[Z Custorn Groups
[C3 Documents
(23 Drill Maps
[C Filters
£ Metrics
~ [ Prompts
[Z3 System prompts
Choose Custom Group
@ Choose from a lis
Choose from a lis
Choose from a lig
Choose fram a lig  ESOUICE name: Choose Custom Group

@ Choose from a lis
Choose from the| Resource id: 0451E0F3418DEDBT468CTF4D59E231D

Choosefromthe| Recource type: prompt

Choose one or m
Contributars Full path: /Public Objects/Prompts/Choose Customn Group

b1 MiscroStrategy object info et

Customers segmg  Description:
Qualify on Time
F Select a Cateaory, |

<

0= Outline 2 | Z5 Attributes| @ Breakpi
There is no active editor that provides an o Cancel

TT
Figure 4 ¢ Listing prompts of a MicroStrategy project and displaying object information

It is also possible to dragnd-drop MicroStrategyreports or documentsonto the
canvas of the Script Editor, sEgure 2. In this case, the corresponding Zagreus action
(i.e.mstrireport  or mstr:document ) will be created, and the used connection will
be included in the script automatically.



T Zagreus browser &3 l = O || *Untitled [1.0.0.0] (script) 2 I

FER ~
[} Zagreus Demeo Server [connected] A
% groups Resource id and connection
'iﬁ Hsers mstr-demo .
v 4 admin name are filled correctly
] administration

] configuration 1

w || connections

¥ imap-demo
v @ mstr-demo id = F204123811D60ADO10008BE30 1 CEEGAL
e D Object Templates connection-name = mstr2021

[ ] Analysis p—

[ Censolidations i

[Z3 Custom Groups mege=

[ Dashboards hfstur'_.f-n:tx =

[ Documents TERLSTEES

[Z3 Dossiers banding = false

(27 Filters sql = false

£ Metrics async = false

[Z21 Prompts / cache = true

~ [ Reports update-cache = true
Blank EMMA Cube Rep history = false
Blank Report graph = false
Call Center Analysis rows =
Customer Analysis encoding =
Default Attribute Form page-by-timeout = D
Employee Analysis page-by-required = false
Intelligent Cube Report fiiter-details-reguired = false
Inventory Analysi sppenc.ter = fase
< >

Figure 2 ¢ Drag and drop a MicroStrategy report from the browser window. Notice that the connection is also included



9.3 Secure connections

For specific connection types in Zagreus (e.g. FTP, MicroStrategy), there is the
possibility to use them in @ecureway. To use such a secure connection, the
corresponding certificate(s) must be imported into the keystore file of Zagsaedh
Manage certificates Using a secured connection can be set differently in the case of
each connection types. For instance, in the case of an LDAP connection, attribute
protocolhas to be set asDAPSwvhile in the case of an FTP connection attribsgeure
must be set tdrue. Settings can be checked in the help of the given actiea alsdb
Action help



9.4 zs connection

Thezs:connection  and thezs action group (standing for Zagreus Servearked
with green headers in the Zagreus Clieate uniqgue among the connection types
supported by Zagreus.

The user can perform actions on a specific Zagreus server initiated from a Zagreus
script using the actions in thes action group. This is particularly usefigr the
following use cases

1 executnganother script from the actual script
i obtaininginformation about jobs, subscriptions and other quetsdated server
side componerd
1 managing subscriptions
M performngF Af S 2LISNI GA2ya 26MmbdildeSMyaS@INDSNI a A RS
I ¥V R Lod¢&filesystemin the Zagreus Server
1 migrating scripts, usersubscription®r other resources from one Zagreus Server
to another by thezs: migrate ,zs: migrate - user - group andzs: migrate -
subscription actions

Thezs connection is using thattp / https communication protocol (i.e. they are
calling webservice functions of the Zagreus Server).

It is a common use case to perform these actions onltical Zagreus Servdi.e.
the one that the actual Zagreus Worker is connected 1@ aid this, it is possible to
reference thelocalZagreus Server by leaving tbennectionnameattribute emptyin
in all the actions of thes action group In such cases, the %alledlocal Zagreus
connectiorwill be referencedmplicitly.

A Warning: The local Zagreus Server runsitsrdefaulthttp / https port and
the local zs connection is counting on these port values. If the Zagreus
Is not using the defauhttp / https port, the administrator needs to adjus
the worker.serverporiproperty in the configuration of the Zagreus Work
& S SCohhection properties



9.5 Tips and tricks

This chapter contains some tips for making connection administration and usage
easier.Of course, these practices are merely suggestions, and they are not the only
way of doing the maintenance of connection actions and resources.

9.5.1 Creating standalone connection resources

During the creation of a connection create it asandalone resource changes are
easier to make. And changes tend to be necessary from time to time, either due to
different firewall settings, relocated virtual machines or password expiration.

9.5.2 Using subfolders

It is recommended to collect connection resources into a separate folder. It can be
a shared folder for each users or each user can create her/his own connectiondolder
depending on the environment.

9.5.3 Using meaningful names

It is advisable t@ive meaningful names both for the connection resources and for
the connection actions, preferably also containiypge of connection in the connection
name, because connectioase shown with the sameonin the Zagreus Graph Editor,
and distinguishing them by meaningful names easier.

9.5.4 Using resource versioning

Versioning of connection is possible in the same way as, like, script versioning. When
a connection is dragnd-dropped into a script, its current version is included. If the
same connection would be used with minor changassich as date format or collatn
¢, then multiple versions of the same connection can be created. This can be a need as
well when the different connection versions refer to the same server, but with
different users (on the remote server). Switching between the connection
configurationscan be done easily by setting theurrent versionproperty of the
connection resourcesee alsdhResource versioning



9.5.5 Keeping connections up-to-date

With some simple administrative steps, the usage of connections can be easier and
some problems can be prevented.

Running connection tests periodicatfyeven if the connection is not in usecan
reveal changes in the configuration such as changes in server configuration or in the
user of the connection. In such cases, problems can be revealed before connection
include and script execution, and the necessary steps for fixing the connections can be
performed.



10. Zagreus Client

Zagreuffers an intuitive graphical user interfa¢@UI- Graphical User Interfage
which allows access to all of the functiook ZagreusServer. Thanterface of the
Zagreus [2nt hasseveralmain parts ensuringt is easy to maintain a good overview

¥ Zagreus Client 4’/ 5 ( ;
= 0d

File Edit Window Tools Help
{89 Edit view | 53 Reportview 2| @[% | ¢ B 2| H EH E §
. Zagreu 3 DEK ¥ - O

Zagreus Demo Server [disconnected;
g

1

= 0
T v

1% | 9 Breakpoints | &’ Watch

0% Qutline | & Attributes | & Variables/...
JL

#. Execution engines [not connecte

& Active jobs [not connected] 2 | ] Active logs [not connected]
User D Script path Version Begin exec. time

Job ID

Figurel ¢ The parts of theZagreus Client

1) Zagres bowserwindow

Shows the folders and databassérver filesystemesources. The user can open,
manage resources as well as administer the sesw#e settings such as user and

group management, starting and stopping server components.

2) Kditor area
Allows the editing of various types of resources.

3) Extension windows for editor area

It is a container for additional windows related to the opened resource that is

currently edited in the Editor area.



4) Monitoringwindows

Displays active services and their logging information, the status of execution
engines and job reports.

5) Main menu bar
The main menu bar of the Zagreus Client application.

6) Main toolbar
The main application toolbar containing tools for managing windows, layouts in
the Zagreus Client as well as tools for editing, saving and debugging the resource
being edited.

7) Status bar
Shows information about the ongoing processes.



10.1 Zagreus browser window

The user can navigate through a trilee structure of database anderver
filesystemresources in theZagreusbrowser window (for resource types, seEh
Resourceytpes.

The root level contains one or more Zagreus Setednition nodes. Once the user

has successfully connected to a server, the server definition node expands and the

content of the server root level is appearing beneath the particular seseénition
node.
The Zagreusbrowser window has its owntoolbar for adding modifying and

removingserverdefinition nodes This toolbaican be found in the upper right corner
of the browserwindow, seeFigure 2

i Zagreus Client — m} X
File Edit Window Tools Help
|83 Editview 3 Reportview %2 & B (% | ¢ B S| dl B O
. Zagreus browser 32 il ¥ = B8 = B8
v [[] Zagreus Demo Server [connected]
£% groups
€ users
v _ﬁ] admin
] administration
i configuration
21 connections The toolbar of the browser
| resources
] schedules
] scripts
] templates
¥l Untitled
|Z] .autorun
[El sendscripts
=] serverauterun
v {8 «-filesystem-»
] backup
] commen
] images
[ pdf
U temp
B recycle bin

9% Breakpoints 22 = B8

Ordering Action Position St

< >

[y Active jobs [Zagreus Demo Server] | £ Active logs [Zagreus Demo Server] &2 %, Execution engines [Zagreus Demo Server] & @i | B | :: = 8

Figure2 ¢ The location of the Zagreus browser toolbar

Server definition nodes can be opened either by dotdlieking on the definition
node or by righiclicking on the node and selecting t®nnect to servenenu itemin
the context menu.



10.1.1 Toolbar

The Zagreus browser window has its own toolbar, which contains necessary server
node management tools.

10.1.1.1 Adding a server definition node

To connect to a ZagreuServer, first a new server definition node needs to be
createdin the browser.This can be done byicking on the Add server definitiotool,
seeFigure 3

L] Zagreus Client

File Edit Window Teols Help
| &9 Editview 03 Reportview (% & B % | & B I | B o
B Zagreus browser 22 I

ZH
| ]

e

Figure3 ¢ TheAdd server definitiotool

Add server definition

The followingconnectionparameters must be specifieth the appearingDefine
Zagreus Servalialog box, se€&igure 4

Connection namehe name of theserver definition

Host the hostname or IP address of the server

Port the port of the server

Securemust be checked for secure (SSL) connection

User the user name

Passwordthe passwordf the user

Save Passwordf checked, the Zagreus Client will store the password in an
encrypted format. If the password is not saved, it will be required to be typed
every time when the user attempts to connect.

= =4 4 =4 4 -4 4



[ Define Zagreus Server O >

Define new Zagreus Server connection

Specify a new Zagreus Server connection with the following parameters:

Ceonnection name: | | |

Host:

Port: 7323

Secure:

User:

Password:

a1 DI_

Save password:

Test connection

Figured ¢ TheDefine Zagreus Serveialog box

The connection can be tested by clicking on thest connectiomutton. The new
server definition node will be created by clicking on Ehrishbutton.

8 Zagreus Client

File Edit Window Tools Help

%) Editview B Reportview (T B | C B E(HE B O
B Zagreus browser 22 | il B ~ = O

W ﬁ_[_| Zagreus Demao Server [connected]
§% groups

£ users
_fj;] admin
B recycle bin

Figure5 ¢ An opened server definition node aftersaccessfully established connection

10.1.1.2 Modifying a server definition node

Formodifying an existingserver definition node the user needs to rightlickon a
closed server nodand select theModify server definitionmenu itemin the context
menu or select theModify server definitiortool in the browser window toolbay see
Figure 6



¥ Zagreus Client
File Edit Window Tools Help

B Editview T3 Reportview | & B % | & B | )
T Zagreus browser &1 MEE ¥ = O

1 Zagreus Demo Server [disconnected] /

Modify server definition

Figure6 ¢ TheModify server definitiotool

All the aforementioned parameters of the server definition can be changed in the
dialog box, se€&igure 7

(=] Modify Zagreus Server O >

Modify Zagreus Server connection

The following parameters can be modified:

Ceonnection name: | Zagreus Demo Server |

Host: [ 192.162.50.170 |
Port:

Secure: Il

User: | admin |
Password: | T |

Save password:

Test connection

Figure7 ¢ TheModify Zagreus Serveialog box

10.1.1.3 Removing a server definition node

Forremovingan existingserver definition node the user needs to rightlickon a
closed server nodand select theRemoveserver definitiormenu itemin the context
menu or select thdRemoveserver definitiortool in the browser window toolbay see
Figure8. The server definition node will be removed after confirmation



¥ Zagreus Client

File Edit Window Tools Help

| B3 Edit view Reportview © B2 & ’i‘é‘,l & m g| 5
T Zagreus browser &3 MEERE ¥ = O

1 Zagreus Demo Server [disconnected] /

Remove server definition

Figure8 ¢TheRemove server definitidnol

10.1.2 Basic navigation

The Zagreus browser represents the files and folders of a Zagreus Server in a tree
like structure. The user can navigate in this structure by the basic operaieswibed
in the next subchapters

10.1.2.1 Opening and closing a server definition node

Server definition nodes can be opened either by dotdieking on the definition
node or by righiclicking on the node and selecting tB®nnect to servanenu itemin
the context menu. If the password is not saved to the definition node, the user will be
prompted to specify it (seEigure 9).

[C] Zagreus Demo Server [disconnected]

28 Account info >

Username: | admin |

Password: || |

Figure9 ¢TheAccount Infalialog box

If the connection is successful, the server definition node opens and the base
content of the server root level is appearing under the server definition node (see
Figure 2). The title postfix of the server definition node is changing ffdistonnected]
to [connected]

In addition, theActive jobsActive logsaand Execution Enginasindows will change
their respective header postfixes fromot connectedio the [server_node_nameind



show actual information from the server (s€gActive jobs windoX Atjive logs
windowl Y R ExBgution engines winddw

To close an open Zagreus connection, the user needs to right click on the server
definition node and select th®isconnect from servanenu item from the context
menu.

10.1.2.2 Expanding and collapsing tree nodes

Once the server connection is established, the user can navigate through the tree
like folder structure. The first level of an opened server connection containssbes
groupsfolders and theadminuser home folder (if the dedicatembminuser logged in).

If the usage of recycle bin is set (d@gRecycle bit Y R Mifbellaneous propertids
the recycle birfolder also appears at the end of the list.

B5. Zagreus browser 53 i

W T[_| Zagreus Demo Server [connected]
£% groups

€ users
€ admin
B recycle bin

Figurel0O¢ Base level of a connected server node

These folders arrange the basic structure of the local database files and subfolders.

1 groups
This folder contains the available groups for the loggedser. The groupublic
is predefined in the shipped Zagreus versions. For group managemenithsee
Groups irthe Zagreus Systeln y’ R Cdftext menu of a group node

1 users
This folder contains the home folder of the loggeduser (when a no@admin
user is logged in) or the home folders of all the users (when an admin user is
logged in). For user management, sggUsers inthe ZagreusSysteml Yy R Th
Context menu of aisernode.

1 admin
Theadminuser home folder is separated from the home folders of other users.
Systemwide administrative scripts are mapped under the admin user dedicated
folders, sedbAdministrative scripts



1 recycle bin
The recycle bin is a systemde folder that contains the deleted resources. See
MRecycle bin

During browsing, the folders can be opened eitherdbyble-clicking on the folder
name, or by clicking on the sign before the folder name. Closing an open folder can
only be performed by clicking on tlfesign before the folder name.

Versioned resources behave similarly as folders. Versions are listed under a version
parent resource node, sdéyResource versioning

10.1.2.3 Refreshing tree nodes

The refresh operation can be performed on folders, version parent resources and
other resources as well. In case of refreshing a folder, the content of the folder will be
retrieved from the Zagreus Server. The same applies when refreshing a version parent
node. For other resources, the resource properties are updated.

Info: if a description is set for a resource, a tooltip is showing
description text when the user hovers the mouse over the resource r

10.1.3 Common resource management operations

The user camperform specific resource management operations, e.g. angat
deletingand copyng selected resources.

10.1.3.1 Creating new resources

Creating new resources can be initiated by rightking on a particulat folder tree
node and selecting either the NB | (1 S offttef RENXS y S gnemiBein2 dzNO S .
from the context menu, se€igure 11 The latter can also be done by clicking on the
I NBI 4GS y S dconhobthe2raaNIOodhxr, seehCreate new resource

] schedules

v ] scrim-
Badt ] Create folder...

o 57 Create new resource...

Figurell g Create new resources menu items



Selectingthé NB I § S mén2 teR SNeX Foldedialog box appeard.he rame
of the new folderhas to be entered, seEigure 12

23 Mew folder O >

Please specify the name of the folder

Mew folder name

Figurel2 ¢ TheNew folderdialog box

Selecting thd NB I S vy S égmeridiemogeNgXisOteating new resource
dialog boxseelhCreate new resource

10.1.3.2 Deleting resources

In order to delete a resource, the user has to do one of the following operations:

1 right-click on the particular resource and select theletemenu itemfrom the
context menu

1 press the Delete key when the selection is on the resource to be deleted, or

1 sekect theDeletemenu item from the mairkEditmenu.

& leng-running script with variables
L. sample_script_1
L sample_scrie+ 7

Z sample_scri Open in Script editor
i sample_scri Open in XML editor
k- sample_scri Open in Simple text editor
template_1
E .autorun Set script variables...

£ .sendscripts %5 Runin debug mode

|:| senverautorun

_@ <-filesystem-=
@ recycle bin

Run script
Script subscriptions...

Send ¥

Select

Rename resource...

¥ Delete

Copy path
Figurel3¢ Deleting multiple resources

The delete operation is then performed after clickidgon the confirmation dialog
box.



If the usage of the recycle binagsnfigured(seelhMiscellaneous propertigs the
deleted resource is firshoved into therecycle binln this case, permanent deletion is
only accessible from the recycle bin context menu (§geecycle bij

10.1.3.3 Copying and moving resources

Copying and moving are performed in two steps in the Zagreus browser window.
First, the resource (or resources) have to be selectedFgpae 4. In case of selecting

multiple resources, the selected resources must be siblings (they must be within the
same folder).

~ || resources

;Il—lhsadm Open resource on client side
schedu
1 scripts = Open in Simple text editor
%I temp Download resource...

templal
— P Upload new version of resource...
B aut °

.autoru
El sendsc Send >
=l servera
J‘g <'ﬁ|E5}' = Select

Figurel4 ¢ Selecting a resource to be copied or moved

Then the user needs to click on the target folder (either on the same or on another
connected Zagreus server), and select @apy selected resources Move selected
resourcesnenu item to perform the respected operation, segure 15

O scripts
7 ter ..
:IIt _ 7 Create folder...
er
E .au *1 Create new resource...
El s Upload local resource...
p
= =e
y 3, Search for resources...
[ <A
W recycl Send >

Select
Rename resource...
Copy selected resources

Muove selected resources

Figurel5 ¢ Performing the copy resources operation

The behaviour of both operatiordepends on the settings which can be found
the Copytab in the Optionsdialog box. It can be accessky selecting then LJG A 2 y & X
menuitem from the Toolsmain meny see alsdhCopy tah



@ Info: only scripts, folders and simple files are allowedéccoped or
moved from the embedded database to the local filesystem. The s
content will be a simple xml file in this case.

10.1.3.4 Renaming resources

In order to rename a resource, the user has to do one of the following operations:

' Rght-clickng on the particular resource and sel@wgthe Rey  YS NB a 2 dzND:
menu itemfrom the context menu

1 Pressngthe F2key when the selection is on the resource to be renamed
 <electingtheRey I YS NI eéhuliteédd ffok the mairEditmenu.

The user then needs to type in the new name of the resourcefFspeae 16.

v [ templates
2. example-script
2. long-running script with variables
2. sample_script_1
fil. sample_script_2
. sample_script_3
. sample_script_4
. sample_script_3

template_1 |

=l .autorun

¥ Rename resource O *

Please specify the new name

=] .sendscripts
=] .serverautorun
_fg <-filesystem-=

i recycle bin

Figurel6 ¢ TheRename resouradialog box

10.1.3.5 Uploading and downloading resources

Resources can be uploaded from an external source into the Zagreus embedded
database or into theserver filesystemThe! LJX 2 R f 2 Oménu iR as2 dzNDO S
accessible for folders only, ségure 17

b J termp
ERt 7 Create folder...
v [ tem| = Create new resource...

Hel. e

. e Upload local resource...

% s & Search for resources...



Figurel7 ¢ TheOpendialog box for selecting a resource to upload

The user can select a resource in tB@enoperating system dialogpox. After
clicking onOpenbutton, the local resource will be uploaded into the selected target
folder, seeFigure 18

8 Open X
T « Local Disk (C:) » Programme » zagreus » gui-zagreus-docs v (¥ Search gui-zagreus-docs
Organise « Mew folder ==« [ o
I Desktop ~ MName Date medified Type
@ OneDrive - Etixpert GmbH configuration 3.10.11:08 File folder
@ OneDrive - Personal p2 7. 14:51 File folder
a plugins 07, 1451 File folder
. repasitory 7. 14:51 File folder
[ This PC
workspace 7. 145 ile folder
ksp 14:51 File fold
§ 3D Objects | | connections.dat 07. 14:43 DAT File
workbench.xmi 08, 10:43 XM File
I Desktop kbenchxmi 08, 10:43 AMI Fil
= Documents 4| zagreus 26, 11:47 Configuration sett...
4 Downloads & zagreus-gui 9. 06. 14. 10:11 Application
J‘! Music
&=/ Pictures
B Videos
“am Local Disk (C:)
L BN 4 >
File name: || v | EE ~

Figurel8 ¢ TheOpendialog box for selecting a resource to upload

Simple file resources can be downloaded into the operating system local filesystem
from Zagreus Server. This can be performed by selectingptBeg yf 2 R NB a 2 dz
menu item from the context menu, sddgure 19The user first select a target folder
in the appearing operation systefnl @& S didlog box.

~ ] temp
|=| 01_sparta_rmst
w ] templates
L. example-scrip 5| Open in Simple text editor
2. leng-running
2. sample_script,

Open resource on client side

Download resource...

i sample_script Upload new version of resource...

Figurel9¢The5 2 gy f 2 | R mdBuaitendzNID S X

Also, a new version of a selected simple file resource can be uploaded by right
clicking on the simple file resource and selecing Wgload new version of the
NB a 2 dziedid §exn in the context menu. After selecting a resource in the operating
systemOpendialog box, just like in case of simple upload operation, the user needs to
specify the new version number for the resource, $égure 20.n this dialog, the
description of the new version can also be specified as well as the possibility to set it
to the current version, se€hCurrent version



Set resource version ot

This version can be saved as a new version of this resource.

Set resource version: 1.0.01

Current version

Description:

This is the new version of the resource

Saved versions:

1.0.0.0

Save Cancel

Figure20 ¢ TheSet resource versiatialog box

After clicking theSavebutton, the new version will be uploaded and merged to the
existing version in the Zagreus browser list.

10.1.3.6 Resource information

A comprehensive set of resource properties can be displayed bydligking on the
selected resource andelectng the Show resource informatiomenu item from the

context meny seeFigure2l. For the list of resource properties, seleh Resource
properties



~ 4 admin

. A i

__| administration Resource infe X

| configuration

;l cannections Resource name: @I example—script

] resources

] schedules Resource id: 88406034661440c49674fdd7e078c7al

o scripts Version: 1.0.0.0, current

Tt

- j tzmilates Resource type: script

. example-script Full path: /admin/templates/sample_script_5
i leng-running script with variables Sizes 1953 byte(s)

. sample_script_1
. sample_script_2 Owner name: admin
. sample_script_3

&), sample_script_4 Created: 16.03.2023, 09:45:40
) sample_script_5 Last medified: n/a
= template_1

[E .autorun Created by: admin

B sendscripts Description:

[E .serverautorun
{3 <-filesystem-» & script showing a dependency
B recycle bin

Figure21 ¢ TheResource infdialog box

10.1.3.7 Copying the resource path

The Copy pathoperation is accessible for all the resource types in the Zagreus
browser. This operation allows the user to copy the resource full path into the Script
Editor in a twestep manner: first, the user needs to select tepy pathmenu item
from the context menu (seé&igure22), then the Paste pathoperation has to be
performed in the Script Editor (sé&Paste path.

Eﬁ monitor-custemer-changes 1.0.0.0] (script)
& sample_script
&osamp T %l 4 zsrunscript H
) script %) Open in Script editor Q aianie =
@ script ] Open in XML editor connection-name = B
& script [£]  Open in Simple text editor i script-ir = ., — "
. script z:if scriptr <7 Undo Move 1[4 zs:runscript
Set script variables... al[t][1[c]
el variak EELIE Redo connection-name =
] template %5 Run in debug mode sync-i Paste el + script-id = Jadmin/scripts/sample_script
B =tonin @ Run script e s script-name =
ne 2| T A Script subscriptions... Find in seript.. async = true
x=
. T — Edit attributes... 1| sync-timeout =
= Sele
d| o Zsvar Encode password
} i:i:g N Rename resource... — pa:h Ell
. Delete ==
1zlist Show path in status line
2Ty B I} ) . . zs:variable
- — X View attribute as child e
cript runtime information...

Figure22 ¢ The usage of th€opy pathmenu item



10.1.4 Opening resources

Resources can be opened in the editor area with their respective editor type. There
are the following editor types in Zagreus:

9 Script editor
The default editor for scripts, templates and connections

1 XML editor
An alternative editor for XMbased resources (i.e. scripts, templates and
connections)

1 Simple text editor
The default editor for simple text files, and an alternative editor for Xid&ed
resource

9 Cron Time editor
The editor for timeschedules

I Event editor
The editor for event schedules

1 File Trigger editor
The editor for file triggers

9 DB Watcher editor
The editor for database watchers

1 Mail Watcher editor
The editor for mail watchers

The resource is opening in the default editor by simply dowhiking on it. An
alternative way of opening the resource in the default editor is Agliiking on the
resource and selecting the first menu item, ipen in <editor type>seeFigure 23.

v ] event schedules
FE] Sample event schedule

w ] file triggers T Openin Event editor
& check-new-pdf

N ) Subscriptions...
~ | mail watchers P



Figure23 ¢ Opening a resource in its default editor

For those resources that have an alternative editor, the user can select among
multiple menu items, se€igure 24.

v [ templates
L. example-script
& leng-running s
Z sample_script_1 x|  Open in XML editor
i sample_script_: [ Open in Simple text editor
. sarple_script_2
. sample_script_<

Figure24 ¢ Opening a resource in an alternative default editor

Open in Script editor

Set script variables...

Furthermore, for simple file resources there is an option to open them in a selected
external application, configured in th@ptionsdialog, sed hDownload/ upload tah
It can be performed by clicking on tl@pen resource on client sideenu item, see
Figure 25

2 sampletst

] schedule Open resource on client side
) scripts [E  Open in Simple text editor
O temp

Figure25¢ Opening a simple file resource in an external application

10.1.5 Searching for resources

It is possible to search for resources by clickinghe Search for resourc&smenu
item from the context menu. This menu is accessible @ryolders. Then th&earch
for resourceslialog box appears, séagure 5.



Q, Search for resources on server: Zagreus Demo Server X

Search for: | |

Parent path | fadmin/scripts |

(C) Resource ID
(®) Resource name, description
(O) Resource content
[ searchin filesystern(s) as well
Only in xml resources in metadata (scripts, connections, templates)

There is no result of this search.

Resource path Resource D Current  Resource description

| Search | Open results in text editor Close

Figure26 ¢ Search foresources dialog box

The available search options in the dialog box are as follows:

1 Search for
The search filter. Can be applied for the ID, name, description or content of the
resource; these options can be selecteygselecting one othe radio buttons in
this dialog box (see below)

1 Parent path
The path where the search will take pladeis the selected folder path by default.

1 Resource ID
When selected, the search filter will be applied for resource IDs.

1 Resource name, description
When selected, the search filter will be applied for resour@mes and
descriptiors.

1 Resource content
When selected, the search filter will be applied for resource content. Only XML
based (scripts, connections, templates) and/or textual files are included in the
search, see the last setting in this list below

1 Search in filesystem(s) as well



the search will take placie the reachablefilesystem as wellseelUser rights
Iy RAdMynistrator user righds It is swiched off by default.

1 Only in xml resources in metadata (scripts, connections, templates)
it limits the content search for resource®r XMl-based resourcesscripts,
templates and connections in trembeddeddatabase

After clicking theSearchoutton, the result is shown in the table at the bottom of the
dialog box. If there is no result,Tdnere is no result of this seanctessage shown above
the table and the table remains empty.

The result table colums display the following information, Begure 27.

1 Resource pattthe full path of the searched resoce
1 Resource I10Ohe ID of the searched resource

9 Current:if the resource is a current version

1 Resource descriptiothe description of the resource

QL Search for resources on server: Zagreus Demo Server *,

Search for: | zin |

Parent path | fadmin/scripts |

(") Resource ID

) Resource name, descripticn
(®) Resource content

[]Search in filesystemn(s) as well

Only in xml resources in metadata (scripts, connections, ternplates)

Resource path Resource ID Current Resource description
. /admin/scripts/Zagreus monit..  ff7ece10f173443bbb3355b29ff4685¢|... YES
. fadmin/scripts/seript_include d5232f(9ee79480973be0621d160135|... yes
| Search | Open results in text editor Close

Figure27 ¢ The results shown in the table

@ Info: Doubleclicking on the table row of a resource opens the sele
resource in the default editor.



By clicking th®pen results in text editdautton, the resultcanbe saved in the folder
specified in thePath where to save these fildéigld in the Options dialogsée h
Download/ upload tah), using theexport - result - <timecode>.txt file name.

10.1.6 Drag-and-drop operations

There are some very useful functions that can be performed by-dnakdrop
operations from the Zagreusowser window into an open script in the Editor area.

Source Target Key Action
the selected id is copied as the

all attribute CTRL+SHIR .
attribute value
. . ziinclude  action created with
script editor area - o
the script id
script editor area CTRL z:block action created with t_he
contents of the selected script
) . z:iinclude  action created with
connection editor area - o
the connection id
connection editor area CTRL the connection actiors inserted
the connection action is inserted t
. connectiorname the script as the first action, and
connection ) - . : .
attribute the connectionnameattribute is
filled properly
z:iinclude  action is created and
template editor area - the template is displayed on the
palette bottom
template editor area CTRL the template action is inserted
. : . Afile:read action is created
simple file editor area -

with the path of the selected file

As it is displayed in the table above, the simple elag-drop operation creates a
ziinclude  action when it makes sense in terms of script execution (K&Hed
actions: script, connection, template), and for simple files it creatdi¢eaecad
action.

The Gontrol key + dragand-drop operation makes a direct inclusion of the XML
based content. In case of a script, it is wrapped intobéock  action, because there
can be several siblings of its root level.



10.1.7 Script-specific operations

There areseveral operations that can make only sense when a script is selected in
the Zagreus browser tree.

10.1.7.1 Running a script

A manual script execution can be initiated by Bien scripmenu item in the context
menu.

w [ templates
i example-scrint

% long-run %) Open in Script editor
g sample s ]  Open in XML editor
. sample_s Open in Simple text editor
. sarnple s
. sarnple s Set script variables...
fi. sample s %5 FRunin debug mode
template Run script
2 .autorun - —
[ sendscripts Script subscriptions...

Figure28 ¢ Running a script manually

For different script execution modes, sBgJob propertiesThis menu item initiates
a script execution on the server side, in an asynchronous way. The script then goes into
the queue that can be monitored in thctive jobsvindowz & $&iveltps window
Once the script execution has begun, the currently running script is displayed in the
Active jobsand Execution Enginewindows 6 & S SActilly jobs windowl Y R T
Execution engines winddyand the log messages are shown in Aative logsvindow,
seelbActive logs window

After clicking on this menu item,RRunning has started on serv@essage appears
in the status bar.

The following windows shows monitoring information about the running (or
queued) script

1 Active jobs window(see alsdbActive jobs windoy

@ Active jobs [Zagreus Demo Server] 2 | B Active logs [Zagreus Demo Server] | #. Execution engines [Zagreus Demo Server] | =l Skipped jobs [not connected]

Job D User D Script path Version  Begin exec. time End exec. time Status Priority  Exec. mo..
6f44c740-7f38-487c-bdBb-5a%9d82686735b 1 /admin/templates/example-script 1.0.0.0 16.03.2023, 09:46:086  n/a Running 10 direct

Figure29 ¢ A job appears in théActive jobsvindow

1 Active logs window(see alsdbActive logs windoy



cn Active jobs [Zagreus Demo Server] | & Active logs [Zagreus Demo Server] &2 #, Brecution engines [Zagreus Demo Server] | =l Skipped jobs [not connected]

fadmin/templates/example-script [1.0.0.0]

Time

16.03.2023, 09:46:45
16.03.2023, 09:46:45
16.03.2023, 09:46:45
16.03.2023, 09:46:45
16.03.2023, 09:46:46
16.03.2023, 09:46:46
16.03.2023, 09:46:46
16.03.2023, 09:46:46
16.03.2023, 09:46:46

Script path

fadmin/templates/example-script [1.0.0.0]
fadmin/templates/example-script [1.0.0.0]
fadmin/templates/example-script [1.0.0.0]
fadmin/templates/example-script [1.0.0.0]
fadmin/templates/example-script [1.0.0.0]
fadmin/templates/example-script [1.0.0.0]
fadmin/templates/example-script [1.0.0.0]
fadmin/templates/example-script [1.0.0.0]
fadmin/templates/example-script [1.0.0.0]

Message
<"2.3" zlog»
loop-counter=38variablel=39start value=start value
</"2.3" zlog>
<"2.1" mtext>
</"2.1" text>
<"2.2" rblock>
</"2.2" zhblocks
<"2.3" zlog>
loop-counter=3%variablel=40start value=start value

Figure30 ¢ Joblogs are displayed in th&ctivelogs window

1 Execution engines windo\isee alsdhExecution engines windgw

(" Active jobs [Zagreus Demo Server] | £ Active logs [Zagreus Demo Server] | % Execution engines [Zagreus Demo Server] &2

Worker information  Worker-controller logs

Worker Controller

~ Worker Controller 1

Worker id Status Enabled  Started CPU cores Jobid Script Job status
Running 02.03.2023, 15:15:40
1 Idle yes 14.03.2023, 16:59:23 6
s arc
I 3 Busy yes 06.03.2023, 10:25:06 13 b35156b3-2739-4232-adc4-09bb82d4abTbb  /admin/templates/example-script [1.0.0.0]  Running I
T TaTe Ve TEOT2023, T ¢

Figure31 ¢ A job appears in thExecution enginesindow

Further details othe finished scrips are available in th&inished jobsvindow (see

alsolpFinished |

obs windoyv

10.1.7.2 Running a script in debug mode

In order to run the script in debug mode (sBgDebugging in the Zagreus Clignt
the user needs to select tHieun in debug modmenu itemfrom the context menu in
the Zagreus browser.

v [ scripts

i cancel-handling

@ check-repert

Sy cli

. debuggin-example-script

% error-hanc ) Open in Script editor

. error_hanc )
fi. example-s

@ renitor-c
Bl script vers
@ script-for-

. script_incl
Wil cerint tno

e
o

Open in XML editor
Open in Simple text editor

Set script variables...
Run in debug mode I}

Run script

Figure32 ¢ TheRun in debug modmenu item

For further information of running the script in debug mode, s$égDebugging
concepts and terms



10.1.7.3 Script subscriptions

Clicking on thd ONXR LJ0 & d4se@Fightk B3icanteyt tneu itenopensthe
Subscriptionslialogd 2 E = @t8@&iptifhs Subscriptions for scripts can be created,
modified and deleted here

w [ templates
sl example-script
#. long-running script with variables
E Z:EE:: i Openin Script editor
. sarnpl ]  Openin XML editor
fh sampl 2] Open in Simple text editor
sl sarmpl
temple
[E .autorun %% Runin debug mode
=l .sendscrif (3 Run script
=] serveraut
v (B < -filesyst
] backu
Figure33¢ The{ ONXA LJi & dzbrteRiMiErli A 2 v & X

Set script variables...

Script subscriptions...
Send >

For understanding how subscriptions work, $&glibscriptions

10.1.7.4 Setting script variables and options

By clicking orthe Set script variableand optionX context menu item(seeFigure
34.), the Script variables and optioralogbox willopen (sed-igure 35).

Hi. sample_script with variable

&, sample_script_1 %h  Openin Script editor

%l sample_script_2 %] Openin XML editor
. sample_script_3 5 Openin Simple text editor

¥ sample_script_4

& sample_script_5 Set script variables and options...

%l sample_script_6 3@: Run in debug mode
Figure34¢The{ S a ONX Lddntedménh | 6 f S & X

There are two separated tabs in this dialog box. The first one iS¢hipt variables
tab that is showing the script variables currently set for the particular script resource.
For understanding variables and variable scopes[bg&riables

The table is editable by doubtdicking on the proper celliNémeor Valuecolumn)
and entering the name or value respectively:

1 Anew name / value pair can be specified by double clicking on a cell in the first
empty row in the table, entering the text then pressiigterkey.



1 An existing name / value pair can be edited by doutlieking on an already filled
cell, modifying the text and pressing tEmterkey.

1 Arow can be deleted by simply deleting Nemeentry, pressindgznterkey. This
name / value pair will not be saved after clicking @Kbutton.

L] Script variables and options X
Script variables  Executing and queuing options
Script variables: i |4
MName Value
status finished
type script \
Up and down arrows$or
changing variable orders

Variables andheir values

Figure 3% TheScript variablegab of the Script variables and optiomsalog

Whenthere are multiple variables, they can be-ordered by using the arrows in
the top right corner of the tabVariable order might be importarfor human readibility
reasons e.g. adding a new important variable can be in the first place in the list this
way.

After clickingOK the changes will be saved.



L] Script variables and options >

Script variables Executing and queuing options

Execution parameters:

MName Value

running_timeout
maximurm_parallel_execution

log_level

executing_user_name \ hd

Qfeuing options: Values can be
MName Value set here
queuing_timeout 1
maximurm_parallel_queuing /
priority

gqueue_group_id

jeb_maonitoring

execute_script_on_error Jadmin/scripts/error-handling
execute_script_on_cancel fadmin/scripts/cancel-handling
execute_script_on_cancel_source gui,monitor

Predefined lists Cancel

Figure 36 TheExecuting and queuing optiotesh of theScript variables and optiomsalog

On the Executing and queuing optioriab, two sets ofpredefined options are
available.These options play a role when the script is being executed or queued,
respectively. For a list @xecutionoptions, sedhList of execution options

Info: When themousecursor is moved ovehe options, additionahelp
information willbe shownn the tooltips.

10.1.7.5 Script runtime information

The{ ONXR LJ0 NIzy G Acyrextnght iiIEEFigure23y) opens theScript
runtime infodialog box(seeFigure 38, which displays detailsn the finished jobs of
the selected scriptThis function is similar to the functionality of tl&nished jobs
windows, but limited to the selected script.



. long-r
. long-r b
%l long-r.
& seript | [
. action-att

@ admin_tas

%l cancel-ha %5
@ check-rep (3
Sy cli

. debuggin-
. error-hanc
Bl error_hanc =

%l example-s
L. migrate-p
L. migrate-q
ﬁh manitor-c
. sample sc
. sample_sc
Bl script vers
@ script-for- ¥
i script_incl &
L. script_to_i 2

Open in Script editor
Open in XML editor
Open in Simple text editor

Set script variables...
Run in debug mode
Run script

Script subscriptions...

Send

Select

Rename resource...
Delete

Copy path

Script runtime information...

Show dependents...

Show resource information

Refresh

. variables

Figure 3% The{ O N& LJi

NHzy G AnveSuitdny ¥ 2 NXY I G A 2 y X

The finished jobs
for the script

The script name with
the version number

8 Script runtime info *
Runtime information for scrip*: exarmple-script (1.0.0.0) | o
| S Z
Status Begin exec. time End exec. time \ Begin queue time End queue time Result message
Finished 16.03.2023, 09:47:20  16.03.2023, 09:42:11 \16.03.2023, 08:47:20  16.03.2023, 09:47:20
Finished  16.03.2023, 09:46:06  16.03.2023, 09:46:57  1§,03.2023, 08:46:06  16.03,2023, 09:46:06
\ Runtime info

properties tool

Figure 3& TheScript runtime infalialog box

It alsogives the option to open one of the finished logs in Feished logs/indow.
The user needs toalible-click one of the jobs to do this.

In order tochange the selectedolumns forthe displayedobs that will be shown in
the dialogbox or change the condition filters for the resulie user needs to click on
the Runtime info propertie®ol (the 5 icon at the topright corner) It opens another

dialog, theRuntime info propertieseeFigure 39.




}:D Runtime info properties >

Q{ K éhgckboxes

/
Status User ID £gin exec.. Endexec.t.. Exec.mode Beginque.. MNumberof.. *
Show [ show Show Show [Jshow Show Show
[~ ]
“————— Conditions v
< >

Relationship between columns: |AND ~ | rows: |OR \

Relationship between column

Figure 3% TheRuntime info propertiedialog box

A Showcheckbox located beneath each column header determines which columns
will be shownfrom the predefined list of possible columns:

1 Status:the status of the finished job

1 User IDthe id of the user who initiated the execution of the script, $&gJsers
in the ZagreusSystem

1 Begin execution timehe timestampwhen theexecution of thescript wasstarted

1 End execution timehe timestampwhen theexecution of thescriptended

1 Execution moddahe mode of the script execution.

1 Begin queue timeahe time when the script was quede

1 Number of linesthe number ofloglinesof the joblog file, sedhjob-log file

1 End gqueue timethe time when the script was removefdom the queue and

handed over for execution

1 Result messagéhe output message of the script aftére execution has finished
For further information, se€hresultmessagef the script

9 Job IDthe id of the joh this is always shown

For more details about joblS £ I 0 SR LINRIbISNIeki&a X aSS I

The user has tolick on one of the blank fields under th&8howcheckbox to specify
a condition for a parameter. Th@onditionparameterwindow will appear after clicking
on the Add/modify conditioroption. Based on the column where tluser has clicked
a condition forthe particularproperty can be setseeFigure40. Byclicking one of the
conditions, the condition can be deleted by choosing Eredete conditioroption.



¥ Condition parameter X

Status: || ~ | |Finished %= | | Finished ~
Error
Cancelled =

Running timeout
Queue timeout

Figure 40; TheCondition parametedialog box for the column 'Status'

The relationship betweerthe conditioncolumns and rows can be sahder the
table, seeFigure 3.

This feature set is similar to the one that thenished jobgeport parameters
provides, se€ébFinished job report parametedialog

10.1.8 Connection-specific operations

There are several operations that can make only sense when a connection is
selected in the Zagreus browser tree.

# imap-demo

# mstr-dema &  Openin Script editor

¥ mysgl-deme ]  Openin XML editor
] resources
] schedules
] scripts Test connection

] temp Connect

Open in Simple text editor

Figure 41¢ The context menu of a connection resource

9 Test connection
It performsa connection testing on the server side, depending on the specific
connection type, se€hTest connectiorfeature.

9 Connect
There are several connection types which support custom connection browsing
inside the Zagreus browser window, see al$pOpeningconnectons in the
Zagreus browser

10.1.9 Operations for event-type resources

There are some specific operations for managing the etgrg resources.



10.1.9.1Su b s cr i pnenudems é

As it was mentioned in thEhScript subscriptionsection, theSubscriptionslialog
box can be opened by selecting theO NA LJi & dadenitedh faliiaAslgbidX
script. The same dialog is can be opened by{ttazo & O NJmkedii ke2nyfoa thgger
based resources (time schedule, event schedule, file trigger, mail watcher and
database watcher), but with limited funcionality. The list in the dialog box displays the
subscriptions related to the given triggbased resource

w | time schedules
U end-of-every-we '
T every-10-minute FU  Openin Cron Time editor
T every-minute Subscriptions...
U skipped-job
U weekdays-15-mii

Figure 42; The{ dzo & O NJmiedili ketnyoatiggebased resources

Send ¥

10.1.92Eval uate watchmhthmemiteemondi ti oné

This menu item appears only for mail watchers and database watchers. They have a
specific condition set up by the user who created them. This condition can be checked
manually by th® @ £ dzI 6 S & I ( Orfért NdmGrénythiecantex® nfefiux see
Figure43. It performs the evaluation of the condition for the selected watcher, and
shows the result in th&valuation resultdialog box, se€hEvaluate watcher condition
| v REvBhiate watcher conditian

~ ] db watchers
E. credit-below-230000
] event schedules [2  Openin DB Watcher editor

] file triggers

1 mail watchers
7 time schedules Evaluate watcher condition...

] scripts Send b
Figure 4% The9 @I f dz 4§ S & I (i OrferfiNgmGo2 waRHeis A 2 y & X

Subscriptions...

10.1.10 Showing dependent resources

This menu itemlists all the resources that depend on the currently selected
resource, se€&igure 44That is, such XMhased resources will be listed which contain
the id or path of the selected resource in their content. So a resource has a dependent,
if its id or path is present in the content of another xkHsed resource.



&, Show dependents d

Dependants of fadmin/scripts

Rescurce path Resource ID Resource description

i Jadmin/ternplates/list_content  a26532ae73cd461581a33cccbbfbalbl|&1.0...  lists resources under this folder

Close

Figure 44, TheShow dependentdialog box

TheShow dependentdialog box shows the following information:

1 Resource paththe full path of the resource
1 Resource I0he ID of the resource
1 Resource descriptiothe description of the resource

By doubleclicking on the resource, it can be opened in the Editor area.

10.1.11 Send context submenu

This context menu item is only accessiMieen the .sendscripts configuration
file is set for the currently loggeith user,in the root ofits home directory. In this
configuration file, scripts can be specified for which certain parameters of a selected
script can be sent for processimge alsahExecution with the.sendscriptdile.

10.1.12 Context menu of the server definition node

For performing administrative tasks, the administrator user has several additional
menu items shown in the context menu of the server definition node.

w [ ] Zagreus Demo Server [connected]
% groups E] Discennect from server

ﬁ USErs

- - Administrator options * - Group management...
€3 admin P P g

m recycleb Meodify server definition S SO

- Cancel all jobs...
Remove server definition .

Stop/start server components...,

Get li inf tion... -
% ICENEE Intarmation Manage certificates...

Server information . .
Moniter watchers, triggers...

Cenfiguration testing...

Figure 45; The server context menu
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For checking and managing the licence information installed on the Servet S S Ty
Licencing This menu item is also shown when the server definition node is
disconnected & $Benifihy and closing a serefinition node

1 Server information
Displays th&erveinformationdialog box, showingformationabout the server
version and uptimesee MhServernnformation.

Administrator optionsub menus:

1 Group managemerx
It opens theGroup management for administratodsalog box to manage groups,
seelhGroup management

f!'&aSNJ YIYyF3aSYSyidXx
It opens theUser management for administratotsalog box to manage users,
seelHUser management

9/ FyOSt Ftf 220aX
It opens aCancel jobslialog box for cancelling jobs by status, $é&g”ancel all
jobs

9 Stop / start server components
It opens theServer component contralialog for starting and stopping server
components, se€hStop / start server components

Taz2yAl02N) g1 6OKSNEX GNAIISNEX
It opens theMonitoring watchers and triggerdialog box for monitoring, sey
Monitor watchers, triggers

9/ 2y FTAIdzNI GA2y GSadAy3ax
It executes the selfesting function on the server side, then opens tBelftest
resultdialog to show the resulisee lhConfiguration testing



10.1.13 Context menu of a user node

For performing userelated administrativdasks, the administrator user has several
additional menu items shown in the context menu of the user home folderFspae
46.

v & users
_fj;] Demo User
M Test User - 7] Create folder...
_fj;] admin 1 Create new resource...
B recycle bin

Modify user...
Delete user...
Change password...

Set user variables...

Figure 46& The user context menu

1 Modify useK
It opens theUser management for administratordialog box, with the pre
selectedaction(a 2 RA ¥ & § E haadiiseryseemizadSyNdXsting user

1 Delete usex
It opens theUser management for administratordialog box, with the pre

selectedaction(5 St S S S E)rdisariethbzic® Ndsting user

1 Change passwoiti
It opens theChange passwordialog for the selected user, sdé&y Chandng
password

1 Set user variablesnd optionX
It opens theUser variablesand optionsdialog for the selected useiThe dialog
works identically as th&cript variables and optiortBalog seelhSetting script
variables and options

There is one more menu item which appears only inukersfolder context menu
(it only makes sense on that level): theNB | (S yn&du itelma(S&dured?).
It opens theUser management for administratoBalog box, with the preselected
action (Createnewdza §,8@eCreate new user

A ﬁ UsErs

v U Create folder...

7 Create new resource...

Create new user...

nn



Figure 47¢ The users context menu

10.1.14 Context menu of a group node

For performing groupelated administrativetasks, the administrator user has
several additional menu items shown in the context menu of the group home folder,
seeFigure48.

v % groups
_f} public
ﬁ shared & 7] Create folder...
ﬁ USErs 7 Create new resource...
_fj;] admin
- < Create new group...
 recycleb
+ Modify group...
+  Delete group...

Set group variables...

Figure 48&; The group context menu

1 Create new grouy
It opens theGroup management for administratodialog box, with the pre
selectedaction(/ NB I 4 S vy 5 Bhis 8phdh dzfabXcreating a sgpoup, see
MCreate new group

1 Modify groupX
It opens theGroup management for administratodialog box, with the pre
selectedaction(Modify existinggroupX) andgroup, seelbModify existing group

9 Delete grouiX
It opens theGroup management for administratodialog box, with the pre
selectedaction (Delete existinggroupX) andgroup, seelbDelete existing group

1 Set group variableand option¥
It opens theGroup variables and optiomkalog for the selected group. The dialog
works identically as th&cript variables and optiortsalog, sedh Setting script
variables and options

There is one more menu item which appears also irgtleeipsfolder context menu:
the Create newgroupX menu item (sed-igure49.). This option is for creating a base
level group. lopens theGroupmanagement for administratordialog box, with the
pre-selectedaction(Createnew groupX), seelbCreate new group



~v {2 groups
v & public - "1 Create folder...

O] Tul =7 Create new resource...
5 < o
_f}ﬁarec * Create new group...

Figure 4% The groups context menu

10.1.15 Recycle bin

The recycle bin i®r storing the deletedesourcesgemporarily. The resources can
be restoredor permanently deletedrom the recycle bin

B, Zagreus browser &1

v [[] Zagreus Demo Server [connected]
€% groups

€ users

€ admin

= .
~ @ recycle bin

fell. test

Figure 50; A deleted resource in the recycle bin

By rightclicking on the recycle bin, a new menu item appears in the context menu:
Empty recycle birBy selecting this menu item, all the resources in the recycle bin will
be permanently deleted.

Moreover, by righiclicking on one of the deleted resources in the recycle bin, the
following menu items are available in the context menu

1 Delete permanentlydeletesthe selectedesources) permanently
1 Recover resourceestores the selected resour(®to the location where it was

deletedfrom

To check how to switch on/off the recycle bin, $&gVliscellaneous properties



10.2 Editor area

Various types of editorwill open in the Editor aredalhe editor type corresponds to
the type of the resourc¢hat the user wants to editThedifferent editor typeswill be
discussed in details in this chaptekll editors open on a tab in the editor area. Multiple
editors can be open at the same time, they take as many editor tabs right next to each
other as needed.

10.2.1 Script Editor

Zagreusscripts are developedy usingthe Script Editor. There are two main views
of the Script Editorthe Graph Vievand theXMLView. The contents oftliese two views
are alwayssynchronized witheach other. Switching between thgvo viewscan be
doneby clicking on the correponding tal the bottom of the Scrip&ditor, seeFigure
51. Whilst there is no functicality that is not covered by th&rapth View of the Script
Editor, it can sometimes be useful to directly edit tK®dLcodeon the XML View tab



10.2.1.1 Graph view

8 Zagreus Client
File Edit View Window Tools Help

5. Zagreus browser 52 | il
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~ £ admin
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& Untitled
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Figure51 ¢ TheGraph Viewof the Script Editor

The Graph View is the default view when the user opens a script resource type. All

functions of the Script Editor are present in the Graph View.
The functionality of the Script Editor figlly covered in a separate chapter, sEg

Script Editor

10.2.1.2 XML view

The XML View can be selected by clicking on its tab at the bottom of the Script Editor
right next to the Graph View talBasic text editing functions can be used like search
(Ctrl+B, copy Ctrl+Q, paste Ctrl+V}, cut Ctrl+X and undo Ctrl+2.

To see the detailed description of the XML structure of a script, [3g&ML

representation




¥ Zagreus Client - m} e
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Figure52 ¢ TheXML Viewof the Script Editor

10.2.2 Simple text editor

The Simple text editor serves to edit files with textual content. Basic text editing
functions can be used like seard@ii|+H, copy Ctrl+Q, paste Ctrl+\j, cut Ctrl+X and
undo Ctrl+3.
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There is no active editor that provides an outline.

@ Active jobs [Zagreus Demo Server] 22 | {) Active logs [Zagreus Demo Server] %, Execution engines [Zagreus Demo Server] e Finished jobs [localhost] o§° | :==:> ¥ = 8
Job ID UserID  Script path Version Begin exec. time End exec. time Status Priority  Exec.m
< >

Figure53 ¢ TheSimple text €itor
10.2.3 Other editors

When the user creates a new resource or opens an existing one, a corresponding
editor type opens in the editor area.

The following editor types are covered in details in other chapters:

1 Event schedule editoseelhEvent schedule
1 Time schedule editoseelhTime schedule
1 File trigger editorseelhFile trigger

1 DB watcher editorseelhDatabase watcher
1 Mail watcher editorseellbMail watcher



10.3 Extension windows of the Script Editor

There are a group of windows showing additional details about the script that is
currently open in the Script Editor (and its tab is the currently the selected tab in the
Editor Area if there are more than one script open). Theselows argor overviewng
the element structure of the whole script, the attributes, variables, etc. These windows
only havecontent when ay script is opened.

&8 Zagreus Client - o x
File Edit Window Tools Help
| B3 Edit view Reportview : B2 @ B ‘ e | Ql E
. Zagreus browser 2 [ 0] v =40
 [[] Zagreus Demo Server [connected] ol
% groups
users

~ ¢ admin

adl stration

¥il. sample_script

0= Outline &2 | 5. Attributes| ©5. Variables/Fun... | ®g Breakpoints |61 Watch| = O ]

There is no active editor that provides an outline. \

Extension windows for the Script Edito

@ Active jobs [Zagreus Demo Server] 52 | ] Active logs [Zagreus Demo Server] % Execution engines [Zagreus Demo Server] q§*'| > v =0
Job ID UserID Script path Wersion Begin exec. time End exec. time Status Priority

Figure 54; Extension windows

10.3.1 Outline window

TheOutline windowmakes it easier to view largeripts withdeeply nestecaction
structure. If this window is not shownt can be opened by clicking on ti@@utline
window option on the Windowmain menu bar. In the Outline windgwhe actionsof
the scriptare listed under each other sorted liye action order number. Thactions
listed here are expandablif there is any content of the particular action: text element
or other child actionsSo the action hierarchy of the original script is mapped in atree
like structure in the Outline window, sdégure 55

The Outline window is synchronized with the Script Editbe selection in the
Outline window is corresponding with that of the Script Editor. A context menu appears
by right-clickng on one of theactions This is the same context menu that is displayed
by rightclicking on the same action in the Script Editor.



0= Outline 2 | B=. Attributes| B5. Variables/Functions| 9 Breakpoints | 82 Watch

[1] zleg
v & (2] zif
w [2.1] zthen
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= [Blzlist

Figure 55 The Outline window

10.3.2 Attributes window

TheAttributes windowdisplays the attributes of the selectedtion. If this window
Is not shownit can be opened by clicking on tldtributes windowmenuitem on the
Window main menu bar. The attributes can be editég doubleclicking on the
attribute name If the currently selectedaction has no attribute at all or none of the
actions are selectedhere will be no attributes shown in the Attributes window.

0= Outline | 5. Attributes &2 | 5 Variables/Functions | S Breakpoints | £ Watch

loop-counter = i

from =1

to =20

step=1
monitor-counter = false

Figure 56&; The Attribute window

10.3.3 Variables / Functions window

The Variables/Functions windovdisplays the generally usable engine system
variables and functions (sd&Function calli the script starting variables along with
the variables defined in the scripif. this window is noshown,it can be opened by
clicking on thevariables windovitem onthe Windowmain menu barThe items in this
window are categorized into groups, and all thegeoups are expandable.
Furthermore, tooltips help to give information about the usage of functions and
variables.

Groups:

1 System variables
Theuser can check thkst of the predefinedsystemvariables



1 System functions
The list of the predefined engine system functions. If the category toggle button
is set toCategories presentatigmhe list of the functions are arranged into further
categories (see below).

1 Script starting variables
The list of thevariables for the script defined in th&cript variables and options
dialog box (see alsdh Setting script variables and optiondVhen a script is
running, other variables are actually reachable for the script, but because this
window belongs to the Script Editor itself (so the script is likely not currently
running), it can only know the closest scope of variables at this poititne,
which is the script scope.

9 Script variables
It showsthe variables defined irthe script (see alsdbh Startup variableg. It
shows these variables according to the current point of selection. So if a variable
is defined later than the actual selection, the variable is not shown in the list. This
list also takes the variable scope (local or global) setting into accountakable
scopes, se€hVariable scopes

0= Outline | % Attributes | B Variables/Functions 52 | ©g Breakpoints| & Watch

w [l zroot
System variables

i System functions |

String functions
Date functions
Complex type functions
Mumeric functions
Data type functions
System functions

~ Script starting variables
starting_var

~ Script variables
variablel

Figure 57 Variables/Functions window, the categories of the engine system functions

It is possible tadisplay the engindunctionsin categoriesor in flat (simple list)
presentation To switch betweempresentationsthe user needs talickon the icon &
located in the upper right corner of this windoar select the corresponding tool menu
item right next to the icon.

The categories presentation lists the following categories:



9 String functions

9 Date functions

1 Complex type functions
91 Numeric functions

1 Data type functions

1 System functions

Variables and functions can be added to the textual content of an action in the Script
editor by drag and dropping the particular element onto the text content of that action.
For this, the textual content of the target action should not be empty, Sigere58.
andFigure 59
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10.3.4 Breakpoints window

TheBreakpointsvindowis designed for the case when the script is running in debug
mode. This sort of running makes sense only if the script is opened in the Script Editor
(debug mode) as long as the script is being executed. The Breakpoints window is linked
to the debug mode @ipt Editor. Therefore, the usage of this window is described in
details in the chapter about the debug mode, ségstarting a debug session

10.3.5 Watch window

The Watch windowis designed for the case when the script is running in debug
mode. This sort of running makes sense only if the script is opened in the Script Editor
(debug mode) as long as the script is being executed. The Watch window is linked to



the debug mode Script Editor. Therefore, the usage of this window is described in
details in the chapter about the debug mode, ségstarting a debug session



10.4 Monitoring

Monitoring is an important part ahe workflow in ZagreusThe monitoring options
include the ability to follow script execution, checking the logs of the running script as
well as seeing the actual states of the execution engines and the Worker Controller.

The monitoring windows are located at the bottom of the Zagreus Client in the
default Edit view. The monitoring windows are the following:

1 Activejobs

1 Active logs

1 Execution engines
1 Finishedobs

1 Finished logs

1 Skippedobs

EO8- 0

windows for monitoring

JobID Status  Seript path

7201 d58f-8abf-48f0-8117-6b8F56¢561ad Finished 1000
d5584dd2-1013-421d-a67-11b6925b 877 Finished e 1000
b2b0200a- 1c2c-431c-8327-4316d3016bd2 Finished e 1000
2¢113da-Te3e-48ch-08fe-5eadssciblbe Finished e 1000

3652085-ce67-
dc8d49fd-302a-44ad-bA33-0d08b3cba%e Finished
2ffeBaab-6bad-4e10-8209-11ccd00bA426 Finished
75¢1a¢5-0ba5-43e0-bf24-381£ab211205 Finished
20b09b01-187f-Abc5-Bee-32¢800Fa 7603

9e30-0f01aaefdbae Finished e 1000
1000
e 1000
1000
averase 10,00

Begin exec, time

02.03.2023, 15:16:00
02.03.2023, 15:14:40
02.03.2023, 15:14:30
02.03.2023, 15:14:20
02.03.2023, 15:13:20
02.03.2023, 15:13:20
02.03.2023, 15:13:10
02.03.2023, 15:13:10
02.03.2023.15:13:00

sc
<l-handlin
ebuggin
i
us
iy o
" templates
= Qutline ¥ | %5. Attributes | %5. Variablef/Functions | ®e Breallpoints| &% Watch
There is no active editor that provides afl outlin
nﬁ
Beginqueuctime  Number of lines  Workerid  Waorker controller id ~

@ Active jobs [Zagreus Demo Server] | ] Active logs [Zagreus Deme Server] | %% Executio es [Zagreu DEmvSNE]CF ished jobs [Zagreus Deme Server] &2 | I Skipped jobs [Zagreus Demo Server] | ) Finished legs, cancel-handling [1.00.0], [Zagreus Deme Server]

End exec. time

02.03.2023, 15:16:00
02.03.2023, 15:14:40
02.03.2023, 15:14:30
02.03.2023, 15:14:20
02.02.2023, 15:13:21
02.03.2023, 15:13:20
02.02.2023, 15:12:11
02.02.2023, 15:12:10
02.02.2023. 15:12:01

specific tools for the windows

02.03.2023, 15:16:00 11 1 1
02.03.2023, 15:1440 11
02.03.2023,15:1430 11
02.03.2023,15:14:20 11
02.03.2023,15:12:20 11
02.03.2023,15:12:20 11
02.02.2023, 151210 11
02.02.2023, 151210 11
02.03.2023.15:12:00 11

B w B W=

Figure 60; The monitoring windows and their tools

10.4.1 Active jobs window

The jobs that are currently queueddr running can be found in theActive jobs
window. For the lifecycle of a job, sé&Job lifecycle

The header of the Active jobs window has a postfix (the pach ¥.8t shows the
connected server name when there is an active open server connectiorZggoeus
Demo Serven Figure @.). If there are multiple open connections, it shows the active



one which is selected by clicking on any of the tsab-nodes of the particular server
in the Zagreus Browser window, sBgZagreus browsewrindow

& Active jobs [Zagreus Demo Server] 2
Job ID

027340%-281f-4317-bdTb-45dcf552cD6d
365f9c9b-ddea-443e-Bc23-02edfeleaf98
42812160-b097-4128-b168-67eb7a5d387e
560f0064-4066-4415-8871-afT141a3d7d3
79f6050-5b3b-43c9-36b7-2¢9dadD6clda?
aB1fedc7-6237-4145-87¢6-41b174283410
aad63f04-8f31-4a0d-8785-0614cB007403
d182124d-1bcd-43f4-81€7-96299F7097a5

The columns thaare shownn the Active Jobs windoare:

1 Job ID

serID Script path
fadmin/templates/sample_script 3
Jadmin/templates/sample_script_1
fadmin/templates/sample_script_5
fadmin/templates/sample_script 2
/admin/templates/sample_script 2
Jadmin/templates/sample_script_1
fadmin/templates/sample_script 4
/admin/templates/sample_script_3

Version  Begin exec. time
1.0.00 n/a

1.0.00 n/a

1.0.00 n/a

1.0.00 n/a

1.0.00 02.03.2023, 17:19:48

1.0.00
1.0.00
1.0.00

02.03.2023, 17:19:48
02.03.2023, 17:19:49
02.03.2023, 17:19:48

End exec. time

n/a
nia

n/a
n/a
nia
n/a

Status

Queued
Queued
Queued
Queued
Running
Running
Running
Running

Figure 61¢ The Active jobs window

The ID of the job

9 UserlID

Priority  Exec. mode

10

direct
direct
direct
direct
direct
direct
direct
direct

The ID of the user whanitiated the execution othe script

1 Script path

The full path of the script

9 Version

The version number of the script, sBgResourcdDandversion

1 Begin exec. time
The begin execution time of the job

I End exec. time
The end execution time of the job

9 Status

The current status of the job

1 Priority

%
b
q
i
al

The priority number of the jobThe smaller the number, the higher the priority
Is. The default priority number is 10, if is not setherwise in the priority

SESOdzii A 2y 2itdif beoiton i®S M



1 Exec. mode
The execution mode of the job

1 Script namdnot shown by default)
The name of the script

1 Begin queue timénot shown by default)
The begin queue time of the job

1 Number ofines(not shown by default)
The full number of log lines

C2NJ 0KS fAald 2 FloepertiekINRPLISNIASasE asSsS
Specific tools for the Active jobs window:

1 Refresh Viev:"
TheActive jobsvindow updates its content every 5 seconds by default. It can be
refreshed manually with this tool.

{ Active jobs window preferencis
It opens theActive jobs window preferencdglog box, seéelow.

10.4.1.1 Active jobs window preferences dialog

This dialogllowsthe user to selecthe property columns whiclill appear in the
Active jobs windowseeFigure 62



:'=:=> Active jobs window preferences b

Further possible columns: Selected colurmns:

Script name Job 1D A
Begin queue time User ID
MNumber of lines Script path
WVersion
Begin exec. time
End exec. time
Status
Pricrity h
[[]Use sorting:
Sort result by Direction &3
v
From server: Zagreus Demo Server (192.168.50.170:7323) A

Refresh table by seconds: |5 &

0K Cancel Rezet to defaults

Figure 62; TheActive jobs windows preferenceslog box

The sections of the dialog are thalowing:

9 Selected columns
The list of the column names displayed in the Active jobs window. The order of
the columns can be modified by selecting a column name and using one of the
arrows to the right of the list box (up and down arrows).
Removing a column is also possible by selecting a column name and using the left
arrow icon, located to the left of the list box.

1 Further possible columns
The list of the column names which are not in Belected columnsst box, but
possibly selectable.
To select a possible column, select a column name and click on the right arrow
icon, located to the right of the list box.

1 Use sorting
When this option is checkegthe listed job results can be sortdyy the specified
column namesTo specify such a sortir@plumn, the user needs to select the
column name from the dropdown box which appears by clicking on the first
empty cell of the first columrSort result by. The direction of the selected column
(ascendingor descendiny can be set in the same manner in the second column
(Directior), seeFigure 63



[~] Use sorting:

Sort result by Direction

Begin exec. time ascending
v

ok D
User ID
A Script path r (192.168.50.170:7323)
Script name
AVersion

Begin exec. time
End exec. time
Status K | Cancel
Pricrity

Exec. mode
Begin queue time
MNumber of lines

Figure 63; Defining a sorting column name in tAetive jobs window preferencdglog box

9 From server
If there are multiple open server connections, the target server can be selected
from thisdropdown list. After changing the server, by clicking on the OK button,
the header of the Active jobs window changes correspondingly

1 Refresh table by seconds

This is the polling rate that is used to retrieve data periodically from the target
server. Default is 5 seconds.

The changes are applied after clicking on @kbutton. In order to reset all the
settings, the user has to click on tReset to defaultbutton.

10.4.2 Active logs window

The Active logswindow displays the actual redime logging output during the
execution of scripts, seleigure 64If more than onescript is running, multiplgob-log
outputsaredisplayed simultaneously in this windowdifferent tabs

8 Active logs [Zagreus Demo Server] 3% %R ™| v =18
fadmin/templates/sample_script_1 [1.0.00] /admin/templates/sample_script 2 [1.0.0.0]
Time Script path Message Job ID Q
02.03.2023, 17:22:16  /admin/templates/sample_script_1 [1.0.0.0] Zagreus version: 1.3.3.7 61f7bael-d94d-42f5-a5f6-fo1afbbe2das
02.03.2023, 17:22:16  /admin/templates/sample_script_1[1.0.0.0] Job ID: 61f7bae2-d94d-42f3-a5f6-f01af66e2das 61fTbae2-d94d-42f3-a3f6-fO1af66e2da5
02.03.2023, 17:22:16  /admin/templates/sample_script_1 [1.0.0.0] Job starting variables:variable_namevariable_valuecallerlPcallerTypeguicurrentUserld1doku..  61f7bae2-d94d-42f5-a5f6-f91afbbe2das
02.03.2023, 17:22:16  /admin/templates/sample_script_1 [1.0.0.0] Default encoding: UTF-8 61f7bael-d94d-42f5-a5f6-fo1afbbe2das
02.03.2023, 17:22:16  /admin/templates/sample_script_1 [1.0.0.0] Default locale / country: United States 61f7bae2-d94d-42f3-a3f6-f91afbbe2dad
02.03.2023, 17:22:16  /admin/templates/sample_script_1 [1.0.0.0] Default locale / language: English 61f7Tbae2-d94d-42f5-a5f6-f91afbbe2das
02.03.2023, 17:22:16  /admin/templates/sample_script_1 [1.0.0.0] <"1" zblock> 61f7bae2-d94d-42f5-a5f6-f91afbbe2das

Figure 64; TheActive logavindow



The log tabs are automatically opened when the first log message arrives from a job
and stay open for ten more seconds after the last message.
The columns thaare shownin the Active logswindow:

1 Time
The timestamp of the log message inkald. MM.yyyy, HH:mm:ss> format.

1 Script path
The full path and version number of the script.

1 Message
Thejob-log message, see loggiflgjob-log file

1 Job ID
The ID of the job.

1 User namédnot shown by defau)t
The user ID who initiated the script execution

1 Job statugnot shown by defaujt
The status of the job.

Specific tools fothe Active logsvindow:

1 Close all log tab “%
Immediatelycloses all log tabs

1 Scroll lockat
It stopsthe automatic scrolling down

1 Show log result in text editc®
The contenbf the log tabwill be opened ira Simpldext editor. Only theselected
tab content will be displayedndit will not berefreshed.

1 Active logs window preferences
It opens theActive logs window preferencdglog box, sedelow.



10.4.2.1 Active logs window preferences dialog

This dialogllowsthe user to selecthe property columns whiclvill appear in the
Activelogs window seeFigure 6.

2 Active logs window preferences >

Further possible celumns: Selected columns:

User name Tirne

Job status Script path
Message
Job ID

Cancel Rezet to defaults

Figure 65 TheActive logsvindow preferencedialog

The sections of the dialog are the following:

9 Selected columns
The list of the column names displayed in the Active logs window. The order of
the columns can be modified by selecting a column name and using one of the
arrows to the right of the list box (up and down arrows).

Removing a column is also possible by selecting a column name and using the left
arrow icon, located to the left of the list box.

1 Further possible columns
The list of the column names which are not in elected columnsst box, but
possibly selectable.

To select a possible column, select a column name and click on the right arrow
icon, located to the right of the list box.

The changes are applied after clicking on @ibutton. In order to reset all the
settings, the user has to click on tReset to defaultbutton.



10.4.3 Execution engines window

TheExecution engines windaisplays the current status of étle Zagreus Workers
(seelhZagreus Workgr

There are two tabsn this window: theWorker informationtab and the Worker
controller logdab. In the first one, worker controllers and workers aisplayedwhile
in the second one, the logs ashown from theZagreus Wrker Controllerz: 4SS I
Zagreus Worke€ontroller.

10.4.3.1 Worker information tab

TheWorker informationtab is selected by default in the window. This tab offers a
reaktime monitoring about execution processes. The Zagi¥oskers are shown in a
table widget that has collapsable nodes (Zagreus Worker Controllers) apart from the
usual table rows (Zagreus WorkerSp the Zagreus Workers are batched together
under a Worker Controller, sédagure 66The number of workeris determined by the
number of execution engines includedtire license(seelhLicencini.

Zagreus provides the usage of multiple Worker Controllers, though in most of the
cases only one Worker Controller is configured inZagreus System

9. Execution engines [Zagreus Demo Server]

cores  Jobid Script

<020771b-3540-4dcB-af39-d203d9bb271b  /admin/templates/sa
42898cdb-0631-42¢a-2b79-120651538d3¢  /admin/templates/sas
15¢96 4 6

1 /admin/

35a-4128-92d2-23520¢

Window tool

Worker controller Listed workers

Figure 66& TheExecution enginesindow

The olumns for the Worker information tab of the Execution engines windosy

9 Worker Controller
The Worker Controller instance with its ID, $&g’agreus WorkeController

M1 Worker id
The id of the worker & $°8of tiiy Zagreus Worker



1 Status
The status of the Worker Controller or Worker (depending on the row). The status
canbeldle, Busy Startingand Shutting dowrin the case ofWorkers andRunning
Starting Suspendednd Shutting downn the case othe Worker Controller.

1 Enabled
Shows whethethe ZagreusVorker is enabled or disabled

1 Started
Showingthe timestampwhen theZagreus Wrker hasstarted

1 CPWUcores
The number of CPU cored the host the Zagreus Worker JVM runs on.

1 Jobid
The ID of the job that is currentlyexecutedon the givenZagreus \Wrker

1 Script
The name and version number dfie script associated with the jolihat is
currentlyexecutedon the givenZagreus Wrker

9 Job status
The status of the job.

9 Free mem.
The currently free memory that th&agreus WorkedVM can use. However, it
does not mean this is the maximum available memory becthwesdVM allocates
memory incrementally. So, if free memory is too small, JVM will allocate more
memory until it reaches the maximum memory.

9 Total mem.
The actual memory that th&agreus WorkedVM is using. It can be higher than
expected even when the JVM isidte status. JVMs are using their own garbage
collector mechanism to free up memory when it is needitk total memory for
a worker can be specified with theXms setting in the Zagreus Worker
configuration(see alsdh\Worker startup propertiek



1 Max mem.
This is the maximum memory that théagreus WorkedVM can useThe total
memory for a worker can be specified with th&Xmx setting in the Zagreus
Worker configuratior(see alsdh\Worker startup propertiek

1 Last updated
The timestampwhenall information wadastupdated

Rightclicking on one of th&Vorker Controllers will open a context mengeeFigure
67.

Worker infermation  Worker-centroller logs
Worker Controller Worker id Status Enabled

v Worker Controller 1
Enable worker

Disable worker
Stop worker
Restart worker
Cancel job
Cancel all jobs...

Start new worker...

Open script in debug editor...

Figure 67¢ The context menu of the Worker Controller node

Here, the user can perform one of the following operations:

9/ 1FyOoSt it 220ax
It opens the Cancel jobddialog box. This is the same dialog box that the
I RYAY A a0NI G2 NJ 2 Limgra ifeén opens bylthé €esvér ddfiriitibn 2 2 6 2
node context menu in the Zagreus browser window, Bg€ancel all johs

T{0FNI ySg &2NJ] SNX
It opens theStart new workerdialog box, sed-igure 68 A new worker can be
started with the specified worker id. The worker id must be a unique number
which is not among the currently running workers, daglD of the Zagreus
Worker.



23 Start new worker >

Worker controllerid 1

Worker id | 5

Figure 6& TheStart new workedialog box

Rightclicking on one of th&Vorkers opers another context meny seeFigure 69.

Worker infermation  Worker-controller logs

Worker Controller Worker id Status Enabled  Started CPU cores Job id
~ Waorker Controller 1 Running 19.07.2023, 15:30:24
1 Busy ves 1007 2032 153035 A d207dfac-dfd4-4c0d-9655-48393b5337a9
2 Idle Enable worker
3 Idle Disable worker
4 Idle Step worker
Restart worker
Cancel job

Cancel all jobs...

Start new worker...

Open script in debug editor...

Figure 6% The context menu of a Worker node

Here, the user can perform one of the following operations:

9 Enable worker
It enables the selected worker

9 Disableworker
It disables the selected worker

9 Stop worker
It stops the selected worker. After stopping, the selected worker is removed from
the worker list. If there was a running job, this operation cancels the job first.

9 Restart worker
It restarts the selected worker. First, the selected worker is removed from the
worker list, but shortly it appears again.



1 Cancel job
It cancels the currently executed job on the worker, Ep&anceftion.

9/FyOSt it 220aXx
It opens the Cancel jobsdialog box. This is the same dialog box that the
I RYAY A aidNI G2 NJ 2 Llimen2 etn opens by-the €edsér ddfirfitibn 2 2 6 3
node context menu in the Zagreus browser window, Bg€ancel all johs

ThLSY &aONARLII Ay RSo0dzZA SRAG2NX
This menu item is only enabled when the status of the currently executed job is
DebugginglIt opens the currently executed job in a Script Editor (debug mode),
seelbhDebug Editar

C2NJ FAINIGKSNI AYTF2NXYIGAZ2Y | 02 dzi MashgBNS dz&
Zagreus Wrkers

There is one tool available for the Execution engines window:Bhgine status
windows properties:+ icon. This opens thEngine status window preferencelog,
seeFigure 70

}—:D Engine status window preferences >
From server: | Zagreus Demo Server (192.168.50.170:7323) e
Warning time | 60 =

Figure 70; TheEngine status window preferenceislog

Here, the user can adjust the following parameters:

9 From server
If there are multiple open server connections, the target server can be selected
from this dropdown list. After changing the server, by clicking on the OK button,
the header of the Execution engines window changes correspondingly

1 Warning time
When the content of the Worker information tab is not updated within a time
threshold (e.g. the connection is lost, thast updatedcolumn is not changing



any more), the affected rows become red. This threshold can be set here,
specified in seconds.

10.4.3.2 Worker-controller logs tab

This tab displays direct log messages from the Worker ControlleFigaes 71

Worker information  Worker-controller logs

Time

03.08.2023, 15:03:57
03.08.2023, 15:04:02
03.08.2023, 15:04:02
03.08.2023, 15:04:04
03.08.2023, 15:11:28
03.08.2023, 15:11:28
03.08.2023, 15:11:28
03.08.2023, 15:11:32
03.08.2023, 15:11:32
03.08.2023, 15:11:34

Worker Controller

Worker Controller 1
Worker Controller 1
Worker Controller 1
Worker Controller 1
Worker Controller 1
Worker Controller 1
Worker Controller 1
Worker Controller 1
Worker Controller 1
Worker Controller 1

Message
Worker 2 killed
Starting werker 2

Commandline: [/home/zagreus_docs/java/epenjrell/bin/zagreus-worker, -cp, /home/zagreus_docs/worker-..,

Worker 2 started

Cancelling job cclef5aa-2453-4481-8466-203c341d9130 on worker 4
Killing werker 4

Worker 4 killed

Starting worker 4

Commandline: [fhome/zagreus_docs/java/openjrel1/bin/zagreus-worker, -cp, /home/zagreus_docs/worker-...

Worker 4 started

Figure 71¢ TheWorkercontroller loggab of theExecution enginesindow

The columns of this table are the following:

1 Time:the timestamp of the log message.
1 Worker Controllerthe ID of the Worker Controller.
1 Messagethe message from the Worker Controller.

10.4.4 Finished jobs window

The Finished jobsvindow displayseport-like information about completed johs
seeFigure 72This window isot opered by default it can be openeeither by clicking
on the Open new Finished jobs windd®@ol in the main toolbar4ee alsdbhOpen a
new Finished jobs windoyor pressing theAlt+Jkey combination,or accessed by
selecting theFinished jobsvindowoption from theWindowsmain menu bar.

[y Finished jobs [Zagreus Demo Server] &2 q;""’ :==:> ¥ =0
Job ID Status  Script path Version  Begin queuetime  Begin exec. time End exec. time Mumber of lines  Worker controllerid  Workerid =~ *
3ddfad93-ae08-46f1-8f99-b1fdff23a74d Finished /admin/templates/sample_script 5 1.0.0.0 02.03.2023, 17:25:42  02.03.2023, 17:26:01  02.03.2023, 17:26:22 10 1 3

93c4294-335a-41aa-92d2-235a0acdb3fd
42898cdb-0b31-42ca-ab79-120651538d3f
0a0771b-3540-4dc8-3f39-dB03d9bb271b
15¢965da-bad8-4dec-b2fb-dbf05bdd1611
Bee7fe42-5dal1-478f-97ca-a071alb2d06a
2ec96d46-1736-46dd-abad-29287b089bE0
da41385d-069a-4e40-8b7b-13c76fbabbb2
ffada226-feld-4c28-b918-847e932dbf31

Finished /admin/templates/sample_script_ 4 1.0.0.0 02.03.2023, 17:23:41
02.03.2023, 17:25:41
02.03.2023, 17:25:41
02.03.2023, 17:23:41
02.03.2023, 17:24:57
02.03.2023, 17:24:57
02.03.2023, 17:24:56
02.03.2023. 17:24:56

Figure 72Z; TheFinished jobsvindow

02.03.2023, 17:25:42
02.03.2023, 17:25:41
02.03.2023, 17:25:41
02.03.2023, 17:25:41
02.03.2023, 17:25:16
02.03.2023, 17:24:57
02.03.2023, 17:24:36
02.03.2023. 17:24:56

02.03.2023, 17:.26:02 10
02.03.2023, 17:26:02 10
02.03.2023, 17:26:01 10
02.03.2023, 17:26:01 10
02.03.2023, 17:25:37 10
02.03.2023,17:.25:17 10
02.03.2023,17:.25:17 10
02.03.2023. 17:25:16 10

Finished /admin/templates/sample_script_3  1.0.0.0
Finished  /admin/templates/sample_script 2 1.0.0.0
Finished  /admin/templates/sample_script_1  1.0.0.0
Finished /admin/templates/sample_script 5 1.0.0.0
Finished ~ /admin/templates/sample_script 4 1.0.0.0
Finished  /admin/templates/sample_script 3 1.0.0.0

[T T S TP T

Finished  /admin/templates/sample scriot 2 1.0.0.0

The columns thatre shownin the Finishedobswindow are:

1 Job ID



The ID of the job

1 Status
The status of the job

1 User IDnot shown by default)
The ID of the user whadnitiated the execution othe script

1 Script path
The full path of the script

1 Script namé&not shown by default)
The name of the script

9 Version
The version number of the script & &&soufte versioning

1 Begin exec. time
The begirexecution time of the job

I End exec. time
The end execution time of the job

1 Exec. modénot shown by default)
The execution mode of the job

1 Begin queue time
The begin queue time of the job

1 End queue timénot shown by default)
The end queue time of the job

1 Result messag@ot shown by default)
The result message of the jgb & $eSultfgssagef the script

9 Caller(not shown by default)
Thecaller of the job



1 Caller typgnot shown by default)
The caller type of the job

1 Number of lines
The full number of log linesf the jobf 23 FTA BB I&aSS M

1 Worker id
The ID of the Zagreus Worker where the job was execute@bem alsdh|D of
the Zagreus Worké@r

9 Worker controller id
The ID of the Zagreus Worker Controller which control the Zagreus Worker where
the job was executed ofsee alsdhZagreus WorkeControlle

9 Priority(not shown by default)
The priority number of the jobT'he smaller the number, the higher the priority
Is. The default priority number is 10, if is not sdifferently in the priority
SESOdzii A 2y 2itdif eoiton @i®S M

Specific tools for th&inishedobs window:

1 Refresh View"
Clicking on this icon tool refreshes the content of the Finished jobs window
according to its report parameters. The content of the window can also be
refreshed by clicking on the window header if theto refresh window by clicking
on its headesetting is checked in th@ptionsdialog box, se€hOptionsdialog

T{SGGAY3T NBLZNI LI NI YSGSNEX
It opens theFinished job report parametedsalog box, se€hFinished job report
parametersdialog. This tool is also accessiftem the tool menu opened by
clicking the dowrarrow icon right to the icon of this tool.

T{SGGdAYy 3  FadcesSifef fronyY ifiéi t§ol menu opendwy clicking the
down-arrow icon fght to the Setting report parametepsicon)
Thismenu itemopens the samé-inished log report parametesalogthat the
Setting log columnstool opens in theéFinished logs windoviseel hFinished logs
window



A context menu appears when the user is rightking on a job in the result list, see
Figure 73.

Script path Version Begin e

fadmin/scripts/admin_tasl evamnls 1000 n203.20
Open script

Open executed script version

Get logs of this job

Figure 73 The context menu of a job in tHénished jolwindow

The following menu items are accessible:

1 Open script
It opens the actual script content from the local database that is associated with
the job in the Script Editor.

1 Open executed script version
It opens the script content that was actually executed by the associate(oib
Is a cached script version for the job) in the Script Editor.

1 Get logs of this job
Opens a newrinished logsrindow with the log messages of the selected job.

@ Info: It is also possible to open the associated log messages for a j
doubleclicking on a selected row. It either opens the Finished logs win
or opens a Simple text editor with the log messages. The behaviour ¢
can be controlled with the appropte setting in the Options dialog

10.4.4.1 Finished job report parameters dialog

This dialogallowsthe user to set the job report parameters for the Finished jobs
window, seeFigure74.



—+,

++ Finished job report parameters d

—+

Job ID Status User ID Script path Script name  Version Begin exec.. Ende
Show Show [ show Show [ show Show Show Sho

In

£ >

Relationship between columns: | AND rows: |OR

Limit rows:

(] Show hidden jobs

[] Use sorting:
Sort result by Direction
Job 1D descending

From server: | Zagreus Demo Server (192.168.50.170:7323) ~

Cancel Reset to defaults

Figure 74; TheFinished job report parameted$alog box

In the table located in the uppdralf of the dialog, the user can select the columns
which will be displayed in the Finished jobs window. This can be done by checking the
corresponding checkboxes (with the lalsow under the column names.

In this table the user can also specify conditions on the selected columns. The user
has to dick on one of the blank fields under th&8howcheckbox to specify a condition
for a parameter. Th&€onditionparameterwindow will appear after clicking on the
Add/modify conditionoption. Based on the column where theser has clickeda
condition forthe particularproperty can be setfor an example, se€igure75. By
clicking one of the conditions, the condition can be deleted by choosind#iete
conditionoption.



8 Condition parameter >

Status: || v Finished <= Finished v
Error
Cancelled =
Queue timeout

Running timeout

Figure 75 TheConditionparameterdialog box for the Status column

Based on the column type, the following operators are available:

1 For numeric type&olumnsUser ID, Number of lines, Priojity
=, <, >, <=, >=, <>, In, Between

1 For date typegcolumnsBegin exec. time, End exec. time, Begin queue time, End
gueue time:
=, <, >, <=, >=, <>, Between

1 For string types(columnsJob ID, Script path, Script name, Version, Result

messagég
=, <>, In, Between , Contains

1 For predefined setgcolumnsStatus, Caller type, Exec. m@ide
=, <>, In

When the chosen operator requires two operands (like the Between operator), the
dialog box changes its layout correspondingly.

Multiple conditions can be specified even for the same column. In this case the
conditions have to be defined in separate rows under each other in the table.

Exec. mode  Beginque.. End queue.. Result mes.,

[ show Show ] Show ] Show
> <=

<
Figure 76 Multiple conditions specified faBegin queue time
Under the table, the logical relationship between columns and rows can be

specified, sed-igure 7. The selectable values afeNDand OR These settings are
evaluated in the following wayfirst the conditions of each separate row are grouped



(according to thecolumnssetting), then the different such roevel conditions are
grouped (according to theowssetting).

Relationship between columns: | AND rows: |[OR  ~

Figure 77 TheRelationship between columasdrowssetting

The user can also set the maximum number of listed jobs by usingirttie rows
setting, sedrigure B.

Lirnit rows:

Figure 78& TheLimit rowssetting

By checking th&how hidden jobsheckbox, the user can include the hidden jobs in
the result list, see-> .

Whenthe Use sortingpption is checked, the listefthishedjob results can be sorted
by the specified column names. To specify such a sorting column, the user needs to
select the column name from the dropdown box which appears by clicking on the first
empty cell ofthe first column §ort result by, The direction of the selected column
(ascendingor descendiny) can be set in the same manner in the second column
(Direction, seeFigure B.

[ Use sorting:
Sort result by Direction

Job ID ¥ descending

Status

User ID
Script path
Script name
Version 10.170:7323) ~
Begin exec. time
End exec. time
Exec. mode

Begin queue time Cancel
End gueue time
Result message

Caller

Caller type ) kime End exec. time Murnber of li
Murmnber of lines

Worker id 2:31:27 22022023, 12:31:30 13
Worker controller id
Pricrity

Figure 7% Defining a sorting column name in tRk@ishedob report parameterslialog box

[

If there are multiple open server connections, the target server can be selected from
the From servedropdown list seeFigure80. After changing the server, by clicking on
the OK button, the header of théinishedobswindow changes correspondingly



From server: | Zagreus Demeo Server (192.168.530.170:7323) ~

Figure 80; TheFrom servedropdown list

The changes are applied after clicking on @kbutton. In order to reset all the
settings, the user has to click on tReset to defaultbutton.

10.4.5 Finished logs window

TheFinished logsvindow displaysthe loggingoutput for a certain completed job.
This output can be accessedumsing theGet logs of this jomenu item in the Finished
jobs window, seéigure 81 Also, it can be done by doubdtéicking on the selected job
in the Finished jobgvindow, if the appropriate setting in th®ptionsdialog allows this
behaviour, see alsBhGeneral behavioutab.

@& Finished jobs [Zagreus Demo Server] 52 | & Finished logs, test_6 [1.0.0.0], [Zagreus Demo Server]

Job 1D Status Script path

66b0S704-7190-4a05-b32d-ddbbd31acf71 Finished  /admin/scripts/test_6
a246c879-588e-4f0a-90b3-6bda2d49bb5c Open script 1
fbcfcac2-004c-4575-b285-d951548edb9d 1

Get logs of this job B

Figure 81¢ Opening the log of a finished job in tkéished jobsvindow

B Finished logs, debuggin-example-script [1.0.0.0], [Zagreus Demo Server] &3

Time

Message

{ 06,03.2023, 10:25:19

Execution started on script "debuggin-example-script”

06.03.2023, 10:25:19
06.03.2023, 10:25:19
06.03.2023, 10:25:19
06.03.2023, 10:25:19
06.03.2023, 10:25:19
06.03.2023, 10:25:19

R L LR T L T

Zagreus version: 1.5.5.7

Job |D: Taabet93-0eca-4166-8b58-6c215f7c59¢9

Job starting variablesivariable_namevariable_valuecallerlPcallerTypeguicurrentUserld1doku...
Default encoding: UTF-8

Default locale / country: United States

Default locale / language: English

Figure 82; AFinished logs/indow

The columns that appear in the Finished logs window:

I Time

The timestamp of the log message.

9 Action

+, o 0=
ks =

WVersion B
1.0.0.0 1.
1
1

1.0.0.0
1.0.0.0

By . v = 0

-

The fully qualified action name which created the log message, [$gection
groups and action name

1 Action numbeKnot shown by default)



The actionordering number which created the log message, sElg Ordering
numbers

1 Thread idnot shown by default)

The ID of the thread in which the log message was created igeerallel threads
in the z:foreachaction

1 Message
The log message

1 Level
The logging level of the message, $§&gogging levels and loglevel

Specific tools fothe Finished logs/indow:

1 Show log result in text editc&=
Displaysthe loggingresultsin a Simple text editor in the Editor area.

{ Finished log report paramete=:
Opens the~inished log report parametedsalog, sed-igure 83The user can
select the visible columns with the checkboxes in the dialog.

o Finished log report parameters d

] Time

[+] Action

[ Action number
[ Thread id

[~] Message

] Level

Figure 8% TheFinished logseport parameters dialog

10.4.6 Skipped jobs window

TheSkipped jobs windodisplays all scriptwith skippedexecution ina specific time
period. For more information about skipped jobs, dggSkipped jobs



@ Active jobs [Zagreus Demo Server] | £ Active logs [Zagreus Demo Server] | % Execution engines [Zagreus Demo Server] | El Skipped jobs [Zagreus Dema Server] &4 o =8

Script path Subscription id Schedule path Skipped scheduled time
~ /admin/scripts/script-for-counting-average

ules/skipped-job 02.03.2023, 15:14:50
[skipped-job 02.03.2023, 15:15:00
[skipped-job 02.03.2023, 15:15:10
[skipped-job 02.03.2023, 15:15:20
ped-job 02.03.2023, 15:15:30
es/skipped-job 02.03.2023, 15:15:40
ules/skipped-job 02.03.2023, 15:15:50

Figure 84; TheSkipped jobsvindow

This window isnot open by default it can be openeceither by clicking on the
Opericlose Skippegbbs windowtool in the main toolbargee alsdhOpen/closethe
Skipped jobs windo)yor accessed by selecting tiskiped jobswindow option from
the Windowsmain menu bar.

The results of the skipped job report appears as grouped elements by a certain
criterion, seelhSkipped jobs in the Zagreus ClieTihe parent nodes are expandable
to see the individual skipped jobs.

The columns thaare shownin the Skippedobs windoware:

1 Script path
The full path of the script associated with the skipped job

9 Subscription id
The id of the subscriptioassociated with the skipped job, sBlgSubscriptions

1 Schedule path
The full path of thetime scheduleassociated with the subscription above

1 Skipped scheduled time
The timestamp when the script should have been executed.

Specifidools for the Skippegbbs window:

 Refresh viev:"
It refreshes the content of the window according to the Skipped jobs window
preferences dialog settings.

| Skipped jobs window preferences t3ol
It opens the Skipped jobs window preferences dialog[$g&<ipped jobs window
preferencedialog



10.4.6.1 Skipped jobs window preferences dialog

This dialogallowsthe user to set the job report parameters for the Skipped jobs
window, seeFigure85.

:{:> Skipped jobs window preferences x

From server: | Zagreus Demeo Server (192.168.50.170:7323) w

Range from: |2023.03.01. [~ | |16:22:44 =

Rangeto:  [2023.03.02. [F | [16:20:4[2

[J Use always current time as 'to’

Figure 8% TheSkipped jobs window preferenadialog

The sections of the dialog are the following:

9 From server
If there are multiple open server connections, the target server can be selected
from this dropdown list. After changing the server, by clicking on the OK button,
the header of theSkipped jobs window changes correspondingly

1 Range from
It contains two widgets: a calendar for the date and a widget for the time setting.
Both settings together specify trsartingtime for the skipped job report.

1 Rangeto
It contains two widgets: a calendar for the date and a widget for the time setting.
Both settings together specify trendtime for the skipped job report.
Also, there is a checkbdise always current time &8 (i B @dtomatically sets the
current time as the end time for the skipped job report.

1 Group result
The skipped jobs can be grouped by different colunsesipt, subscriptionand
schedule For an example, sdégure 86



X skipped jobs [localhost] &2

Script path Subscription id Schedule path Skipped scheduled time
w fadmin/administration/delete logs
3520 fadmin/administration,/schedules/delete jo... 02.08.2023, 07:00:00
3520 fadmin/administration/schedules/delete jo... 03.08.2023, 07:00:00
w Jadmin/administration/backup_metadata
5620 Jadmin/administration/schedules/backup ti... 02.08.2023, 03:00:00
5620 fadmin/administration/schedules/backup ti... 03.08.2023, 03:00:00
w fadmin/administration/delete jobs
3519 fadmin/administration/schedules/delete jo... 02.08.2023, 07:00:00
3519 fadmin/administration/schedules/delete jo... 03.08.2023, 01:00:00

Figure 86&; TheSkipped jobsvindow grouped by script path



10.5 Main menu bar

The main menu bar can be found at the top left corner of the Zagreus Client

a Zagreus Client
File Edit Window Tools Help

Figure 87¢ TheMain menu bar

The menu bar contains several menus with logically grouped menu items. Some of
them can be accessed in another way as well but a few of them can only be accessed
from the menu bar.

10.5.1 File menu

9 New resource
It creates a new resource. It is only active if there is an open Zagreus Server

connection.

9 Exit
Terminateghe Zagreus Clierdpplication When there are open resources in the
Editor Area, first, the Zagreus Client offers saving them before closing the main

window.

10.5.2 Edit menu

1 Undo
Performs an undo operation for thecript being editedn the currently opened

Script Editor, se€hScript Editor

1 Redo
Performs a redo operation for thecript being editedn the currently opened

Script Editor, se€hScript Editor

9 Delete
This operation depends on the active selection in the main application window.
It deletes the selected resource(gjhe Zagreus browsewnindow is active, othe
selected actio(s) in the Script Editorf the focus is on theditor.
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More than one resource can be selected by holding dowrGtrbor Shiftbuttons
while selecting resources in tiZ@greudrowserwindowé a S Bagriys browser
window) or actions in the Script Edit¢d S SSeRyting multiple actions

Rename resource
Performs the same operation as tiiename resourcemenu item in the Zagreus
Browser windowsS S REhaming resouree

10.5.3 Window menu

l

Zagreus browser

To open or close théagreus Browseavxindow (seelhZagreus browsewindow),
the user needs taise thismenu itemor usethe Ctrl+Alt+Zey combination. This
option is also accessible by selecting Zagyreus browsacon tool from themain
toolbar.

Active jobs window

To open or close théctive jobs windowseelhActive jobs windoyy the user
needs to use thismenu itemor the Ctrl+Alt+Xkey combination. This option is also
accessible by selecting tiective jobs windowicon tool from themaintoolbar.

Active logs window

To open or close théctive logs windowseelhActive logs windo)y the user
needs to use thimenu itemor the Ctrl+Alt+lkey combination. This option is also
by selecting théActive logs windowcon tool from themaintoolbar.

Engine status window

To open or close thd&xecution enginesvindow (see I'h Execution engines
window), the user needs to use thimenu item tool or the Ctrl+Alt+Ekey
combination. This option is also accessible by selectingedeeution @gines
windowicon tool from themaintoolbar.

Finished jobs window

To opena new instance of theFinished jobs windowsee Iy Finished jobs
window), the user needs taise thismenu itemor the Ctrl+Jkey combination.
Multiple Finished jobgvindows can be opened simultaneoushhis option is also
accessible by selecting tienished jobs windowon tool from themaintoolbar.



Finished logs window

To opena new instance of theFinished logs windowsee b Finished logs
window), the user needs tase thismenu itemor the Ctrl+Lkey combination.
Multiple Finished logsiindows can be opened simultaneoushhis option is also
accessible by selecting tiénished logs windowon tool from themaintoolbar.

Skipped jobs window

To open or close th8kipped jobgwindow (seelHhSkipped jobs windoyythe user
needs to use thisnenu item This option is also accessible by selecting the
Skipped jobs windowon tool from themaintoolbar.

Outline window
To open or close th®utlinewindow (seelOutline window, the user needs to
use thismenu item or theCtrhAlt+Okey combination

Attributes window
To open or close thdttributes window (seelh Attributes window), the user
needs to use thisnenu item or theCtrk-Alt+A key combination

Variables window
To open or close th&ariablesvindow(seelhVariabled Functions windoyy the
user needs to use thimenu item or theCtrhHAlt+V key combination

Breakpoints window
To open or close thBreakpointsvindow (seelhBreakpoints window the user
needs to use thisnenu item or theCtrh-Alt+B key combination

Watch variables window
To open or close thgvatch variablesvindow (seellhWatch window), the user
needs to use thisnenu item or theCtrh-AltW key combination

10.5.4 Tools menu

9 Password converter

The user camonvert passwords from plain text ®@Zagreusspecificencrypted
format. Encrypted passwords can be inserted in tmasswordattribute in
ASOSNI t | Qich@nt@assddddsns cpddgwordatiributes), mostly in



connectionactions In the Script Editor, the value of thasswordattribute can
also be encrypted into epasswordattribute by theEncrypt passworthenu item
in the attributeO2 y G SE (G Y Swrdazpass®8

8 Password encryption X

Original (password): | [TYTTT ) |

T P 00302042302 126256267274 |

Encrypt Close

Figure 88 ThePassword encryptiodialog box

ThLIIA2Yyax
It opensthe Optionsdialog box. There are a lot of settings for the Zagreus Client
GKAOK N’ RSAONAOSR Agptidnsdid&LI N} G SR OKI |

10.5.5 Help menu

9 About
It opens theAbout Zagreus Clientialog box. Theersion number can be seext

the upperpart of the dialog.

Note: the Installation Detailsbutton opens anotherZagreus Client Installation
Details dialog which shows information on the Eclipse RCP (Rich Client Platform)
application level. This is the underlying window manager framework for the Zagreus
Client application, the details here are very technical and not directly related to the
Zagreus Systemstallation structure.



10.6 Main toolbar

The main toolbar provides quick access to tools and dialogsoime ofthe most
common tasks in th&agreus Clientt is located directly under the main menu baee
Figure89.

55 Edit view Reportview © 2 & 3 g:%l (| @l B EBO CET00% | @& &)
Figure89 ¢ The mairtoolbar

10.6.1 Views

Views are specific layouts fparticular tasks. A view defines a structure of graphical
placeholders for windows, areas, groups of other elements. A view can be treated as a
comfortable arrangement of the different parts in the Zagreus Client.

10.6.1.1 Edit view

The default view in the Zagreus Client is Hulit view which contains the following
windows and areas:

Default:

1 Zagreus Browsewvindow, sed hZagreus browsewindow

1 Editor area seelhEditor area

1 Active jobsvindow, sed hActive jobs window

1 Activelogswindow, sed bActive logs window

Execution enginesindow, see hExecution engines window
Outlinewindow, see hOutline window

Attributeswindow, sed bAtiributes window
Variableswindow, sedhVariables Functions window
Breakpointsvindow, sed hBreakpoints window
Watchwindow, sed’bWatch window

= =4 =4 4 A A

Optional:

1 Finished jobsvindow(s), sedhFinished jobs window
1 Finished logs&vindow(s), sedhFinished logs window
1 Skipped jobwindow, sed hSkipped jobs window



These are all the possibly displayable window types and the main editor area. This
view is intented to use for the common browsing and editing operations.
Theremainingspace is used for the editor§he useican switch between the views

by selecting the proper menu item from the main Window menupclicking on the
proper togglebutton on the main toolbar.

£Z) Edit view
Figure90 ¢ TheEdit Viewbutton in thetoolbar

8 Zagreus Client

- [m] ped

File Edit Window Tools Help
82 Editview 03 Reportview (% @ B | ¢ @ &
5. Zagreus browser i% 5] v =8 =8
~ [_| Zagreus Demo Server [connected]

% groups

€ users

€ admin

B recycle bin
5% Outline 2 | 5 Attributes| %5 Variables/Functions | ® Breakpoints &% Watch = B8

There is no active editor that provides an outline.

@ Active jobs [Zagreus Demo Server] 5 | {8 Active logs [Zagreus Demo Server] | % Execution engines

Job ID User D Script path Version Begin exec.time  End exec. time Status

Figure 4 ¢ TheEdit Viewin the Zagreus Client

10.6.1.2 Report view

TheReport views a more comfortable arrangement of windows foonitoring job

execution The editor area is not present in this vieeaving more room for all the
other windows.

The Report view in the Zagreus Client contains the following windows and areas:

Default:

| Zagreus Browses A Yy R 2 ¢ >Zagie8sDroWservindow
 Active jobss A ¥ R 2 ¢ JAct&eSdbs wihdow
 Activelogsg A ¥ R 2 ¢ JAct&eSdgs wihdow



1 Skipped jobg A Y R 2 ¢ ISkigp&dSobdhyindow
| Execution engines A Y R 2 ¢ SExezulidh erfdgines window

Optional:

 Finished jobg A Y R 2 ¢ 6 &FinishedijchbSwindgw
{ Finished log® A Y R 2 ¢ 0 &FinishedidySwindgw
The view can be switched by clicking on fr®per toggle-button on the main

toolbar, or selecting the proper menu item from thgindo w main menu.

Report view
Figure 2 ¢ TheReport Viewbutton in the toolbar

¥ Zagreus Client 1.5

File Edit Window Tools Help

83 Editview |3 Reportview (% & @ &/ ¢ R B|HE E B O i
#5. Zagreus browser 53 5 = = 8 || & Active jobs [Zagreus Demo Server] 1% Fl v = 3|a

~ [£] Zagreus Demo Server [connected] Job ID UserID  Script path Version Begin exec| T[]
% groups
€ users
~ Y admin
1 administration
1 configuration
] connectiens
| resources <
1 schedules
1 scripts B Active logs [Zagreus Dem... | (=l Skipped jobs [not connect... | % Execution engines [Zagre... 52 | Finished jobs [Zagreus De...
1 temp
] templates
Bl autorun
[El sendscripts Worker Contreller Worker id Status Enabled  Started CPU cores Jobid
|:| .serverautorun ~ Worker Controller 1 Running 19.07.2023, 15:30:24
v [ <filesystem-> 1 ldle yes 19.07.2023, 15:30:25
1 backup 2 Idle yEs 19.07.2023, 15:30:42
] common 3 Idle yes 19.07.2023, 15:30:44
4 ldle yes 19.07.2023, 15:30:47

¢ |0

i@ﬁ

Worker information  Worker-controller logs

@ oo

1 images

1 pdf

2 temp

2 newlogfilebct
B recycle bin

Figure @ ¢ TheReport viewn the Zagreus Client

10.6.2 Open/close the Zagreus browser window

To open or close thBagreus Browser windogeel'hZagreus browsewindow), the
user needs taise this toggle button or th€trl+Alt+Zey combination. This option is
also accessible by selecting tAagreus browsemenu item from theWindow main
menu.
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Figure @ ¢ TheOpen/close Zagreus browser wind@en tool

10.6.3 Open/close the Active jobs window

To open or close thActive jobs windoyseelbActive jobs windoy the user needs
to use this toggle button or theCtrl+Altd key combination. This option is also
accessible by selecting th&ctive jobs windowmenu item from theWindow main
menu.

Figure % ¢ TheOpen/close Active jobs winddeon tool

10.6.4 Open/close the Active logs window

To open or close thActive logs windoWseelhActive logs windoy)y the user needs
to use this toggle button or the&Ctrl+Alt+Lkey combination. This option is also by
selecting theActive logs windownenu item accessible from th&indowmain menu.

Figure ® ¢ TheOpen/close Active logs windaaon tool

10.6.5 Open/close the Engine status window

To open or close thEngine statusvindow (seelbhExecution engines windgythe
user needs to use this toggle button tool or tG&l+Alt+Eey combination. This option
is also accessible by selecting thegine status windownenu itemfrom the Window
main menu.

e

Figure 9 ¢ TheOpen/close Engine status windaweon tool

10.6.6 Open a new Finished jobs window

To opena newinstance of the~inished jobs windoseelbFinished jobs windo)y
the user needs taise thistool or the Ctrl+Jkey combination. Multiplé=inished jobs
windows can be opened simultaneoushhis option is also accessible by selecting the
Finished jobs windowenu item from thewindowmain menu.

Figure 8 ¢ TheFinished jobs windoveon tool



10.6.7 Open a new Finished logs window

To opena newinstance of theFinished logs windogseelhFinished logs windo)y
the user needs tause thistool or the Ctrl+Lkey combination. Multiplé=inished logs
windows can be opened simultaneousTiis option is also accessible by selecting the
Finished logs windowenu item from thewWindowmain menu.

Figure 9 ¢ TheFinished logsvindow icon tool

10.6.8 Open/close the Skipped jobs window

To open or close th&kipped jobsvindow (seelh Skipped jobs windo)ythe user
needs to usehis toggle button. This option is also accessible by selectin§kipped
jobs windowmenu item from theWindowmain menu.

=
Figurel00¢ TheOpen/closeSkipped jobs windoveon tool

10.6.9 Save resource to the server

When the developingof the resource is finishethe resource can be saved by
clickingon the Save resourckutton or by pressinghe Ctrl+Shotkey.

il
Figure 10 ¢ TheSave resource onto the serveon tool

If the resource has not been saved yBagreus will offer to save the resource by
displaying theSave resource aBalog boxseebelow); otherwise, the resource will be
overwritten withoutanywarning.

106.10Save asé resource to the s

Thistool allows the user to perform one of the following operations:

1 Save the resource for the first time if it is not saved.yet
1 Save a copy of the currently edited resource to a different location / with different
name



=
Figure 1@ ¢ TheSave aX resource icon tool
The tool is also accessilidg pressinghe Ctrl+Alt+$otkey.

The tool opens theSave resource adialog box, allowing the user to specify the
location and name of the resource.

¥ Save resource as *

Server: Zagreus Demo Server (192.168.50.170:7323) i

List of resources

£l cancel-handling

S| cli

£ debuggin-example-script
£l error-handling

£l meniter-custemer-changes

£ seript-for-counting-average Up one leveand Create new
folderbuttons

yl Selected folder: fadmin/scripts I

Current folder (]

File name: sample script |

Figure 18 ¢ TheSave resource aBalog box

Information related to the location is also shown in the dialog box,Fsgerel03.:

1 Serverthe currently selected server (if there are multiple connectedvers, the
user can select a different server by going upward to the server level in the dialog
and choose another one)

9 List of resourcesontains all of the resources in the selected folder

1 Selected foldetthe path of the currently selected folder

The selected folder is set in the dialog box depending on various conditions:

1 If the resource is not saved yet, and there is a folder or resource selected in the
Zagreus browser window (in the embedded database, not in $eever
filesysten), then the folder itself or the parent folder of the selected resource is
set by default

1 If the resource is not saved yet, and there is no selection in the Zagreus browser
window (or a filesystem resource is selected), then the server root node is
selected by default in the dialog box



1 If the resource is already saved, the original parent folder is selected here

The user can use thép one levebutton to navigate upwards in the folder structure,
and theCreate new foldebutton to create a new folderseeFigurel03.

The user has to specify the resource name inkile namefield and then cliclon
the OKbutton to save it.

10.6.11 Save a new version of the resource

The user carmreate anew version of thecurrently openedresourceby usingthis
tool = or pressing theCtrl+Shift+V key combinationSaving a new version creates a
copy of the original resource with the same id but with a different version number, see

MResource versionind he tool opens th&et resource versiatialog box to set the
parameters of this operation, sdagure 14@.

1, Set resource version =

Specify a new version.

Set resource version: ||‘I.D.D.D

Current version

Description:

Saved versions:

1.0.0.0

Save Cancel

Figure 1@ ¢ TheSet resource versiafialog box

9 Set resource version
The user needs tenter the new version number for the resourcdhe text box

Is filled with the version of the edited resource, this must be changed in order to
save a hew one.



1 Current version
The newly createdresource will beset as the current version. For more
information about current version, sdéyCurrent version
Setting thecurrent version can also l@oneby selecting thé&et tocurrent version
option from the context menu in the Zagreus browser winddwe user has to
right-click on one of the versions grouped under a resource version parent node

9 Description
Allows the user to specify a description for the newly created resource version. A
resource description can also be specified by Hgluking on a resource, and
select theShow resource informatiomenu item from the context menu in the
Zagreus browser window. Then, in tResource infdialog box, the description
can be added or changed.

I Saved versions
The list of the available versions of the resource

It is recommended to use the version format specifiggl\Version formar After
saving the new resource, the new version is lidiedhe Zagreus browser, sdegure
105.

2. errer-handling
2. errer_handling
2l example-script
sl monitor-customer-changes

~ [il] script versioning
2. script versioning (v1.0.0.3) current
2. script versioning (v1.0.0.0)
2. script versioning (v1.0.0.1)
2. script versioning (v1.0.0.2)
aily script-tfor-counting-average

dil. script_include
B script_to_include

Figure 16 ¢ Versions of a script

10.6.12 Save and run resource

It runs the resource after savinlhe Save resource abalog box will appear when
the resource that is newly created hast been saved yetAfter it has been saved,
Zagreusnitiates the execution ofhe resource seelhlnitiating script execution

“a

Figure 16 ¢ TheSave and runesource icon tool



10.6.13 Run script

It runs the scripthat is currently opened and active in the Editor Arahe script
hasnot been saved/et, Zagreus will show a warning messdlgat the scriptmustbe
saved before running it.

o

Figure 10 ¢ TheRun scriptcon tool

10.6.14 Resume

This icon tool is only enabled for the debug mode of the Script Editof}seerting
a debug sessian

O

Figure 18 ¢ TheResumécon tool

10.6.15 Step to the next action

This icon tool is only enabled for the debug mode of the Script Editofs&erting
a debug sessian

.

Figure 10 ¢ TheStep to the next actioiton tool

10.6.16 Stop debugging

This icon tool is only enabled for the debug mode of the Script Editofseerting
a debug sessian

Figure 10¢ TheStop debuggingcon tool

10.6.17 Create new resource

It creates a new resourc&y clicking on this ieo(seeFigure 11.), the dialog box
Creating new resourcappears seeFigure 12. The resource namean beset (the
default isUntitled) and the resource type must be selectédter clickingon the OK
button, the propereditor based orthe resource type will appear in the Editor Area.



Figure 11¢The/ NB I (S y S deonNddla 2 dzND S X

1 Creating new resource O d

Creating new resource on Zagreus Server

Specify new resource parameters:

Resource name: | sample script

Resource type: Script (Graph Editer) ~

Figure 12 ¢ TheCreating new resouradialog box

The following resource types alisted:

1 Script (Graph Editor)
Qreates ascript resource thabpensin a Script Editor, sea@solhScript Editor

1 Script (XML Editor)
Qreates ascript resource that opesin an XML Editor, sealso h Opening
resources

1 Template
Qeates a template resourdbat opensin a Script Editd® & S S Sdrifit Ed2or

I Connection
Qreates a connection resource that opens in a Script EHitora S S Stribta 2
Editor.

I Event schedule
Qreates an event scheduleresource that opens in an Event editor, see dlgo
Event schedule

9 Time schedule
Qreates a ime scheduleaesource thatopens in a Cron Time editor, see al3p
Time schedule



1 File trigger
Qreates dfile trigger resourcehat opens in a File trigger editor, see al3gp-ile
trigger.

1 DB watcher
Qreates adatabase watcher resource that opens in a Database watcher editor,
see alsdhDatabase watcher

1 Mail watcher
Qreates a mail watcher resource that opens in a Mail watcher editor, sed lso
Mail watchet

1 Simple text file
Qreates a simple textesource that open# a Simple text editor, seldySimple
text editor.

The created resource is stored only in the memory until it is saved properly to a
Zagreus Server.

10.6.18 Zoom display

Zooming in and out of th&cript Editorarea is possibléy selecting a percentage
valuefrom a predefined list oby typing in aunique value.

100%

Figure 13 ¢ TheZoomingpredefined list

The default setting is 100%. To selécm one of the predefined sizeshe user
needs touse the down arromext to the number which is currently sétpart from the
pre-defined values,he option Page Width andHeightare also available in the list.

1 Page It resizes the content to fit the currently visileript Editoarea.

1 Width: It resizes the content to fit the currently visilieript Editoarea based on
the width of the canvas

1 Height It resizes the content to fit the currently visibBeript Editorarea based
on theheight of the canvas



An accuratesize can also be set manually by clicking on the displayed nuamoer
overwriting it

10.6.19 Zoom in and Zoom out

These tools allow resizing tH&cript Editorarea. The zoom steps come from the
predefined list available in theoom displayA more accurate size can bpecifiedin
the Zoom displaytool, seeabove

|-i-'| =)
i e

Figure 14 ¢ TheZoom inand Zoomout icon tools



10.7 Options dialog

TheOptionsdialog box can be opened by ti@ptions...menu item from theTools
menu in the main menu bar. It provides a lot of settings that are grouped in different
tabs. The settings are saved by clicking@eutton at the bottom of the dialog and
they are persisted after the Zagreus Client is closed and reopened.

10.7.1 Graph Editor tab

1 Element mode after doubielicking on an iconized state
This option sets the default element view mode after doutlieking on the
AO2y Al SR Y2RS Ay [kdiSedfe@NKeIi 9RAG2NE
Element mode after double-clicking on an iconized state
@Defaultmode(attributesarenotdisplayed)

(O Only filled mode (only filled attributes are displayed)
() Full mede (all attributes are displayed)

Figure 15 ¢ TheElement mode after doublelicking.. setting

0 Default mode
This sets the view mode when the attributes are not displayed for the action

in the Script Editor. This is the default settinighis option can also be
accessedn the Script Editoby rightclicking on one of theactionsand
selecting theDefaultmenu item

@- *example-script [1.0.0.0] (script) &2

ERINIE;

Figure 186 ¢ Example for thelefaultview mode of an action

o Only filled mode
This sets the view mode when only the attributes with filled values are
displayed for the action in the Script Editdhis option can also be accessed
in the Script Editoby rightclicking on one of thactionsand selecting the

Only filledmenu item



i example-script [1.0.0.0] (script) 22

[al[t][T][c]

[ status = finished |

Figure 17 ¢ Example for thenly filledview mode of an action

o Full mode
This sets the view mode when all the attributes are displayed for the action

in the Script EditorThis option can also be accessedhe Script Editoby
right-clicking on one of thactionsand selecting thé&ullmenu item.

i example-script [1.0.0.0] (script) &2

al[t][1][c]

message =

status = finished

Figure 18 ¢ Example for théull view mode of an action

9 Icons
The user can seledtthe new iconsold icons or a combination of the twshould

be usedin the palette in the Script Editomlhe old icons were designed for each
individual actions, the new ones for only each action groups.

lcons
() 0ld icons (legacy)
(®) Mew icons (one for all action groups)

() Mixed (New icons except for z and zs action group)

Figure 19 ¢ Thelconssettings

o Oldicons
The legacy icons will bghownin the palette



= excel ]
) exceldata
E excelinfo
Excel:read
& excel:workbook

Figure 20¢ Old icons in the palette

o New icons
The new icons will beshownin the palette, one different icon for each

action groups.

(= excel ]
1 excel:data
0 excel:info
0 excel:read

0 excelwerkbook

Figure 21 ¢ New icons in the palette

o Mixed
The new icons except far and zs action groups will be displayed in the
palette in the Script Editor

1 Siblings
The user can seledhe behavior of sibling arrows in case of reordering the
affected actions.

o Keep sibling arrows after reordering actions
LT GKS aAroftAy3a fAy]l] FNNRga NS RAA&LIX
Showing sibling links~  NB 2 NRS NA y 3 Cliake8g thediddo2 y & 6 &
executior) can keep the arrows displayed or make rthalisappear
according to this setting.

1 Resizing
The user can select tHehavior of the automatic parent actiaesizing

o Autoresize the parents (if needed) when a new element inserted
when an element isinsertedto the content of & action, the size of the
parentactionis adjustedaccordingly when this option is set.



7 zor .
pininie

loop-counter = ﬁ]u@cﬂl@r =i
from= 1

o from =1
step=1 ;:DW_ 1
monitor-counter = false

moniter-counter = false

= [14 zvariable

AL
name = variablel a|[t][T][c]
monitor = false name = variablel
scope = local monitor = false
S{number(1)} scope = |ocal
S{number(1})}
"= ————
= |2 zexit =]
[al[tI[L[E] [al[A[TI[E]
‘ ‘ message = test message = test
‘ | status = finished status = finished

Figure 22 ¢ Auto-resize the parent when a new child action is inserted

0 Autoresize the parents (if needed) when a child element moved inside
when the position of achild element ischangedinsidethe content of the

parent action, the size of the parenaction is adjustedaccordingly if this
option is set

EETEE

a|[T][[c] a|[t][[c]

loop-counter = | loop-counter = |

from= 1 from=1

to=10 to=10

step=1 step=1

monitor-counter = false monitor-counter = false

® 114 zvanable ® 114 zvanabls
alC[le] ) alC[le]
name = variablel & ] name = variablel .
monitor = false [al[T1[T[c] monitor = false £ 1.2 zext S|

= BIRnE
scope = local message = test

‘ scope = |ocal message = test
tatus = fini
T status = finished | | S{number(1)} status = finished

Figure 23 ¢ Auto-resize the parent when a new child action is moved inside the content of the parent action

o Prevent resizing parent smaller when its content woulddered
if this isset, the parent action cannot be resized to the point where any of
its child actions are hidden or partiattpverd



7 [l zfor S 7 ] zfor =[]
gIRInIE al[£][T][c]
loop-counter = i EipEIET=T ALl e i
loop-counter = j
from =1
o1 from= 1
step =1 to=1
monitor-counter = false monitor-counter = false| step = 1
monitor-counter = false
EIRIniE [al [E1Tle] a
mEsSsage = test > }ML‘ 7 1A zexit
status = finished ST =S ElRInIE

message = test

=tatus = finished

Figure 24 ¢ When this option is not set, the parent can be resized smaller than its content

i Transparency
The transparency of the elements that overlap can be specified here
percentages

o When the value is set to 100, there is no transparency,/3gare 13.

al[t][1][e]

name = variablel

monitor = false
scope = local

S{number(1})}

ounter = false

[fe]
5(1000}}

_

Figure 13 ¢ No transparency for overlapping actions

o When the value is set to 5@here is 50% transparency, segure 13.

© [1 zvariable
al[t][T][c]

name = variablel

monitor = false

scope = local

for-|-ounter = falce

ber(1)} [onts

il zted
al [T|[[E]
275l 3(1000)}

Figure 18 ¢ 50% transparency for overlapping actions

1 Minimum sizes
Minimum height of the nonconized element content aredresizing is not
allowed for a smaller height value)



o When the value is sétom 100 to 40, se&igure 14.

al[t[T][c]
name = variablel
monitor = false
= [1 zvariable
S |~ 11 zvariable
pe = local AT
S{number(1}} name = variablel
monitor = false
scope = local
S{number(1)}

Figure 1Z ¢ The minimum height ishangedrom 100 to 40

9 Scroll
Reveals nowvisible actions when clicked on its name in etline window

T [ zfor
a[t][1][c] 7 B zcxit —
loop-counter = §
from =1
fo=20
step=1
menitor-counter = false monitor-counter = false

T [o—
[~ 1] z:text =
[al[t][[e] [al[t][T]
S{sleep(1000) S{sleep(1000);
- 5= Outline 22 | B2 Attributes

& (1] for
=R (2] mexit
ke

Figure 18 ¢ Revealing a covered action when clicked on its name in the Outline window

10.7.2 Download / upload tab

1 Opening downloaded resources on client side
When aprogram path is set for a specific extension of a simple file, the
downloaded resource will be opened after downloading & SJSloafltyg and
downloading resources

o Program path for opening .pdf files
The path to the program for openingdf extension files can be specified
here.

o Program path for opening .xml files
The path to the program for openingml extension files can be specified
here.

o Program path for opening .xsl files
The path to the program for openingsl extension files can be specified
here.



o Program path for opening .xls, .xlIsx files
The path to the program for openingls and.xlsx extension files can
be specified here

o Program path for opening .txt files
The path to the program for openingxt extension files can be specified
here.

o Path where to save these files
The temporary saving folder for theZagreus ClientThe files are
downloaded here in two cases:

A.When the user clicks on th@pen resource on client sideenu item in
G6KS O2yGSEG YSydz Ay GKS wBpeaiNS dza
resourced. The file is first downloaded in the temporary saving folder,
then opened by the external editor set in the previous settings.

B. When the user clicks on th@pen results in text editdsutton in the
Search for resourcd® A | £ 2 3 0 2&Gind'@ &soltyeThe
opened search result file is saved to this temporary saving folder.

1 Uploading:

o Consider filextensions for uploading resources
Zagreus will save theploadedresources as follows in its databaifehis
setting is checked

A. Afile with the .sa extension is being saved as a scriggource after
uploading

B. Afile with the .tmp extension is being saved adeanplate resource
after uploading

C.Afile with the .conextension is being saved ag@nnection resource
after uploading

D.Gther files that have no extension listed above will be saved as simple
text files



10.7.3 Copy tab

1 Overwriting
The ovewrite type for thecopy operation can be set here

o Automatically (overwrite with source)
The resource with the same name in the target folder will be overwritten
with the copying resourceZagreus will overwrite the target resource
without warning.

0 UseCopy of é prefix and numbering
If a resource with the same name already exists in the target folder, the
copyingresource will be prefixed witliCopy of . If it is copied more than
once, a orderingnumber will appear in addition to the prefix.

o Skipping (leave the target resource)
A resourcewith the same name is left unchangedthe target folder.

1 Versions
The version copypptionscan be set here

o Copy only the current version
When a resource has multiple versions, only therent versions copied

o Copy all versions together
All versions are copied together no matter which one was selected first.

9 To another server
0 Use the same id, name and version
this setting is for updating anerging different systems in different servers.
Overwriting is done automatically, and all versions are copied together (the
overwrite and version settings are ignored in this case). When it is checked
the following options are available:

A. Preserve current target version
If the resource with the same id already exists in the target site, it will
not be overwritten by the resource on the source side



B. Preserve current source version
If the resource with the same id already exists in the target site, it will
be overwritten by the resource on the source side

10.7.4 General behaviour tab

1 Finished jobs window
These settingsare related to theFinished job windoWsee alsdhFinished jobs
window):

o Auto refresh window by clicking on its header
By checkinghis setting the finished jobs will be refreshed in tlenished
jobswindow by clicking on its header; otherwise, the 'Refresh view' <ol
should be usedor refreshingthe content of the window

o Doubleclick on job opens logs for jobs in text editor without log view window
This setting controls the behavior of the opened-jolgs for a finished job.
When the option ixhecked, the logs are opened in a simple text file in the
Editor aread & S Simfly text edito), otherwise they will be opened in a
Finished logsvindow (seelhFinished logs windo)y

o Automatic scrofdown to the end of the finished logs when opened by
doubleclicking (see above)
This settingalso controls the behaviour of the opened #ugs for a finished
job. If the joblogfile is configured tdoe openedin a simple text file in the
Editor area (see settinQoubleclick on job opens logs for jobs in text editor
without log view windovabove) and this setting is also checked, theljmdp
will automatically scroll to the end of the jdbg when opening.

i Scaling
If there is font scaling in theperating systemthis settingcan help to properly
set the dialogsizes accordingly to the OS scale setting.

10.7.5 Palette tab

9 Action groups visibility
Action groups that will be visibtan the Palettan the Script Editocan be selected
from this list.Scripts must be reopened fahe changes to take effect.



Action groups visibility:

common attributes
z

[ Business Objects
Confluence

db

excel

file

wiile

http
Jira
json
kafka
Idap
mail

Microsoft

MSTR Administration
MSTR Reporting
MSTR REST

pdf

REST

Web Service

xslt

Figure 18 ¢ TheAction groups visibilitiist on thePalettetab



10.8 Keybindings

By pressing th€trl+Shift+lkey combinationthe keybindinggreferences page can
be accessedseeFigure BO.

Active logs window Ctrl+Alt+L ~
Attribute window Ctri+Alt+A

Backward History Alt+Left

Breakpoint Window Ctrl+Alt+B

Build All Ctrl+B

Change element text Ctrl+T

Close Ctrl+F4

Close All Ctrl+Shift+F4

Collapse All Ctrl+ Shift+Numpad_Divide

Figure BO¢ The keybindings preferences page



11. Zagreus Monitor

The Zagreus Monitois a standalone client applicatiofor monitoring script
execution including finished and active jobs as well as scheduled estimatibas.
Zagreus Monitor can be started from the Zagreus root folder by the
$ZAGREUS_HOMEtartmonitor.bat file.

Like the Zagreus ClierdedhZagreus Cliepnthe Zagreus Monitouser interfaces
alsosplitinto sectionsas shown irFigure 1.

B zagreus Monitor 1.5

- o X
File Tools Help
Zagreus Server Connections Search Jobs Time Range
FIEE on Server: Unit: | 1 hour v
Zagreus Demo Server v
Connect  Name by Serit From: | 2023/03/31 07:00:00
I Zagreus Demo Seffer [connected] EEIEL ST
|® To: [ 2023/03/31 10:0000 | [gglec
M fired
O runnin e [ triggered
9
Gt/ M lled  [Askipped
[ Zagreus Demo Server [connected]
192.168.50.170:7323  (v1.55.7)
S| Al |Control Components | Show users Show Engines [4] Show hidden jobs [Merge lines by seript name  [] Group manual and subscribed runs [] Highlight Cells | 2023/03/31 (Fri) | Show Current Date| | + | -
Version  Subs.. LastStotus  LastBegin Exec Time  7:00 8:00 9:00
1000 17 finished  2023/03/31 02:05:03 1]
i 1000 finished  2023/03/3107:54:50 ]
ith variables 1000 finished  2023/03/31 07:55:02 i}
ith variables try 2 1000 finished  2023/03/31 07:55:04 m
1000 cancelled  2023/03/31 08:11:18 I |
Worker Controller Workerid  Status Enabled  Started Available proc.  Jobid Jobstatus  Freemem.  Totalmem. Maxmem.  Lastupdated
~ Worker Controller 1 Running 28032023, 11:08:03 31.03.2023, 09:19:09
1 Idle yes 20032023, 154558 6 - 2158MB 256MB 4GB 31.03.2023, 09:19:08
2 Idle yes 28032023, T:0817 6 - 269MB 256 M8 468 31.03.2023, 09:19:08
3 Idle yes 28032023, T1:0819 6 - 2186MB  256MB 468 31.03.2023, 09:19:08
4 Idle yes 31032023, 081146 6 2264MB 350MB 468 31.03.2023, 09:19:07

Figure2 ¢ Zagreusvionitor and its main sections

The sections are the following:

1) ZagreusServer Connections

The area foradministraing connections to one or more Zagreus servesselh
ZagreusServer

2) Timelinewindow

Graphical representation of scripts and their execujells, seelhQueuing and
jobs.

3) Filter area
It contains various filters for the jobs shown in the timeline window



4) Execution Engine window
It shows the Worker Controller and its workers of the active server connection.
This window is almost identical to thexecution Enginesindow in the Zagreus
Client (sedhExecution engines winddw



11.1 Main menu bar

The main menu bar can be found at the top left corner ofZlagreus MonitorThe
following menu items are available:

9 File/ Exit
This menu item exits from the Zagreus Moni&mplication

9 Tools / Options
This menu itendisplays theh LJ( A 2igfal With the server polling parameters
(seeFigure 2).

Options... d

Server Polling Parameters

4k

Refreshing rate in sec:

4k

4k

Future hours shown at startup

[
Past hours shown at startup: E
[

Auto chift table:

Apply | | Cancel

Figure ; Options dialog box

o Refreshing rate in sec
It sets the rate at which the jobs and scripts in thinelinewindow are
refreshed (specified in seconds).

o Past hours shown at startup
The number of hours prior to the startup time that are shown inTimeline
window. The setting takes effect after restarting the Zagreus Monitor.

o Future hours shown at startup
The future hours after the startup time that are shown in thaneline
window. The setting takes effect after restarting the Zagreus Monitor.

o0 Auto shift table
It shifts theTimelinewindow based on the current time in each hour.



1 Help / About
This menu item shows the Zagreus Monitor version and logo.



11.2 Sections of the Zagreus Monitor

Next, the aforementioned sections of the Zagreus Monitor application are described
in details.

11.2.1 Zagreus Server Connections

The connectiongo the Zagreus servers can be specified havkultiple Zagreus
Server connections can be defined and opened at the same When a connection
is established, aljobs and their associated scriptge displayed in thelimeline
window. A host and port combination is allowed only once in the list of servers.

ﬁ Warning: Only users with administrator rights can use the Zagreus Mor
application. The noadmin users get #ermission deniee@rror message
when trying to connect.

Thethree icons on the toolbar allow to manage server connections:

Zagreus Server Connections
) | ) | I

Figure 3¢ The toolbar of thezagreus Server Connectimestion

1 AddServer Connectior !
By clicking on this icon, thadd Server Connectialialog box will be shown, see
Figure 4.



Add Server Connection *

Name: || |

Host: | |
Secure: Il

User Mame: | |

Password: | |

0K Cancel

Figure 4¢ TheAdd Server Connectiaiialog box

The followingconnectionparameters must be specified

Name the (humanreadable)name of the remote connection
Host the hostname or IP address of the server

Port the port of the server

Secureif the connection uses a secure protocol (i.e. SSL)
User Namethe user name

Passwordthe user's password

O O O O 0o ©o

1 Modify Server Connectic ]
By clicking onthis icon,the Modify Server Connectiahialog boxwill be shown,
seeFigure 5.

Modify Server Connection *

Mame: |Zagreu5 Deme Server |

Host [ 192.168.50.170 |

Securer [
User Name: | admin |
Password: | T |

0K Cancel

Figure 5¢ TheModify Server Connectiatialog box



9 Delete Server Connecti .@,
It removes aserverconnection.

11.2.2 Timeline area

The Timelineareaallowsjobs and their associatedscriptsto be monitored.Each
active server connection has its own separat€mneline area identified by the
connection name and the server host:port in the corresponding tab he&dgure 6

shows oneactive server connection.

Show All | Control Compenents| | Show users | []Show Engines [2] Show hidden jobs

Script Name Version  Subs.. LastStatus  Last Begin Exec Time %00

1000 17 finished 2023/04/03 08:50:03
1000 runnin 9 2023/04/03 08:54:17

criptwith variables 1.000 finished 2023/04/03 08:47:46.
ning script with variables try 2 1000 cancelled  2023/04/03 02:48:04
1000 |emor 2023/04/03 08:47:53

muﬂug

<

Figure & TheTimelinearea

11.2.2.1 Left side of the area

[] Merge lines by script name [] Group manual and subscribed runs [ Highlight Cells [2023/04/03 (Mon) 0%:00:00 | Show Current Date | | = | | -

The left side of the Timelinereashows the list of the monitored scripts, sEgure

7.
Script Mame Version
check-report 1.0.0.0
leng-running script 1.0.0.0
leng-running script with variables 1.0.0.0
leng-running script with variables try 2 1.0.0.0
script 1.0.0.0

Figure 7¢ List of scripts

Inthis areathe following columns are displayed

1 Script Name

Subs...

17

Last Status

finished
running
finished
cancelled

Error

Last Begin Exec Time
2023/04/03 08:50:03
2023/04/03 08:54:17
2023/04/03 08:47:46
2023/04/03 08:48:04
2023/04/03 08:47:53

The name of the script. Unchecking the checkbox before the script name removes
the script from the list temporarily. It can be useful for specific monitoring
purposes, e.g. too many scripts are shown in the list. For listing all the scripts
again,the user needs to click on th8how alltool button, see 'h Additional

options.

9 Version
The version of the script



91 Subsaptionid
The subscriptioriD of the currently running otastly executed jolof the script(if
any)

9 Last Status

For an activey running job, it is the current status (e.ginning debugging

suspendell otherwise it is the status of the last job of the script (dugished
error, cancelleql.

1 Last Begin Execution Time
The last begin execution time of the script

By double clicking on any of the lines in this list,3bb propertieslialog box for the
currently running or last executed job appears, §&gobproperties dialog

11.2.2.2 Right side of the area

The right side of the Timelinereashows an actual graphical representation of a
timeline for the jobsthat have beerexecuted,are running or can be expected to be
executed in the future (i.e. scheduled@he different lines correspond to the particular
scripts listed in the left side of the Timeliagea Jobs are represented as rectangles
over time: the width of the rectangle indicates the duration of execution. If the jobs
are executed in a very short period of time or the timeline is zoomed out, the
representation of the particular job can be seen as a simple vertical line.

When the time range does not fib the currently displayed timeline, a horizontal
scroll bar appears at the bottom of this window. S&g'ime Range filter

Furthermore, to see the details & job, clickng one of them opens th&ob
propertiesdialog boxseelhJobproperties dialog

Version 5. Last Status Last Begin Exec Time 8:00 8:00
ck-report 1.0.0.0 17 finished 2023/04/03 09:50:03 —_— |
nnnnnn g script 1.0.0.0 cancelled 2023/04/03 09:22:29

w
A
A O
3 B
"=
£
T3
a

lon

ning script with variables 1.0.00 queuetimeout  2023/04/03 09:22:30
ning script with variables try 2 1.0.0.0 queuetimeout  2023/04/03 09:22:32
1.0.0.0 gueuetimeou t 2023/04/03 09:23:17

ong-run
ong-run

KRR &R

mﬂDD4
==

YYVYyYy¥Y

g
ng
ng
rip

sc

Figure & Timeline for each script

Different colors represent the current status of tparticularjob:

1 green finished



1 gray:cancelled

1 red:error

1 light blue:running
1 brown:starting

1 purple:debugging
1 blue:queuetimeout

Zagreus Monitor also shows estimatiangwo further cases:

1 Scheduled scripts:
These are scripts that are subscribed to a time schedulellg&ebscriptions If
there are expected time events in the displayed time frame, they are shown as
orange triangles in the Timeline, sEgure 9.

1 Skipped jobs:
A job is considered a skipped job if it had been scheduled but was not queued
due to server shutdown or error, sd& Skipped jobsAsFigure 10shows, they
are represented by red triangles.

[] Zagreus Demo Server [connected]
102.168.50.170:7323  (w1.5.5.7)

Show All | |Control Components | Show users | []Show Engines [] Show hidden jobs [ Merge lines by scrip

Script Name Version Subscr.id. Last Status Last Begi 15:00 16:00 17:00 18:00
admin task example 1000 5

Figure & Scheduled jobs

L] Zagreus Demo Server [connected]
192.168.50.170:7323  (v1.5.5.7)

Show All | | Control Components| | Show users| []Show Engines [] Show hidden jobs [ Merge lines by scrip

Script Name Version Subscrid. Last Status Last Begi

{5 admin_task_eample 10083 finished aggga | | ||| wEEEEEEEERERER] |||
Figure 10; Skipped jobs

Doubleclicking on these virtual jobs also shows tlab propertiegdialog box with
the corresponding information of the scheduled or skipped job.

11.2.2.3 Job properties dialog

This is the main dialogf the Zagreus Monitor application, showing lots of
information of a selected joblhe header of this dialog box displays jbleid.



B 540f265d-9ab6-4379-8a35-868f36c32028 X

Starting variables Meonitoring variables

roperties

Script Mame:  admin_task_example
Scriptld:  c6a21427eTb943168a4f00c561 eeTh2f|821.0.0.0
Script Path:  fadmin/scripts/admin_task_example
Script Version:  1.0.0.0
Jobld:  540f265d-9abb-4379-8a35-868f56c32028
Status: finished
Worker Id: 1.1
Execution Mode:  scheduled
Begin Queue Time:  2023/04/25 18:40:30
End Queue Time:  2023/04/25 18:40:30
Begin Execution Time:  2023/04/25 18:40:30
End Execution Time:  2023/04/25 18:40:31
Schedule path:  /admin/schedules/time schedules/every-10-minutes
Scheduleid:  bc1a7730089f44e2bef033128f7d1683|811.0.0.0
Subscription id: 22
Result Message:
Caller Type:  scheduler
Caller:  fadmin/schedules/time schedules/every-10-minutes

Parent Job Id:

Cancel job Show parent job Getlog Close

Figure 11¢ Thelnfotab of the Job propertieslialog box

There are three tabs on the pane of the Job properties dialog e, Starting
variablesand Monitoring variables Thelnfo tab displays the general properties of the
selected job:

= =4 4 =4 4 4 -4 -5 -1

Script Namethe name of the script

Script Idthe fully qualified d of the script (sedbResourceD andversior)

Script Paththe full path of the script

Script Versiorthe versionnumberof the script

Job Idthe jobid

Status the status of thgob, using the same color codes as the Timeline window
Worker Id the id of the worker that executed the job

Execution Modethe execution mode of the job

Begin Queue Timéhe begin queudime of the job



EndQueue Timethe end queuetime of the job

Begin Execution Timtie begin execution time of the job

End Execution Timthe end execution time of the job

Result Messagéehe result message of the joBeelhresultmessagef the script
Caller Typethe caller type of the execution

Caller:the additionalcallerinformation of the execution

Parent Job Idthe parent job id, if the script execution was initiated by another
script (i.e. by thes:runscript action)

=A =4 4 -4 4 -4 2
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The following properties are shown if the script execution was initiated by an event
type resource:

1 Schedule paththe full path of thecorresponding trigger
1 Schedule idthe id and versiorof the corresponding trigger
1 Subscription idthe id and versiorof the corresponding trigger

The bottom of the Info tab offers several buttons for the following functionalities:

9 Cancel job
Cancels the currently running job. Only available if the job status one of the
following:running debugging suspendegdstarting. See alsbhCancektion

1 Show parent job
This buttonswitches the Job properties dialog to the parent job. Only available if
the script execution was initiated by another script (i.e. by theunscript
action)

1 Getlog
This button displays the log messages of the currently selected job in a new dialog
Finished.og (seeFigure 12).



B Finished Log for job check-report >

t25.04.2tl23, 17:05:03 =z:root Execution started on script "check-report"™
25.04.2023, 17:05:03 z:root Zagreus wersion: 1.5.5.7

25.04.2023, 17:05:03 z:root Job ID: e27008cc-lde3-45cf-alfi-0dabk52eafdld
25.04.2023, 17:05:03 zZ:root Job starting wariables:variable name variable w

LinuxzagreusVersion 1.5.5.7

25.04.2023, 17:05:03 z:root Default encoding: UIF-8

25.04.2023, 17:05:03 z:root Default locale / country: United States

25.04.2023, 17:05:03 z:root Default locale / language: English

25.04.2023, 17:05:03 z:root <"1"™ z:log>

25.04.2023, 17:05:03 =z:log (1) <102bd56f-ched-e2f0-4£27-cf02512956béRetixpert.a
25.04.2023, 17:05:03 =zZ:root </f™1" z:log>

25.04.2023, 17:05:03 z:root Execution finished on script "check-report™

£ >

Figure 12 Log messages of the selected job

9 Close
Joses thelob propertieslialog

The Starting variablegab displays the starting variables of the selected job, see
Figure 13 The Advanced modeheckboxshows the same list with the fullyualified
variable names according to their scopes, see Rtgoefixes

B 3c96485f-e04a-4442-9646-a4c823642044 X
Info Starting variables  Monitoring variables
[]Advanced mode

Marme Value

bankholidays

callerlP

callerMame admin

callerType gui

dokuwikiurl

executingUserMame admin

executionMode direct

general-server-variable general-server

parallelLocps 10

queueTimeout G0000

gueueingTime 60000

runTimeout 3600000

runningTime 3600000

scriptDesc

server05s Linux

serverPort 7323

serverWorkingFolder /heme/zagreus_docs/server

starting_var start value

zagreusVersion 1557

< >

Figure 13; Starting variables tab



The Monitoring variablestab displays special monitoring variablegsd S S I
Monitoring variableyof the selected job, seEigure 14

B | lacbabd2-20c6-4deB-961d-bEB3bfE2ELF *
Info Starting variables Monitoring variables

MName Value Declared in actor

sUrm_var 13 1

currentfcticnMumber 2.1 root

Figure 14 See the changes in thalue of thesum_var variable in the Zagreus Monitor

These arescriptvariables with the attributanonitor=true seeFigure 15Also, there
Is a builtin specific variableurrentActionNumber , Which is monitoring the ordinal
number of the currently exedad action, see alsbhOrdering numbers

Aside from the name and value of the monitoring variables, the third column
Declared in actioshows the action ordinal number of variable declaration.

a|[1][m[e]

name = sum_var

manitor = true

scope = local

S{number(1)}

Figure 15 Set monitor attribute to true forthe sum_var variable in the Zagreus Client

Info: The content of the Job properties dialog box can be switche
another job either by clicking on the corresponding job in the right
of the Timeline window or double clicking on one of the listed script:

11.2.2.4 Additional options

In this part of thearea additional options are available for managing server
components, changing timeline view and sorting scripts.

[ Zagreus Demo Server [connected]
192.168.50.170:7323  (v1.5.5.7)
rs []Show Engines []Show hidden jobs [[IMerge lines by script name [ ] Group manual and subscribed runs [ ] Highlight Cells | 2023/04/04 (Tue) 09:00:00 £Show Current Date]  +

Show Al Control Components| | Show user
Figure 16 The additional options of the Timeline window



The name of theconnection,the hosthame the port and the server versioare
displayed in the header of the Timeline window

Ci Zagreus Demo Server [connected]
192.168.50.170:7323  (v1.3.5.7)

Figure 17¢ The header of the Timeline window

On the toolbar of theab, the following options are available:

1 Show Albutton
displays all scripts and their jobs that are executed within the time range
specifial. After removing some scripts from the list with the checkbox before the
script name, it is the way to list them all again.

1 Control Componentsutton
the Server controldialog box for the selected Zagreus server will appear,
displaying the components

o Scheduler
It starts / stopsthe Quartz scheduler of th&agreus Systel & $)8artih
scheduler

0 Queue
Ld adlNIa k adz2Lla (dew&el AINBdza 220 |jdz

o Direct running
Ld adGFrNha k adz2Lla GKS L2 aaaoaadchiie 27F
execution

Q

o Filetriggers running
Ld &adrkNIa «
trigger.

G2LJA GKS TAES GNNEFISNI T

Q)¢

0 Watchers running
It starts / stops the mail watcher and database watcher functionality of the
Bl ANB dza & YNIB/SNGET A BISIhyitpse watcher



o Priority algorithm
It starts / stops thet,INR 2 NA G & Yl yIF3ISYSyid 27
Priority and priority algorithm

[@=tN
A
(0p))

All componentscan beenabled or disabled by rigidlicking on the proper
component, sed-igure 18.

B Server Compenent Centrol (Zagreus Demo Server) *

Component Enabled

: Scheduler L= :

Queve yes Start / Stop Component
Direct running yes

Filetriggers running yES

Watchers running yes

Priority algorithm n

Figure 18& TheServer contratlialog box

I Show userbutton
ThelLogged in userdialog box will appear, displaying a list of currently logoed
users seeFigure 19

B Logged in users X
User name Connection type Last login Last activity Legin address
admin maonitor 2023-04-26 11:37:54 2023-04-26 11:37:36 127.0.01
admin GUI 2023-04-26 11:33:55 2023-04-26 11:37:51 127.0.0.1
Refresh! 0K

Figure 19; TheLogged in userdialog box

1 Show Enginesheckbox
This checkbox displays tlieecution Enginesindow, seelhExecution Engines
window

1 Show hidden jobsheckbox
Displays alhiddenjobsas well, seéhHidden jobs

1 Merge lines by script nan@heckbox
When a script is executdzbth manuallyandby a triggered subscriptiQrZzagreus
Monitor displays themn separate linesn the script list of theTimeline window.

%



Furthermore, when the samscript is executed by multiple subscriptions, they
are also shown in separate lindssing this checkbox, tlselines aremerged into
a single line in the timeline.

1 Group manual and subscribed rutgeeckbox
It categorizes jobs based on whether they weameecuted manuallyor by a
subscription. If set, the manually executed jobs are at the upper part of the script
list.

1 Highlight Cellgsheckbox
If this checkbox is set, the hourly regions of scripts which have any job (including
skipped and scheduled jobs) in the given region witigalighted

91 Date and Time display
It shows the date and timef the displayed starting position of thianeline.

1 Show Current Datieutton
It jumps to the current date and time on the timelinEnis button is only available
if the current date and time are within the range specified in Tieme Range
filters & SiSe Wpnoe filter

9 Zoom IlandZoom Oubuttons
These buttons allovthe user to zoom in and oudn the timeline

11.2.3 Filter area

This area contains various filters for fineing the displayed content of the
Timeline window. It has four main parts. This is useful when number ofthe
executed scripts is relatively large, making the list of schptsl to handle

11.2.3.1 Search Jobs filter

By this filter the user can filter for scriptme or for a specifieventtype resource
associated with the scriptseeFigure 20



Search Jobs

on Server:

Zagreus Demo Server ~

by Script Mame:

Figure 20 Filtering by script name or schedules

1 on Servedropdown
TheZagreusServer for which the filterwill be applied can be selected hefi@
case when multiple server connections are open).

1 by Script Naméextbox
By selecting this option with the radio button to the rigbtthe textbox, and by
specifying the script name filter, only the scripts that contain the specified string
will be shown in the script list of the Timeline window. Substrings can also be
dza SR So3ad | @Gt dzS ¢ a ONAR Liample sséripeind NB & dzt
example_scriptbut hiding thescript sample_request

1 by Scheduldropdown menu
By selecting this option with the radio button to the rigbtthe dropdown menu,
and by choosinghe full path of the eventype resourcdrom the dropdown, the
content of the Timeline window will be limited to the scripts that are subscribed
to thiseventtype resourceand were executed by those subscriptions.

The options above take effect after clicking on te! button.

11.2.3.2 Time Range filter

The user canse theTime Rangéilter to setthe time range of the timeline displayed
in the Timeline windowseeFigure 21



Tirne Range

Unit: |1 hour ~

From: | 2023,/04,/04 15:00:00 | |Select
To: | 2023/04/04 17:00:00 Select

Refresh!

Figure 21¢ TheTime Rangéilter

1 Unit
the unitthat the time rangeusescan be specified here. The available values are
as follows1 hour and1 day .

9 From
the starting date and time can be specified here. A calendar with the current date
appears after clicking thgelect button. Only hourly precision can be used here
since the Timeline window units are houblgsed.

Select 'From' date *

1 2023, aprilis L4

Cs P Sz0 V
o3 1 2

Figure 22 Calendar for the starting date

91 To
The ending date and time can be specified here. A calendar with the current date
appears after clicking thgelect button. Only hourly precision can be used here
since the Timeline window units are houtipsed.

Select 'To' date *

1 2023, aprilis g

Cs P Szo0 V
w12

Figure 23 Calendar for the ending date



Clickng theRefreshbutton applies the changes on the Timeline.

11.2.3.3 Status filter

This filter glectsthe status othe jobs that willbe displayedin the Timeline window
SeelhJob lifecycle

Status

[ select all [ running timeout
[ finished [] queue timeout
[ error [/] debugging
queued suspended

[ running [+] future

[ cancelled [ skipped

Figure 24; The Status filter

Aside from the selectable statuses, tkelect allcheckbox behaves as a toggle
button, the user can select or deselect all statuses at once.
The timeline is updatedght afteranyof the checkboxe$aschanged.

11.2.3.4 Execution mode filter

This filter glects the execution modeof the jobs that will be displayed in the
Timeline window seelbhJob properties

Execution mode

[+] select all
[+ direct

[+ scheduled
[ fired

triggered

Figure 25 Execution mode filter

Aside from the selectable execution modes, swlect allcheckbox behaves as a
toggle button, the user can select or deselect all execution modes at once.
The timeline is updatedght afteranyof the checkboxe$as changed



11.2.4 Execution Engines window

It displays the current status aifll Execution Enginesd. Zagreus Wrkers)shown
in atree-table. The Zagreus Wrkers are located under the Worker Controlkkey
belong to. The Worker Controlletree node is expandable and collapsabégher by
clicking on the arrow right next to thé/orker Controller name orby double-clicking
on the Worker Controller name. When a script is being processed, its job will be
displayed under thdob idcolumn next to the worker who executingt. Furthermore,
the job status will be displayed in tli®b statusolumn, allowing the current status of
the job to be tracked. See the details of the columns below.

1 Worker Controllefexpandable node)
Shows allWorker Controllers.

1 Worker id
ThelD of the particular Zagreus Worker

1 Status
The status othe Worker Controller/ Zagreus Wrkers

9 Enabled
Showsif the Zagreus Workeis enabled or disabled

i Started
Shows the da when theZagreus Wrker was started

1 Availableprocessors
The number of CPU cores in tdagreus &ver, reported by the JVM.

7 Jobid
The identifier ofthe actualjob (if there is a running job)

1 Job status
The current status of the jokif there is a running job)

1 Free memoy
The currently free memory that the JVM can useported by the JVM, seléh
Memory handling



1 Total memoy

The actual memory that the JVM is usjrigported by the JVM& S S Mdmyory
handling

1 Max memoy

This is the maximum memory that the JVM can,usported by the IVM§E S S T
Memory handling

1 Last updated
The most recent time all information was updated



12. Other Zagreus clients

Besides the Zagreus Client, there are further custom clients provided with Zagreus,
which offer much more limited functionalities, but which are ligigight and simple
to use. Both thezagreus Commankihe toolsand the ZagreusHTMLapplicationare
shipped with the Zagreus installation and work -@fithe-box. Additionally,
commandline tools can be installed as a standalone package on other machines as
well. In contrast, the Zagreus html application requires to be hosted on a Zagreus
server. Bth clients allow the user to initiate script execution and to fire event
schedules. These clients improve @eeessibilityf the Zagreus infrastructure because
the Zagreus server can be accessed from:

1 amachine without a graphical user interface,
1 a machinghat does not have an installethgreus (int,
1 or even from mobile devices (smartphoné3ads, etc.).



12.1 Command-line tools

The Zagreus commaruhe tools, shipped along with Zagreus installations as a
standalone package, consist of a collection of simple executable files. To support both
Windows and Unix platforms, there iskat and an.sh script file available for every
functionality supported. There are batch files and shell scripts for administrative tasks
as well as for running scripts and firing events.

The commandine package for the Windows environment consists of the following
files: backupdatabase.bat , configtester.bat , connectedusers.bat ,
fireevent.bat , restoredatabase.bat , runscript.bat . Of course, the same
files are provided withsh extension, adapted for Unix environment.

The main purpose of the commatlide package is to allow the user to initiate script
execution, but it can also be used for administrative purposes. It can be useful when it
Is not possible to install a Zagreus Client application on the client machiwbeorthe
particular administrative task has to be performed from another application.

12.1.1 Executable files

There are six executable files with the extensiorbaf or.sh (Windows and Unix
environments, respectively). Since they are batch files / shell scripts, they can be
copied and edited according to the actual use case.

12.1.1.1 backupdatabase script

This commandine tool creates a backup file of the database instance of the Zagreus
Server. By default, the output of the backup process will be saved imethep folder
within the Zagreus Server home folder (ecg\ Programme\ zagreus \ server \ or
/home/zagreus/server/ ). The output file will be assigned the narbackup -
<yyyy - MMdd_hhmmss>.sgl , where <yyyy - MMDD_hhmmss> stands for the
current timestamp (for exampléackup - 2023-07-01_121314.sql ).

12.1.1.2 configtester script

Thiscommandline tool checkghe content of the configuration files of the Zagreus
Server, Zagreus Worker and Zagreus Workercontroller components. It sends feedback



about property keys without value definition, and marks property keys which are
deprecated.

12.1.1.3 connectedusers script

Thiscommandline tool returns information about the users who are currgntl
connected to the Zagreus Server. This data is displayed in a table format, for example:

User Connection type Last login Last activity Login address
admin GUI 2023- 06- 07 2023- 06- 07 127.0.0.1
13:02:23 13:22:41

12.1.1.4 fireevent script

Thiscommandline tool triggers the given event schedule, specified byesource
ID or by its resource patfThe result can be checked in the Zagreus Client or in the
Zagreus Monitor applications.

12.1.1.5 restoredatabase script

Thiscommandline tool restores the Zagreus Server meta database from a backup
file (created by e.g. thbackupdatabase = commandline tool).

12.1.1.6 runscript script

This commandine tool initiates theexecution ofthe given script, specified by its
resourcelD or by its resource path. The result can be checked in the Zagreus Client or
in the Zagreus Monitor applications.

Note: In a Windows environment, the command line window closes automatically
after the end of the process.

12.1.2 Examples for Windows

Next we present some usgase examples for executing command line files and
configuring their input parameters in a Windows environment. In these examples, the



folder path of the command line toolsds\ Programme\ zagreus \ command line \
(i.e. the home folder of the Zagreus Servet:i§ Programme\ zagreus ).

12.1.2.1 Initiating script execution

Initiating script execution without parameters:

C:\ Users \ DemoUser> cd C : \ Programme\ zagreus \ command line
C: \ Programme\ zagreus \ command line>  runscript.bat h=my.zagreus.server
- p=7323 - u=admin - pass= **kkkkkk d0a26bbd10194bf69460f770b3d8d9ff

Initiating script execution with the parameteecure passing script variables and
using encrypted password (i.epasswor(t

C:\ Users \ DemoUser>cd C : \ Programme\ zagreus \ command line

C:\ Programme\ zagreus \ command line> runscript.bat - h= my.zagreus.server
-secure -p=7443 -u=admin -cpass=# - IHOTH# - 4O# - *Frrrrkk

- param=x: my- input - param - param=y:. 123 e275a121e9304a3290c00bfc6afcc756

General pattern fomitiating script exeation:

runscript.bat -h=host -p=port -u=user [ - pass=password or - cpass=cpassword]
[-secure][ -param=name:value[ - param=name:value ...]] <script_id>

12.1.2.2 Triggering an event schedule resource

Triggering an evenscheduleresource with the parameter secure and using
encrypted password (i.epasswort

C:\ Users \ DemoUser>cd C : \ Programme\ zagreus \ command line

C:\ Programme\ zagreus \ command line> fireevent .bat -h= my.zagreus.server -
p=7443 - u=admin - CpasS=# - IHOTH - 4O# - *rrkkkrhk - secure
7529d6d7efeb4160ab0d8cc5084b6d7f

General pattern fotriggering an evenscheduleresource



-h=host - p=port -u=user[ - pass=password or - cpass=cpassword] [ - secure]

Info: When using the secure  commandline parameter, the port mus
be changed to the Zagreus SSL port.

12.1.3 Examples for Linux

Next we present some usgase examples for executing command line files and
configuring their input parameters in a Linux environment. In these examples, the
folder path of the command line tools isome/zagreus/command - line (i.e. the
home folder of the Zagreus Servertisme/zagreus ).

12.1.3.1 Initiating script execution

Initiating script execution on localhost without parameters:

/home/zagreus/command - line/runscript.sh - h=localhost -p=7323 -u=admin -
pass= ***¥krx e275a121e9304a3290c00bfc6afcc756

Initiating script execution on localhost with the paramet#cure passing script
variables and usg encrypted password (i.epassworgt

/home/zagreus/command - line /runscript.sh - h=127.0.0.1 - secure - p=7443
-u=admin - cpass=# - 3#H6T# - 49# - F**rrkkikik - param=x:my - param
- param=y:456 e275a121e9304a3290c00bfc6afcc756

General pattern for initiating script exation:

/home/zagreus/command - line / runscript.sh - h=host - p=port - u=user
[ - pass=password or - cpass=cpassword] [ -secure][ - param=name:value
[ - param=name:value ...]] <script_id>

12.1.3.2 Triggering an event schedule resource

Triggering an evenscheduleresource with the parameter secure and using
encrypted password (i.epassworgk



/home/zagreus/command - line /fireevent .sh -h= my.zagreus.server - secure
- p=7443 - u=admin
- CpasS=# - HOT# - 49 *¥¥kkkkdkik 7529d6d7efeb4160ab0d8cc5084b6d7f

General pattern fotriggering an evenscheduleresource

/home/zagreus/command - line / fireevent.sh - h=host - p=port - u=user
[ - pass=password or - cpass=cpassword] [ - secure]

Info: When using the secure commandline parameter, the port mus
be changed to the Zagreus SSL port.



12.2 Zagreus HTML application

The Zagreus HTML Application is a user interface for initiating script execution,
triggering event schedules and get information about jobs. It is shipped with each
Zagreus installation and hosted by the Zagreus Server.

This client can be accessed directly via a web browser. When defining the URL in the
browser, it is necessary to define the port where the Zagreus Server publishes the
HTML application. It is possible to reach Zagreus server on the standard or on the SSL
port, eelGeneral propertieandMSSL properties

Sample URL for reaching Zagreus HTML client with HTTPS protocol:

https://my - zagreus - server:7443/zagreus/html/zagreus.html

The Zagreus Server uses a -sajhed certificate, therefore the Zagreus HTML
application site has to be added to the security exceptions in the web browser used
(seeFigure 1).

Run script and get info x +

a2
&« C A Notsecure | kips;//192.168.50.170:7443/zagreus/html/zagreus.html = w O a

&¥ Runscriptand geti.. ) X
Certificate Viewer: Zagreus server

"B Z A G R cenera | pene l
L Automate y

Issued Te

user name

pasword

script ID or path Issued By ync m

Common Name (CN) Zagreus server

tion (O) Etixpert bH
Org eus
° Add paramett -

ional Unit (OU)  Zagreus server
Logging console

Fingerprints

SHA-256 Fingerprint (6 AD 0F

n ED 3 A C 13 718
826A5

Job info logging

Figure 1¢ The Zagreus Server certificate in a Chrome browser



After adding the Zagreus HTML application site as a security exception, it can be
reached from the web browser.
For the structure of the Zagreus HTML application,Kgare 2andFigure 3

ZAGREUS

E Automate your [T

7 7 7
pasword
script ID or path ym: m
°A Menu item for initiating script execution

, view log and get job information.
Logging

Menuitem for geting job information /

job 1D in a largerogging console.

Job info logging console

Menu item for triggeringevent
schedules and view event log

Job log console

Figure 2¢ The Opening screen of the Zagreus HTML application

. ZAGREUS Job info Fire event <
L Automate your IT
Run script and get info
@
user name
|
pasword

script ID or path Async

Figure 3 The Zagreus HTMipplication opened in the browser of a smartphone.




12.2.1 Run script and get info tab

In this page the user can directly initiate script execution, define parameters for
scripts, check logs, and get job information. There are three mandatory input fields:

1 username
1 password
9 script ID / script path

Adding script parameters is possible by opening Alakel parameterssection. The
result of the job is displayed in tHeoggingconsole In the Job info logging console
frame, the joblog can be viewed in the following way: copy jok IDfrom the Logging
consoleto the job IDinput field in theJob info logging consofeame.

Scripts can be executed either in synchronous or in asynchronous mode, the default
mode being asynchronous. By using th&/nccheckbox, the execution mode can be
changed. Scripts can be executed by clickingRbabutton. Consoles can be cleared
with the Clear/ Clear consoléutton.



Automate your IT

admin Authentication data and script ID
e275a121e9304a3290c00bfcbafcc 756 ASYHC
° |ﬂdd parameters l
\ Set execution mode sync.
x my-value async, andrun script

, | Open/close theAdd parametersvindow

Add parameter Remove last parameter

Logging console

2023-02-27 15:28:16 Job created, job id ig befblb52-deZb-45b6-99d9-fff3e264c365

/ The job ID is copied

P automatically. To display the
be8b1b52-de2b-4506-99d9-F |  Lines job-log, click theGet info
button

Clear consoles

Job info logging console

2023-02-27 15:28:32 Job status: finished ~
Begin Queus Time: 2023-02-27 15:29:59

Figure 4 Main controlleritemsof the Run script and get infecreen

12.2.2 Job info tab

This menu item is used for viewing the jlag entries. The number of displayed lines
is configurable. In this pagéhdre are three mandatory input fields:

9 username
1 password
9 job ID



Automate your IT

admin . . . . .
_———>| Authentication data and job ID input field
(1111}
beB8b1b52-de2b-45b6-99d9-ff Lines of job log displayed: last 100 ~
. Clear consoles
TheGet infoand dear
consolesuttons
Job info logging console
2023-02-27 21:09:41 Job status: finished ~
Begin Queune Time: 2023-02-27 15:29:59
End Queus Time: 2023-02-27 15:29:5%9
Begin Execution Time: 2023-02-27 15:29:59
End Execution Time: 2023-02-27 15:29:59 .
Job log console
2023-02-27 15:29:59 Execution started on script "cli"” -

2023-02-27 15:29:59 Zagreus wversiom: 1.5.5.7

2023-02-27 15:29:59 Job ID: beSblbiZ-de2b-45kb6-99d9-fff3e284c365
2023-02-27 15:29:59 Job starting variables:

variable name variable value

callerIP

callerType webservice

currentUserlid 1

dokuwikinrl

executingUserName admin

exarntinnMode Adirect

Figure 5 Job info screen with jobbgentries

12.2.3 Fire event tab

The user can trigger event schedules and check event logs asctken. There are
three mandatory input fields:

9 username
1 password
1 event ID / event path



EBZASREYS
Automate your IT

[

admin Authentication data and event ID

7529d6d7efeb4160ab0d8cc5084bBdTf

/

Event log console Trlggerlng event

schedule

2023-02-27 20:58:47 Event was fired successfully.

Figure 6 Triggeringan event schedule and viewing the result



12.3 Troubleshooting

When the execution of a script is initiated from command line, the result can be
checked in the Zagreus ClieRinished jobsvindow, seelhFinished jobs windowlf
the Finished jobw/indow does not contain the result, then the script was not executed.
In such cases, it is recommended to inspect the following items:

1 server definition in thecommand

port definition in the command

1 port definition in the Zagreus Server configuratisee lhGeneral propertieand
MSSL properties

9 user authentication data

1 server machine firewall settings

1 server machine and router port forwarding settings

=

If one of the pages in the Zagreus HTML application does not load, it is
recommended to inspect the following items:

1 is the Zagreus Server running?

1 port value in the URL

{ port value in the Zagreus Server configiion, see MhGeneral propertiet Y R
SSL properties

Feedback message about script execution initiation is displayed immediately in the
Logging consolsectiors. & && sdwpt and get inftab.



13. Script Editor

The Zagreus Script Editor is the tool for implementing the core of IT processes
ONBIOGAYy3 %l ANBdza AONR LI & { QXdnidctonslarllS O2 Y
able to exchangénformation with one another and also to embed other actions as
sub-elements.The fundamental step in writing Zagreus scripts is makege links
between actions. Additionally, Zagreus scripts can communicate with one another to
build larger processes.



13.1 Layout

¢KS {ONRLIG 9RAG2NI OFy o6S 2LISYSR SAGKSNJI
Scripty or by doubleclicking on an already existing script resource in the Zagreus
Browser window.

The Script Editor consists of three main regions:

9 Canvas
9 Pdette
9 Viewselector

@- Untitled [1.0.0.0] (script) &2 =

o Palette

> |7 |0

[.} Selection
canvas

=z

\ = Confluence
= db

[ excel

[= file

(= ftp

= http

= Jira

= kafka

[ Idap

= mail

\ 2 £ hliccocoft

Graph View | XML View

view selector palette

\ 4

Figure 1¢ The layout of the Script Editor

Thecanvasis the area focreatingthe content of Zagreus script Thepaletteis the
container element of the availablctiongroupsandactions a S SAciiy groups and
action name Actionscan be dragand-dropped from the palette to the canvas. The
user can choose betwedhe Graph Viewand theXML Viewof the scriptvia theView
selector



13.1.1 Canvas

The canvas represents tli@oot parent action of the Zagreus script. In case of a
new script the canvas is empty. Actions can be @nagrdropped from the palette onto
iKS OFlyg@glas GKSe gAff 06S02YS (GKSXMRANBOI
representation The canvas area is theoretically infinite; scrollbars appear when there
is any content in th@on-visible region. The content of the canvas can be zoomed in or
2dzi S6AGK (GKS %22Y RAaALI L& | YR %2ZdmnLy k h
andZoomout.

Aside from the actions, the canvas can display specific relations between actions,
like thelinks from sibling® & S Showing sibling linksandchild-content arrows(see
MOutsidedisplaying option for a childction).

13.1.2 Palette

The palette is a container element of the availahtgion groupsand actions The
list of availableaction groupsis controlled by the installed Zagreus licence (fbe
Licencingy. An ation groupis a container element of particular actions with the same
namespace, seehAction groups and action namEor example ifrigure 2.the action
groupdb contains database related actions.

¢ Palette [
[+ Selection

L=—F

(= Confluence

L,—_—:r db <>0
db:begin
db:call

db:close
db:commit

dhjdbe-
connection

dh:lezd
(= excel

= file
(= fip
= hitp

= Jira

Figure 2¢ Thedb action group on the palette

To open or close aaction groupin the palette, the user needs to click on its name.
The action items can be scrolled with the scroll wheel of the mouse. Up and down keys



also can be used for navigation, while {eé& cursor key closes and thght cursor key
opens an action group.

It is configurable which items are displayed on the paletee alsdhPalette tab
13.1.3 View selector tabs

It is possible to switch betweeXML VievandGraph viewoy using the View selector
tabs. The Graph View (ségure 3) contains the canvas and the palette, and the XML

View (seeFigure 4) shows the XML representation of the Zagreus script,[ggeVIL
representation

@- cancel all jobs [1.0.0.0] (script) &2

= A ztext
BinniE]

CANCEL ALL JOBS USAGE

This script cancells all jobs that are in the gueue (running, gueued).

The value of "script.prierity” of this script is 1, therefore it will be the next script that starts when ene of the execution engines is finished with a job.

HH[E

z:loglevel zs:joblist z:foreach

Figure 3 A script in Graph View



. cancel all jobs [1.0.0.0] (script) 22 =t

<?xml version="1.8" encoding="I50-8859-1"?>
<z:root

“http://zagreus.com/z"

xmlns:Fil ttp://zagreus.com/file™
xmlns:mail="http://zagreus.com/mail”
xmlns:excel="http://zagreus.com/excel"
sanlns:mstr="http://zagreus.com/mstr"
xmlns:mstrrest="http://zagreus.com/mstrrest”
tip://zagreus.com/bo"
http://zagreus.com/fop™
xmlns:kafka="http://zagreus.com/kafka"
ttp://zagreus.com/ldap™
ttp://zagreus.com/xs1t™
http://zagreus.com/http”
http://zagreus.com/ftp"
http://zagreus.com/zip”
ttp://zagreus.com/ws"
ttp://zagreus.com/db"
http://zagreus.com/mdx"
ttp://zagreus.com/json"
ttp://zagreus.com/msft"
xmlns:pdf="http://zagreus.com/pdf"
xmlns:confluence="http://zagreus.com/confluence”
smlns:jira="http://zagreus.com/jira"
xmlns:rest=
xmlns:zs=
text

8"
187" _s="false" _z="3" _w="B">CANCEL ALL JOBS USAGE

This script cancells all jobs that are in the queue (running, queued).
The value of &quot;script.prioritylquet; of this script is 1, therefore it will be the next script that starts when one of the execution
<z:loglevel le " 18" ="57" "78" _s="false" 2" _
<zs:joblist o _ false™ connection-nam
<z:foreach key: parallel=" B 7" _h="78" _w="2" _s="false" in="%jobs" _ >
<z:log level: _o0="4.1" _x="9 ="199" _h="189" _v="8" _z="0" _s="false"»Cancelling ${z_foreach.counter}: $x</z:log»
<zs:cancel _o="4.2" _x="216" _y="17" _w="179" _h="122" _v="8" _s="false" _z="1" connection-name="" job-id="%{x.jobid}" test-expr="jo
</z:foreach>
</z:roots|

®="85" _y; max-rows="5808" alias="job

Figure4 ¢ The same script in XML View

Any changes are made on the XML View is applied on Graph View and vice versa.



13.2 Actions

Actions are the building blocks of Zagreus scripts. Actions are divided into logical
groupsc¢ calledaction groupse.g.file , mail or db. In full view mode, actions
display their attributes and child contenActions can be created, repositioned,
deleted, copied etc. on th&raph View tab via specific user operations.

13.2.1 View modes

A view mode is the way of displaying an action. The view mode determines only the
graphical representation of the action on the canvas, it does not affect either any
operation performed on the action (e.gopy, move, delete, comment) or the
execution process of the script.

Therel N (g2 (éLlSa 2F OASs6 Y2RSavewmmode2 a8 SRQ
(the iconizedview mode),the subelements of the particular action such as child
actions or text are hidden. In contrast, in an open view m@dlehe other view modes)
the subelements are fully visible.

13.2.1.1 Iconized view mode

Theiconizedview modeis a closed view mode and it has the smallestameng all
the view modes. When an action is in iconized view mode, it hides all thireseilof
the underlying script structure, so it can be regarded as a collapseéhtrde in a tree
like structure (like the script XML itself). It is a very useful waydng subelements
of an action to provide a much cleaner overview for large scripts.

In the iconized view mode, only the following information are shown sgere 5).

{ the ordering number of the action & S Srddiyg number
9 the icon of the action group
TOKS FdzZf £ & |ljdzl £ AFASRCctylgdSs &FactivikKr@ypd OG A 2y

action ordering number —

ST
d

icon =

/ zs:fireevent
action name

Figure 5 Theiconizedview mode




Info: When a label is set for an action, the label is displayed instee
the action name.

13.2.1.2 Default view mode

Thedefaut @A S¢ Y2RS A& 2yS 2F GKS WwW2LISyQ O@AS
the action (such as child actions or text elements) are fully visible. Just because the
particular action is in an open view mode, any of its children still can be iconized. In
contrastwith other open view modes, in the default view mode the attributes of the
action are not visible.

In the default view mode, the following information are shown (5egure6.):

TGKS A02y 2F (GKS | OGA2y 3 NPRADZod gho2pNadng F G K
action name

{ the ordering number of the actioa & S Srddiyg numbens

0KS FdzZ t & |ljdz € A TASRCctynlghd$s &FactibikKri@ped OGA 2y

i the toolbar of the actioncontaining specific tools for editing the properties of
the action

{ the content area, which shows the s&f SYSy ia 2F GKSonl OGA 2
content)

=

action ordering number action name
icon >
/ [a][t][T][c]

toolbar
content area
4--.‘_—_'.—-"-

Figure 6 Thedefaultview mode

13.2.1.3 Only filled view mode

TheonlyfileddA S Y2RS A& Fy20KSNJ W2LISyQ OASg Y
of the action (such as child actions or text elements) are fully visible. Just because the
particular action is in an open view mode, any of its children still can be iconized. In
this view mode the already filled attributes of the action are visible (the attributes with
non-empty values).



In the only filled view mode, the following information are shown (B&gire7.):

TGKS A02y 2F (GKS | O0GA2y 3 NPADZod goo2pNang F G K §
action name
{ the ordering number of the actiod & S Srddiyg numbens
TOKS FdzZ f & ljdz f AFASRCcylghv$s &FactbkK@per OGA 2y
1 the toolbar of the action, containing specific tools for editing the properties of
the action
{ the list of the attributes of the action which have nempty valued & S &ctidip
attributes)
{ the content area, which shows the selbements of the actiordo & S S\ctidh
content)

action ordering number action name

icon ~ j /

[a][t][T][c]
toolbar — | event-id = 7529d6d7efebd160ab0dBcc5084b6d 7f |

content area

Figure 7¢ Theonly filledview mode

attribute list

13.2.1.4 The full view mode

Theful A Sé Y2RS A& (GKS flrad W2LISYyQ OASG Y2F
action (such as child actions or text elements) are fully visible. Just because the
particular action is in an open view mode, any of its children still can be iconized. In
this view mode all the attributes of the action are visible.

In the full view mode, the following information are shown ($a@gure8.):

TGKS A02y 2F (GKS | O0A2Yy 3 NPADZd gbo2pNdng F 0 K ¢
action name
{ the ordering number of the actiod & S Srddiyg numbens
TOKS FdzZ f & ljdz f A FASRCcylg$s @hFactivkKr@per OGA 2y
1 the toolbar of the action, containing specific tools for editing the properties of
the action
1 the list of all the attributes of the actioaé & S Sctidiattributed



{ the content area, which shows the sébf SYSy Ga 2F (KSonl OGA 2
content)
action ordering number action name

. 7 4 zs:fireevent

icon /Fé'IITIITIIFl
connection-name =
event-id = 7529d6d7efebd160ab0d8cc5084b6d 7

toolbar I / content area
attribute list /

Figure 8 Thefull view mode

This view mode provides the most information about an action.

13.2.1.5 Switching between view modes

Switching between the view modes are possible in the followingswa

1 by selecting the target view mode in the action context menu (Sgere 9)

1 by doubleclicking on the action header (in open view modes) or on the action
icon (in iconized mode). This operation switches from any open view modes to
the iconized view, while from the iconized view mode it switches to the open
mode configured inthe ZaNXS dza / f A Sy (Graghl@iihrzaf a > 4SS I
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Ls:ﬁreeve Py
. — <2 Undo Move

Redo

Copy element

Paste element

Find in script...

Add/change label...
Add/change comment...
Edit attributes...
Add/change text in dialog...
Manage goto expressions...
Open include in a new editor

Set breakpoint...

~  lconized
Default
Only filled
Full

Ctrl+C
Ctrl+V

Ctrl+A
Ctrl+T

Figure & Switchingoetweenview modes

13.2.2 Basic operations

Users can perform several operations in order to create and maintain Zagreus
scripts. Inthis section, the operations related to the script structure are discussed.

13.2.2.1 Create

Dragand-dropping an action from th@alette is the simplest way to add one to a
script, seeFigurel0. When an action is created on the canvas, it is displayed in the

iconizedview, see alsdhlconizedview mode

.2 Palette [
[} Selection
(= common attributes
=z £

il zalias

il zarray
S hlowl
(= Confluence

(= db
= excel
(= file
= ftp
(= http

Figure 10; Dragand-dropping an action from the palette



13.2.2.2 Copy

Several ways are available for copying actions. When the user presses the hotkey
Ctrl+C and then theCtrl+Vcombination, a new copy of the action is created in the top
left corner of the canvas.

The second alternative for copying actions is @td + drag method: while holding
down the Ctrl key, the user has to drag an action to another position on the canvas.

The third approach is rightlicking on the action and choosing tl®pyitem from
the context menu(seeFigurell)). Then, by choosing thRaste elemenmenu item
from the context menu of the canvas (clicking on an empty area on the canvas, see
Figurel2), the copy of the action is created at the mouse position.

. *Untitled [1.0.0.0] (script) &2

K

“) Undo Delete

Rede

Copy element Ctrl+C
Paste element Ctrl+V
Find in script...

Add/change label...

Figurell ¢ Sep 1: selecting theCopy elementnenu item from the action context menu

@- *Untitled [1.0.0.0] (script) &2

|E| Undo Copy element

z-arra
Y Redo

Paste element Ctrl+V

Find in script...

Figurel2 ¢ Sep 2: right-clicking on an empty space and selecting Baste elemeninenu item from the context menu

Altough It is possible to copy actions in tK®&IL Viewfrom one script to another,
but it is not recommended. Any kind of introduced syntax or semantic error prevents
the user from switching back to the Graph View or saving the document.



@ Info: Thefirst and the third method can also be used between differ
scripts opened in the Editor Area

13.2.2.3 Move

Users can move actions by simply dragging them on the canvas. The simplest moving
operation is when the action remains on the same level in the XML hierarcy, thus its
action ordering number does not change.

There are two other cases of moving actioesibedlinganddetachng.

Embeddingan action to a new parent: the user is dragging an action and dropping
it inside the area of another actiorsee Figure13. In this case the moved action
becames the last child action of the other action. The action ordering number changes
accordingly.

@- *Untitled [1.0.0.0] (script) &2

[al[E][T[c]

|

zvariable

[}
5
'
o

Figure 1% Embeding Action 2 into Action 1. Theleringnumber becomes 1.1

Detachinga child action from its parent: the user is dragging the child action out of
the area of its parent, seBigurel4. In this case the moved action becames the last
child action of its new parent action. The action ordering number changes accordingly.



E. *Untitled [1.0.0.0] (script) &2

ElRNE

4
||

z:variable

Figure 14; Detaching Action 1.1 from its parent. The ordering number becomes 2.

13.2.2.4 Delete

There are several ways to delete actions in the Script Editor. When any actions are
selected, pressing thBeletekey deletes the selected actions from the script. Another
way is to use thdeletemenu item from the action context menu. Alternatively, the
menu itemDeleteis accessible from the main menu bar, $&g-ditmenu.

13.2.2.5 Changing the order of execution

TheactionorderA Y 3 Yy dzYo SNJ AYRAOF GSa GKS 2NRSNJ
Order of execution, result flowThe graphical arrangement of the actioiges not
affect the order of execution, but is highly recommended to arrange the actions in a
way that represents the actual processing order.

The ordering number of an action can freely be changed among its siblings (i.e. only
among actions with the same parent action), which operation does not change the
position of the actions on the canvas. When an ordering number is increased or
decreased, lte ordering number of the adjacent action changes accordingly. This
operation practically exchanges the ordering number of two adjacent actions.

There are several ways to perform this operation:

1 by pressing thd?ageUpmnd PageDowrkeys
1 bythe Move up/ Move downmenu items in the action context menu

In Hgure 15., the actions are organized well visibly, but their ordering numbers are
messed up, so script execution would result in error, e.g. the action ordering number
of thedb:jdbc - connection action should precede all other eflelated actions.

2



F. *Untitled [1.0.0.0] (script) &2

] [5]3][5]

dbjdbc-connection  db:begin db:sgl  dbcommit

Figure 15 Ordering numbers are messed up on the execution level

In Hgure 16., the sameactions are ordered properly for exection.

@- *Untitled [1.0.0.0] (script) &2

9] [5](3]]5]

db’jdbc-connection  db:begin dbisgl  db:commit

Figure 16& Ordering numbers are set correctly

13.2.2.6 Comment / uncomment

The user can comment any action in order to omit it from the execution. (It is similar
to temporarily commenting code lines in programming languages.) When an action is
commented, its ordering number remains unchanged, but it is skipped from the
execution flow. Commented status is indicated by grey color. The hotkey for
commenting / uncommenting an action @rl+Shift+C . The same operation can
be accessible from the context menu of the action by selecting Goenment/
Uncommenimenu item.

#. *Untitled [1.0.0.0] (script) &2

] [a]]a]a

dbcjdbc-connection  FelsBeEG dbsqgl

Figure 17 Action2 andAction 4 are commented, so onliction 1 andAction 3  will be executed

13.2.2.7 Selecting multiple actions

It is possible to select and manipulate multiple actions at the same time.

2 [

z:block iblnc_k

Figure 18¢ Action 1 andAction 3 are selected



There are several ways to select multiple actions:

1 Using theRectangle selection tool
dicking on the canvas with the left mouse button, and by dragging the mouse
pointer, a selection rectangle will be drawn. Aditions inside the rectangle will
be selected.

1 Using the Ctrl+left mouse click combination
Actions can be added / removed from the existing selection.

1 Using the Shift+left mouse click combination
Actions can be added to the existing selection.

1 Using he Shift + arrows key combination
Left clicking on the first action to be selected, then holding Biaft key and
pressing ararrow keyof the desired direction at the same time.

The following operations can be performed for multiple selected actions:

1 Copy
1 Move
9 Delete
 Comment / uncomment

13.2.3 Editing

In this section, operations related to various action properties are discussed. The
LINELISNIASEA 2F Fy | OGA 2Actioh NBURKSERNEYHI SR Ay

content.

13.2.3.1 Attributes

Action attributes can be edited in two different ways:

1 by usingnline attribute editing
1 by openinghe Attributesdialog



Inline editing can be performed by double clicking on the name of the attribute of
the action, seerigure 19 In this case, an input text field appears. After typing the
attribute value, it can be saved by pressing Eaerkey, or cancelled by pressing the
Esdkey (in this case, the original value will be restored).

Inline editing is only available when the action is either infthieor in theonly filled
GASE Y2 RSEEviassdahy R OnMiilledview mode

alt[e]

connection-name = connection name |

from =| my-address@somehost.d| I

from-dizplay-name =

to =

cc=

bce =

rephy-to =
rephy-to-display-name =
subject =

multipart = true

Figure 19 Inline editing of arattribute value

The Attributes dialog provides a more convenient way to manage and edit
attributes. It can be opened in the following ways:

1 by selecting theedit attributes..menu item from the action context menu
1 by pressindCtrl +A
o0& OfAO1IAYy3a 2y GKS WFIQ G22fo0l NJ AO2Y

TheAttributesdialog lists all the attributes of the action. Here, the user can create
new attributes, edit the values of existing onesdelete attribute namevaluepairs.

1 For ceating a new attribute the user needs to click on the subsequent empty
table line and enter the attribute namealue pair in the corresponding columns.

1 For editingan existing attribute The user needs to click on the given attribute
value and enter the new value, ségure 20

2y



al[t][1][c]

B 1 mail:send =

to =
cc=
bee =

reply-to =

=ubject =

multipart = tru

connection-name = connection nam
from = your address
from-display-name =

reply-to-display-name =

H

mail-body

23 Attributes

Mame
connection-name
from
from-display-name
to

cc

bee

reply-to
reply-to-display-name
subject

multipart

Value

connection name
my-address@somehost, c|

true

Figure 20; Editing the value o&n existing attribute

1 For ctletingan attribute, the user needs to click on the given attribute name and

erase the it.

The changes take place after pressing the OK button.

Some attributes values can be selected from aRr8 T A Y SR £rad&fine
and common attributesin those cases, the value can be chosen from thedpfaed
values via a dropdown list, séégure 21

ass



B 1 mail:send EII:I
al[t][[c]

connection-name = connection nam

from = your address
from-display-name =
to =

ce = a
bce =
rephy-to =
] MName Value =
reply-to-display-nal ]
erTeTis from-display-name

to

cC

bee
1 reply-to
reply-te-display-name

multipart = true

mail:body subject
| e e —————— ]
multipart true w
< >

Figure 21¢ Selecting the attribute value from a dropdown list

13.2.3.2 Text content

¢KAA LINBLISNIe&e asSia GKS G SEiudzohienOBhe i Sy
textual content can be edited in two different ways:

1 by inline text editing
1 by openinghe Set textdialog

Inline editing can be performed by double clicking on the textual value of the action,
seeFigure22. In this case, an input text field appears. After typing the new value, it
can be saved by th€trl+Enterkey combination or by clicking outside of the textbox,
or cancelled by pressing tliesdkey (in this case, the original value will be restored).

Inline editing is only available when the action isiropen@A S g Y2 R&xw aSS
modes

al[t[c]

name = numeric-value

menitor = false

scope = local

S{number(123.456}}]

Figure 2Z; Inline editing of the text content



TheSet textdialog provides a more convenient way to edit the text content. It can
be opened in the following ways:

M by selectingthd RRk OK I y 3§ (nghulitemifrgm tRehaktibrecaniext
menu
1 by pressindCtrl +T
o0& OfAO1AYy3d 2y (GKS WiQ G22fo0l NI AO2Yy 2V

TheSet textdialog shows the textual content of the action in a niifie text editor,
seeFigure 23

7 1 zwvariable

a|[t][T]c]

name = numeric-value

manitor = false

scope = local

S{number(123.456)}

23 Set text Y
Y number(123.456)]

Figure 23; Editing the text content in th&et textdialog
13.2.3.3 Label

An action can be labeled in order to provide short us@ffibrmation about its
behaviour. This is recommended for parent actions that bunch child actions that are
doing a particular functionality in the script (e.g. connecting to a database and
LINEPOS&daAy3d az2YS NBaddquernQOvda 3K G LIRSS i 0ISOER
z:block action for this goal. Action labels are shown in the place and instead of the
action name.

Action labels can be edited in the following ways:

by selectingthé RR k OK | y #héhu itein Grasnfth¥ action context menu
o0& OfAO1AY3 2y GUKS WiQ (G22f0F N AO2y 2V



After the Set labeHialog box appears, the user can specify the label Fsgere 24.
The maximum length of the label is 256 characters, and line breaks cannot be used.

H_
[ ) h. " ‘! Set label X

ZIbLDCk i Label name:

| DB Query

Figure 24 Setting an action label via tt&et labebialog box

After pressing theOk button, the action label will be shown at the place of the
original action name, seléigure 25.

DB Query

Figure 2% The action label is displayed instead of the action name after a label has been added

A labelcan be updated in the same ways as creating one. Deleting an action label is
possible by setting an empty action label.

13.2.3.4 Comment

An action comment can be specified in order to provide short, useful information
about its behaviour. Unlike the action label, the action comment appears as a tooltip

when the mouse cursor hovers over the action.
Action comments can be edited in the following ways:

f by selecting thel RRk OK | y 3 S ménd ¥ehiSrgni the action context

menu
o0& OfAO1lAY3d 2y GUKS WOQ (22f0F N AO2y 2V

After the Set commentlialog box appears, the user can specify the comment, see
Figure 26The maximum length of the comment is 256 characters.



H | | &8 Set comment b
I| h [ ]
z:block | This is a comment of the zblock actinr'||

Figure 26 TheSet commentialog box

After pressing thékbutton, the action comment will be shown as a tooltip when
the mouse pointer is hovering over the action, $egure 27.

L

z-bloc|This is a comment of the z:block action]

Figure 27¢ The new comment appears as a tooltip

An action comment can be updated in the same ways as creating one. Deleting an
action comment ipossible by setting an empty comment.

Warning: The comment action property can be confused with tt
commenting / uncommenting action operation. They are not the same!



13.3 Action help

Each action has its own help page, where all action details are described and
examples are listed. It is accessible from the palette (3glealetie) by rightclicking
on theaction nameand clicking on théelpmenu item, sed-igure 3.

2= Palette [
% Selection

[=2Z

(= Confluence 0

confluence:add-
attachment

confluence:add-
comment

confluence:call
confluenceiconnection
help Fge

confluence:delete-
comment

P R [ W

= db
Figure 3 ¢ Accessing connection help from the palette

An alternative is to rightlick onan already existingctionaction in the Script Editor,
and selecting th&how help..option in the context menu, seleigure29.



@- *Untitled [1.0.0.0] (script) &2 l

1] ]

x < Undo Move

Redo

lconfluence:connecti

" " Copy element Ctrl+C
Paste element Ctrl+V
Find in script...

Add/change label...

Add/change comment...

Edit attributes... Ctrl+A
Add/change text in dialog... Crl+T
Manage goto expressions...

Open include in a new editor

Set breakpoint...

~  |conized
Default
Only filled
Full

Show link from sibling
Hide link from sibling

Comment element Ctrl+Shift+C
Fit to content Ctrl+Shift+F
Fit to content (all parents) Alt+Shift+F
Move Up PageUp
Move Down PageDown

Align selected elements horizontally
Align selected elements vertically

Show help... Ctrl+H

Graph View | XML View 3€ Delete [

Figure29 ¢ Accessingonnection help from th&cript Editor

Either way, theDocumentatiorwindow will be shown, seEigure30.

¥ Documentation x
General description:
Action: confluence:connection A

Description: Defines a Confluence connection.

Required attributes: name, url, token

Attributes:
Mame Type Default-value Description
name text name of the connection
url text URL of the Confluence installation
token text the authentication token. If it is an API token, the
format is: "mailaddress:token" BASE64-encoded.
For Personal Access Token, specify the token
itself v
Examples:
<confluence:connection name="con" token="cG¥%¥%¥¥¥kwrrwgogo==" ~

url="httpe://sample.atlassian.net/wiki" />
<confluence:create-page connectlion-name="con" space="SAMPLESPACE" page-
title="Trial page"><body>This is a trial page</body></confluence:create-page>

<confluence:connection name="con" token=TcG¥¥¥errewkegogg==" v

T =M he s e F S mmn T m me T mmnd mm mme fend LA N o —MonumTEODAATN

Figure ® ¢ TheDocumentatiorwindow of theconfluence:connection action with sample configurations



13.4 Formatting

There are several operations related to #oematting of the actions. Some of them
affect actions on the same level (actions with the same parent), while some of them
change the size of the parent action according to its children positions.

13.4.1 Alignment operations

Multiple actions can be aligned both horizontally and vertically. Align options can be
found in the context menu of multiple action selection (after selecting multiple actions,
the user needs to right click on one of them).

13.4.1.1 Align selected elements horizontally

By choosing th&lign selected elements horizontathenu item from the context
menu, the selected actions will be aligned horizontally. For example, the actions shown
in Figure31. will be aligned as shown Figure32.

Figure31 ¢ Selecting multiple actions on the same level

= T I e

zsicancel zs:backup zs:copy

Figure32 ¢ Actions aligned horizontally

Note that the order of selecting multiple actions determines the alignment result.
The action selected first will be the first action in the result, the subsequently selected
action will be the second one, and the others respectively.

13.4.1.2 Align selected elements vertically

By choosing theAlign selected elementgertically menu item from the context
menu, the selected actions will be aligned vertically. For example, the actions shown
in Figure31. will be aligned as shown Kigure33.



|

]

zs:cancel

i

]

zs:backup

i

]

zscopy

Figure 3 ¢ Actions aligned vertically

Note that the order of selecting multiple actions determines the alignment result.
The action selected first will be the tapost action in the result, the subsequently
selected action will be the second one, and the others respectively.

13.4.2 Size operations

Action size operations affect the size of the particular action related to its content.

13.4.2.1 Fit to content

TheFit to contenoperation changes the action size up to the minimum size that the
OKAfR FOUGA2ya GF1S dzLdd LG Y (V@amal&yasS 2yt
TheFit to contentoperation can be performed in the following ways:

1 by selecting thd=it to contentmenu item from the actiortontext menu
1 by pressingCtrl +Shift + F

For example, the size éttion1  shown inFigure34. will be changed as shown in
Figure35.



[al[t1[T][c]

al |a

zs:backup ZsIcopy

B

zs-cancel

Figure 3 ¢ Before performing &it to contentoperation onAction 1

[al[t1[T[c]

2| |a

zs:backup Z5ICopy

B3

zs-cancel

Figure 3 ¢ After performing aFit to contentoperation onAction 1

Info: When an action view mode is changed from a closed to an ¢
view mode, thd-it to contentoperation is automatically performed.

13.4.2.2 Fit to content (all parents)

This operation performs the same as thi to contentoperation (seeabove. The
only difference is that it recursively resizes all the parents of the original parent action
in the same manner, so the fitting the content is propagated up toztheot action

(the canvas level).
TheFitto content(all parents)operation can be performed in the following ways:

1 by selecting theFit to content (all parentsnenu item from the action context

menu
1 by pressindAlt + Shift + F



For example, performing this operation éation 1 .4 in Figure &. will result in
an arrangement shown iRigure37.

ElRNE

' | ’ | ~ [14 z:block =[x
[ A= [ £ BIRInE
zstbackup  zs:copy 1.4.1
1.4.2
13 mail:connection
mail-send

zs:cancel

Figure B ¢ Before performing &:it to content (all parentg)peration onAction 1.4

Figure 3 ¢ After performing aFit to content (all parentg)peration onAction 1.4



























































































































































































































































































































































































































